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Abstract

The task of Code Vulnerability Detection seeks to iden-

tify software source code that has flaws that are able to be
exploited by an attacker in order to endanger the software’s
security. Many current methods at the enterprise level sim-
ply leverage an expert’s opinion and require software to be
checked by a human in code review. However, since the ad-
vent of Large Language Models (LLMs), many have sought
to turn this code vulnerability problem into one of binary
classification. Given a function’s source code, can the LLM
tell whether or not the code is vulnerable? We finetune Wiz-
ardCoder, an LLM trained specifically on the ”language” of
code in order to perform this binary classification. We use
the QLoRA method in order to significantly cut down on the
runtime and hardware requirements of finetuning the 13b
parameter model. We obtain a best ROC AUC of 0.72 and a
best F1 Score of 0.66. Further, we perform experimentation
on two hyperparameters, namely sequence length and the
inclusion of large functions.
This report is primarily a reproduction of the results from
the paper of the same title by Shestov et al. [I8] The
authors’ contributions are as follows: implementation of
QLoRA and further experimentation on the impact of se-
quence length.

1. Introduction

Since the advent of Large Language Models (LLMs),
many machine learning tasks previously thought to be too
difficult so solve through conventional techniques have seen
leaps and bounds of progress over the last few years. Treat-
ing the LLM as the basis for providing knowledge about
a language, many researchers have taken to “fine-tuning”
models, or making small changes to the LLM that allow it
to be adopted for a task that is slightly different from the
one it was intended for. In this paper, we use such an idea
to adopt the LLM, WizardCoder, to the task of code vulner-
ability detection via LoRA and QLoRA.

1.1. Code Vulnerability Detection

In the context of machine learning, the research area of

code vulnerability detection seeks to train a model to per-
form binary classification on snippets of code in order to
tell if they are “vulnerable” or not vulnerable”. In practice,
this area of research can be accurately described as a type of
anomaly detection, in which the distinguishing feature is a
heavily imbalanced dataset in favor of ’negative” instances.
One of the most well-known examples of a type of anomaly
detection is the classification problem of diagnosing breast
cancer in women. Indeed, most women do not have breast
cancer, however it is incredibly important that positive in-
stances are detected accurately. Analogously, most written
code is not vulnerable, but it is paramount that positive in-
stances are labeled correctly.
Early work in the field utilized alorithmic approaches
wherein vector representations of code were determined and
compared to known vulnerable ground truth data [12] Al-
though such approaches were successful at the time, they re-
lied on a large pool of known ground truths and such vector
representations were not particularly good at capturing the
meaning of the code itself. Conversely, the current approach
almost entirely revolves around large language models due
to their promising results in several different domains and
types of tasks. Though most LLMs are focused on the un-
derstanding of human language, several LLMs focused on
the language of code have been developed, such as Wiz-
ardCoder [15] and CodeBert [5]. Though these models are
originally intended for the generation of language, they are
a good target for our code vulnerability detection problem
because of the implicit assumption that if one understands
the language of code, one can be taught how to detect the
vulnerabilities of code given enough data.

1.2. Large Language Models

The popularity of Large Language Models has exploded
in recent years since the advent of the transformer archi-
tecture and the resulting improved scalability of such mod-
els. As noted above, while most LLMs focus on human
language, such as GPT-3, BERT [3], and LLaMA [19], oth-
ers are created for more specific tasks and types of lan-



guage. For example, ContraBERT [14] focuses on con-
trastive learning, and JukeBox [4] focuses on the genera-
tion of music modeled as a language. These tasks are all
generative in nature, meaning that they make use of both an
encoder and a decoder. The LLM encodes a representation
of its input before predicting the next word in the sequence
with a decoder. However, it is possible to utilize LL.Ms for
tasks outside of text generation. In the case of something
like binary classification, we would generally do away with
the decoder part of the architecture and simply take the out-
put of the last “word” of the sentence, and then perform
some classification function (like softmax) into a loss func-
tion.

Despite LLM’s promising results, they are as the name says,
very large. On average, the standard LLM hovers in the bil-
lions of parameters, much too large to fit into any modern
consumer-grade GPU. This poses a significant challenge in
training LLMs and adapting them for tasks that they were
not originally designed for. Hence, it is paramount that we
adapt our approach in order to move forward with code vul-
nerability detection.

1.3. Fine-Tuning

The fine-tuning of neural networks is a standard ap-

proach in adapting deep networks for tasks that are slightly
different from the ones they were intended to handle, this
can be viewed as a type of transfer learning. In the vanilla
case, additional training data is supplied to the model with
a greatly reduced learning rate in order to fine-tune” the
weights of the model to be better adapted to the new task
represented by the new training data.
However, as mentioned, LLMs are far too large to fine-tune
all of the weights of the model using this new training data.
In order to overcome this challenge, LoORA and QLoRA are
introduced as a method of reducing the parameters of the
model that we actually need to tune during training time,
while only sacrificing a negligible amount of performance.
The core of these adaptations relies on the introduction of
low rank matrices to the models which are able to “capture
the essence” of the model’s parameters, and then only
training those matrices. In doing so, we have reduced the
number of weights changed in every iteration of training by
an exponential amount. Further, QLoRA further reduces
the memory required by quantizing the already existing
training weights, that is, truncating them to be represented
in less bits, thus greatly reducing the overall memory
footprint of the model.

2. Related Works

The basis for this experiment is the aforementioned fine-
tuning of WizardCoder using LoRA with focal loss and
batch-packing in order to perform binary classification on

a given input (as well as next token prediction) [18]. While
it appears as though the idea of finetuning LLMs is quite
a common approach, the authors cite the last major paper
in the field of vulnerability detection as LineVul [6] which
simply adds extra functionality to BERT by putting a Line-
Vul model after it in order to perform binary classification.
While this approach appears to work reasonably well, it
can be argued that BERT wasn’t really adapted to the task
at hand, but just used as a impromptu encoding step for
the training data. The LineVul paper itself was a response
to IVDetect [11] which uses an interesting combination of
GRUs and graph representations of source code in orer to
detect vulnerabilities. Whilst this approach is novel, it is
summarily beaten by the expanding power of LLMs. Keep-
ing with this theme, Shestov cite one of their main motiva-
tions as using a larger LLM along with more sophisticated
fine-tuning methods to expand upon what LineVul was able
to do.

On the topic of larger LLMs, the paper decides to use Wiz-
ardCoder [15], an LLM specifically created to understand
the ”language” of code. Whilst WizardCoder is certainly
not the first LLM to try to tackle this domain, at the time
the paper was released, it was only beat out by GPT-3.5 and
GPT 4. As of today, it currently beats GPT-3.5 in human
evaluations. The synthesis of WizardCoder focuses on uti-
lizing the evo-instruct method (or fine tuned instructions) in
order to give more diverse and complex tasks to the already
built StarCoder. StarCoder [9] itself is an open-source LLM
that purports to be trained on only permissively licensed
github repositories, which would make it one of the only
LLMs to use ethically sourced training data (or the only that
we are aware of). Regardless, the WizardCoder used in this
paper is around 13B parameters and is currently dwarfed by
Code Llama [17] which is around 70B parameters. Despite
this, it can be understood that the authors wanted to engage
in parameter efficient fine-tuning and opted for the slightly
smaller WizardCoder instead.

In the realm of parameter efficient fine-tuning, there are sev-
eral different ways to go about it with varying levels of suc-
cess and scale. Whilst one possible option is Prefix-Tuning
[10] which is based on the idea of adding trainable "prefix”
vectors to a model while freezing the rest of the parame-
ters in a model in order to train it for a downstream task.
Whilst this method is valid, the authors opt for LoRA [7]
which creates trainable low-rank matrices that are approxi-
mate representations of the layers that they represent. This
idea relies on the discovery that over-parameterized models
rely on an inherently low-rank dimension that can be repre-
sented with less data than is actually used [8]. As it turns
out, most LLMs are likely over parameterized and are good
candidates for the LoORA method. Lastly, in the present pa-
per we also consider the QLoRA method [2]. As an ex-
tension of the LORA method, QLoRA further quantizes the



weights that are frozen in LoORA, meaning the entirety of the
weights can be represented in less memory than if they were
represented in full 32bit floating point precision. Empiri-
cally, this results in very little degradation of performance,
and allows the amount of VRAM used in the fine-tuning of
these models to be reduced by entire orders of magnitude.

3. Technical Approach
3.1. LoRA

At a high level, LoRA seeks to make the fine-tuning of
large neural networks more efficient by training less param-
eters overall. This is able to manifest in low rank adapters,
which rely on the fact that over-parameterized models can
be represented in a lower dimension. This result was empir-
ically proven [8] to be true in most modern neural networks.
Functionally, if all of our weight vectors are parameterized
by some 0 € RP, it is not necessarily true that all D of
the parameters “need” to be correct or are even used in the
optimal solution of our neural network. Li formalizes this
as

D:dint+8

where d;,; refers to the intrinsic dimensionality of our so-
lution (the parts that are necessary to get right) and s as the
dimensionality of our solution set, or ways that we could
move and still be at the ”correct” solution. Indeed, in the
landscape of hundreds of dimensions, it does seem incredi-
bly likely that there are multiple ways one could move in the
multi-dimensional space such that the loss does not actually
change and for every optimal solution, there is likely hun-
dreds by moving in any given direction that does not corre-
spond to an actual change in the output of the loss function.
The results of the paper continue on to show that the solu-
tion set s is generally quite large for most neural networks
in practice.

LoRA takes this hypothesis and furthers it by making the as-
sertion that it is likely that the changes in weights within a
model during fine-tuning also rely on this same low intrinsic
rank, and thus we may be able to train just the low intrinsic
rank without having to touch most of the model’s parame-
ters. Formalized, it follows that any sort of fine-tuning of
a neural network can be represented as ¢y + A¢ where ¢g
are the pre-trained weights and A¢ are our weight updates.
In this example, it is clear that A¢ must be the same dimen-
sionality as ¢ in order for this to work. However, to re-
duce the dimensionality of our parameter updates, and thus
the computing resources required, we want to ensure that
A¢p = Ap(O) where |B] < |¢o| or that we want to encode
our parameter updates into a much smaller set of parame-
ters ©. This is achieved with the following:

Given some pre-trained weight matrix in a neural network,
Wy € R™™, and some update to the weight matrix AW,

we decompose AW into low rank representations A €
R™" and B € R™™ where r < min(n,m). These low
rank representations are the parameters that we will actually
train when we fine tune. Given that W), is frozen during our
training process, we only need to train A and B which are
known as the “adapters” in order to fine-tune our model, be-
fore adding our updates back into our frozen parameters by
simply multiplying A and B to give us back AW. Hence,
the forward pass for variable x [7] is:

Wox + AWz = Wox + BAx

again, this relies on the assumption that most LLM’s weight
matrices can be well-approximated by low-rank matrices.
In essence, we are able to fit weight updates into a much
smaller space than the pre-trained model does by exploiting
this theory.

As this pertains to transformer models, we only adapt this
approach for the attention heads, and not for the subsequent
multi-layer perceptron networks.

3.2. QLoRA

Following from LoRA, QLoRA further cuts down on
the memory cost of fine-tuning an LLM by quantizing the
frozen weights, or discretizing them from full 32-bit floats
down to the 4-bit NormalFloat quantization introduced in
the paper. 4-bit NormalFloat seeks to solve the problems of
common discretization techniques which are generally not
robust to outliers or are unable to utilize the full range of bits
due to unevenly distributed data. Following this, it is known
that most pretrained neural netowrk weights have a normal
distribution centered around 0 with some standard deviation
o. We want to fit the range of our distribution into [—1, 1],
but in order to do this we need to estimate the quantiles of
the data such that they fit into the range. Formally, [2]

1 1 1+1
¢ = §(Qz(m) + Qm(Qk T 1)) 1)

where (), is the standard quantile function for a normal dis-
tribution and % is the number of bits we want to quantize
to. From there, we can simply quantize our weight tensor
by normalzing it such that the max is 1 (absolute maximum
rescaling), and then quantizing it with the above function.
Further, notice that the above equation is offset by 1 (given
i and ¢ 4 1). This is done on purpose to ensure that we have
a discrete datapoint that maps to 0. For kbit quantization,
these quantiles have discrete values that can be computed
and listed ahead of time for any such k. Thus, at runtime,
only the actual quantization of each weight matrix needs to
be done.

3.3. Focal Loss

Given the heavily imbalanced nature of our code vulner-
ability detection data, it would make sense for our loss func-
tion to put more emphasis on the positive (vulnerable) data



than we would the negative data. Thus, focal loss [13] takes
inspiration from cross-entropy loss but adds a weighting and
a focusing parameter that is able to emphasize examples of
a certain class. Defined as

FL(p) = —a¢(1 — py)log(pe)

_p if y=1
b= 1—p if ow.

ay is a hyperparameter weighting factor for each class (in
our case, we only have two since this is binary classifica-
tion), and -y is known as the focusing parameter. y allows us
to ’focus” less on instances with a certain label, in our case
the code that is not vulnerable.

Further, by default, LLMs predict the next token in a se-
quence, that is, for tokens {x1, z2, ..., x, }, our model wants
to predict x,,41. Or, asks what the probability of any x,, 11
given the previous tokens. By comparing it with the actual
next token (the ground truth) via one-hot encoding, we can
then optimize the cross-entropy loss of the entire distribu-
tion, that is [18]:

N—-1
L=- Z y”+1logp(xn+1|171, To, l‘n)

n=1

the authors further derive this into actual classification loss
instead of generative next token loss by using the ground
truth label of whether or not the code is vulnerable (not the
next token):

Lclass = 7109P(y|1’1,172, $n79)

where 6 are all the parameters of the model and y is the
ground truth. We are asking that given the model parame-
terized by 6, what is the probability that we assign the right
class label? We adopt this generalized cross entropy loss for
classification loss into focal loss for some experiments.

3.4. Batch Packing

Due to the wildly variable amount of tokens in any given
function that we use as training examples, it is incredibly
computationally inefficient to just pad our inputs similarly
to how one might naively do for text data. Whilst most of
the data falls within the range of 10-100 tokens, there are
also plenty of inputs for which there are more than 2,000
tokens. Were we to pad every function out such that it
matches the max length of any given input, the majority of
our inputs would just be padding. To rectify this, the authors
introduce batch packing [18]. At a high level, we define a
hyperparameter called sequence length and choose a value
for it beforehand (we will see in experimental details how
this hyperparameter affects performance). Given this num-
ber, we pack as many functions (inputs) as we can until we

reach the limit, and then pad out the rest. For example, a
sequence length of 55 would allow us to pack 5 functions
with 10 tokens each, and then we would have to pad the rest
of the 5 spaces left.

Though this is the spirit of the idea, in practice we do some-
thing slightly different. We load a batch with as many func-
tions as we can fit into the sequence length, but ensure that
the end of each function has an ”;EOS;” token (as to sep-
arate them). Our model then populates an array of labels
where each label corresponds to a singular function in the
batch. We then calculate our focal loss with respect to each
function in the batch, and use the sum as the loss for that
batch (as the average empirically performs worse).

4. Experiments

In this section, we discuss the specific setup of our ex-

periments. There is significant overlap between the original
paper and our own experimental setup, and we have made
our modified code available '.
We have modified the original code to be able to handle
QLoRA including the quantization of the provided model
if it is not already quantized. In total we finetune Wiz-
ardCoder across a few different GPUs in various experi-
ments including a consumer-grade NVIDIA RTX 4080, an
NVIDIA A100 Tensor Core (on OSU’s HPC Cluster), and
an NVIDIA T4 Tensor Core (on Google Colab), for which
the results will be presented. In addition, we test the way
that different values of the sequence length hyperparameter
affects training time and performance on the test data.

4.1. Datasets

As to compare to the original paper’s approach with
LoRA, we finetune with the same datasets in order to con-
trol as many variables as we can. The paper uses sev-
eral open-source datasets including CVEfixes [1], a man-
ually curated dataset from the NVD (National Vulnerability
Database) [16], and VCMatch [20].

These datasets are further filtered into two distinct datasets
by the authors that we train on. The dataset dubbed X
with Ps” refers to the raw, heavily imbalanced dataset the
same way such code would appear in the real world, with
a class imbalance ratio of about 1:34 (1 vulnerable func-
tion for every 34 nonvulnerable functions). This dataset has
22,945 samples in it.

The dataset dubbed ” X without P; refers to a much smaller
balanced dataset that is closer to the ideal class balance but
with not nearly enough examples for a LLM such as Wiz-
ardCoder to learn effecitvely. This dataset has 1,334 sam-
ples in it.

Uhttps://github.com/NLP-Fine-Tunning



H ‘ Dataset Sequence Length  Large Function ROC AUC FI Score GPU Training Time (hr) H

X, without P53 512 ignore 0.53 0.65 Tesla T4 8.2

X1 without Ps 512 include 0.56 0.66 NVIDIA A100 x2 34

QLORA X4 without P3 256 ignore 0.51 0.63 Tesla T4 2.9

X1 with P3 512 ignore 0.68 0.14 GTX 4080 22.1

X1 with Ps 512 include 0.72 0.17 NVIDIA A100 x2 20.4

X1 with Ps 256 ignore 0.70 0.14 NVIDIA A100 x2 18.3
LoRA X1 without Ps 2048 include 0.69 0.71 NVIDIA V100 x8 ?
X1 with Py 2048 include 0.86 0.27 NVIDIA V100 x8 ?

Table 1. All experiments run with QLoRA with varying sequence length and inclusion of large functions. Recall that we do not run the
LoRA experiment and instead take the author’s numbers at their word in the original paper. Observe the slight degradation in performance
when switching from LoRA to QLoRa as well as the positive correlation with improved results when including large functions and a larger

sequence length.

4.2. Pre-trained Model

As the authors did not specify which version of Wizard-
Coder they finetuned on (and it was not provided anywhere
in the code), we opt for the closest model we can find, which
is WizardCoder-13B. This lines up with the reported num-
ber of parameters and is easily available on the Hugging-
Face library which the authors claim to have used for ex-
periments, thus this is what we use for all experimentation.

4.3. Evaluation Metrics

As mentioned in the previous section, we use the same
focal loss that is used in the original paper, as well as the
evaluation metrics of ROC AUC and F1 Score. These are
generally common metrics for evaluation, so we skip most
of the details regarding these. Though it should be noted
that the F1 score we report is only for the positive class of
data. This is justified given the heavily imbalanced dataset
and that our primary objective is to identify vulnerable code,
not safe code. Further, whilst the original authors were able
to optimize hyperparameters, we were generally unable to
run enough experiments to be able to optimize for these
same hyperparameters in regards to QLoRA.

4.4. Setup

Explicitly, we finetune WizardCoder for 15 epochs on
the above datasets using QLoRA. We do this for the X; with
P5 dataset as well as X without P5;. Further we test the
efficacy of the ’sequence length” and “include large func-
tion” hyperparameters as well as varying GPUs. As we are
unable to deploy LoRA given the limitation of our comput-
ing resources, we have to make due by taking the authors at
their word for their results.

5. Results

After finetuning QLoRA for 15 epochs, we report the
results of all experiments in Table 1. In general, it is

clear there is a significant amount of performance loss from
LoRA to QLoRA with F1 scores dropping by some 10%
on average and ROC AUC also seeing a hit to performance.
Recall that all F1 score metrics are only for the positively
labeled instances, thus an F1 score of 0.17 and 0.27 are
not particularly alarming as X; with Pj is our imbalanced
dataset, leading to a heavy bias in the model towards nega-
tively labeled data (predicting the majority class). Summar-
ily, the X; without P5 dataset yields much better results in
general on the positive class. This proves the result that in
this study, less data is better if it is balanced. No amount
of loss function weighting and hyperparameter tuning can
make up for imbalanced data in either LoRA or QLoRA.
We also provide the detailed training runs of said exper-
iments showing validation loss over time, validation F1
score over time, and validation ROC AUC over time in Fig-
ure 1 and Figure 2.

As we can see, the X; without P53 experiments are much
more volatile with respect to loss, randomly jumping up
much higher than they had previously been despite more
training. Intuitively, this makes sense given that we have a
lot less data to train and validate on in the first place: it is
much more likely that we randomly choose our training data
and validation data in a way that is unlucky for that epoch
and spike the cumulative loss. Despite that, the model does
eventually find its way into a consistent amount of loss as
well as scoring metrics. Another point to note is that while
loss generally is on a steady decline, evaluation metrics are
much more volatile and do not necessarily follow with the
trend of loss. This can possibly suggest that the loss metric
used is not sufficient to train the model to be able to detect
vulnerable code. No matter how far we can push the loss
down, we barely move the needle on F1 Score and ROC
AUC.

Sequence Length: Further, though the authors claim that
sequence length is largely unimportant as a variable, our re-
sults tell a different story. Though it is possible that the mix
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Figure 1. F1 score and ROC AUC per epoch for sequence length experiments

of QLoRA and sequence length had an adverse effect on re-
sults in a way that we could not account for, we must take
the authors at their word given that we do not have the com-
puting resources to run LoRA. Perhaps inexplicably, the
single experiment corresponding to the with ps dataset and
256 sequence length started with a much higher ROC AUC,
F1 score, and loss compared to the other with p3 dataset ex-
periment. This however does not translate to a much better
result on the testing data as it only yields a 0.02 increase in
ROC AUC and no increase in F1 Score. The without p3 ex-
periment does see some degradation with sequence length
however.

Include Large Function: In addition to this, including
large functions also has a positive correlation with ROC
AUC and F1 Score. This hyperparameter is not mentioned
in the original paper, but is a parsed argument in the author’s
code that we decided to test on. Perhaps unsurprisingly, in-
cluding larger functions in our training data only helps the
model perform better on the test data (likely on analogous
large functions in the test data). Though we do not have
particularly controlled data on this front, it is likely that in-
cluding large functions also incurs a larger cost in training
time (2 NVIDIA A100’s are almost certainly doing more
work in the same timeframe as a GTX 4080).

Computing Resources: On the topic of computing re-
sources, while the authors do not report training time in
the orginal paper, they do report that they use 8§ NVIDIA
V100 GPUs. Across our experiments, it was clear that even
with the gained memory efficiency of QLoRA, we still had
a bottleneck around time efficiency, of which QLoRA is not
really an improvement over LoRA. Indeed, quantizing the
model led to reducing our memory footprint by a factor of 4
(around 26gb for the full model, and only around 6gb when
it was quantized), but we still likely incur the same time cost

as the authors of the original paper (depending on how they
utilized the parallelization of their computing resources).

6. Conclusion

In this paper, we recreate the findings of Shestov et al.
in which we finetune the LLM, WizardCoder, for code vul-
nerability detection. Whilst the original authors use LoRA
to do so, we employ QLoRA to cut down on overall model
size and are able to train such a model on a consumer-grade
GPU. Despite this, we see significant degradation in per-
formance metrics though it is clear that the model is still
doing some sort of ’learning”. Further, we perform exper-
imentation on the hyperparameters “’sequence length” and
“include large function”. We are able to conclude that in-
cluding large functions is a strict positive for the model’s
learning capabilities, but the evidence on sequence length is
inconclusive due to a baffling experiment with much higher
results than the rest.

6.1. Future Work

In the future, it would be incredibly helpful to have the
GPU power to be able to run the author’s original LoRA
experiments to see if LoRA consistently performs as well
as the numbers they included in their paper, or if the num-
bers provided were a "’best case scenario” across several at-
tempts at training the model. Further, procuring more data
is almost always a positive, and seems as though it would
be especially in this scenario given that our validation loss
randomly jumps up when we seem to get “unlucky” with
how the data is split since there is so little (balanced) data
in the first place. Lastly, it would be interesting to see how
the model performs with more epochs of training. Near the
end of 15 epochs it seems as though most of the experi-
ments work themselves into a stable amount of loss, but
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Figure 2. Validation Loss per epoch for sequence length experiments

more training would be needed to make that conclusion with
more certainty (again, with reference to our singular outlier
experiemnt).
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