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Obfuscated code is often used in malware development to evade detection,
which poses significant challenges to cybersecurity efforts(Maiorca) . Using
language models offer a promising approach to detect and interpret this
obfuscated code. This study explores the use of high-powered language
models to enhance obfuscated code detection and understanding. Our
findings highlight the language models' capacity to demystify obfuscated
code, and provide a clear understanding of their functionalities.

Introduction

Language models, or LMs, assign probabilities to a sequence of
words(Jurafsky). Large language models such as ChatGPT use these
probabilities to generate the answers it gives.

The LMs used for this project were OpenAl's ChatGPT, Al21 Studio's Jurassic-2,
and Google's PaLM. These LMs were selected for their ease of use and
because they were free to use.

Code obfuscation is a series of transformations that maintain the logic of the
program while making it harder to understand and reverse engineer
(Martinelli, et al). 18 obfuscation categories, numbered O1-018, were created
for this project. These obfuscations were then applied to 21 pieces of C++
base code.

Three different questions were used to test the LMs abilities.

1. Do these pieces of code achieve the same goal?

2. Is the functionality of these pieces of code the same?

3. What does this piece of code do?
Questions 1 and 2 are accompanied by the obfuscated code and the
corresponding base code. Question 3 just has the obfuscated code.

Methodology

The entire process of gathering data is automated using python scripts except
obfuscating and rating correctness.

Steps for obtaining results:

1. Create the question containing the obfuscated code and/or the base code.
2. Run the question through the LM via the API.

3. Store responses in spreadsheet

4. Rate each response according to the correctness rating scale.

Correctness rating:

® On a scale of ‘High Correct’ down to ‘High Incorrect’

e The middle section is a maybe area. A ‘High Maybe’ rating means that
the yes/no response is incorrect but the explanation of the code is
highly correct.

e N/A means that either an obfuscation does not apply to the base code
or the APl returned an error for that question.
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Figure 1. Correctness ratings by language model.
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Figure 2. Correctness rating by question
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Figure 3. Correctness rating by obfuscation type. Excludes N/A responses.
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® Figurel:
o Jurassic correctly answered the question 60% of the time making it the
best LM.
m ChatGPT: 47.4%
m PalLM: 47%
® Figure 2:
o Q3 has the best overall results
m Highest correct responses
m Lowest incorrect responses
o Q2 has about 6% less correct answers and about 6% more incorrect
answers than Q1.
® Figure 3:
o 015 is the best obfuscation with an 80% incorrect response rate.
o 018 is the worst with a 6% incorrect response rate.

Conclusion

The proposed use of LMs for obfuscated malware detection is still in need of
work, but the success rate of Jurassic without training or leading questions
shows the promise that it has. The questions used here were simply a method
of asking the LMs about the code. Leading questions that help the LM identify
the code will most certainly lead to better results in the future. O15 is the
most robust of the obfuscation categories. Its success in tricking the LMs show
that the LMs trained in detection obfuscation will need to be trained to be
much better than the baseline LM.

Future Directions

Ask more specific questions that try to lead the LM to the correct answer.
Use compiled code instead of standard C++.

Use obfuscation software to more thoroughly obfuscate the code.
Obfuscate malware to see what features of malware cause confusion for
the LMs.

e Train a LM to identify obfuscated malware.
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