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Abstract

Blockchain systems are used to record transactions among
parties without a central authority. Since the very first in-
stance of a blockchain systems, Bitcoin, tremendous amount
of blockchain systems with various consensus protocols are
designed and implemented to achieve fast transaction rate.
With the transaction rate increasing, experiments and stud-
ies show that network layer become the bottleneck on the
way to further improve blockchain system efficiency. How-
ever, current blockchain systems are based on unstructured,
structured, or hybrid Peer-to-Peer networks. Gossiping mes-
sages on such networks creates repeated messages and leads
to traffic congestion when transaction rates grows. In addi-
tion, lack of attention paid to geographical locality and secu-
rity in the network layer also limits the improvement of the
P2P network underlying blockchain systems.

In this paper, we present Hidden Geographical Fractal
Random Ring (HGFRR ). It constructs and maintains a re-
cursive DHT-ring like structure according to geographical
proximity of nodes. The broadcast operation on such a net-
work which contains N nodes achieves O(N) in terms of
message complexity, and O(logN) in terms of time com-
plexity. Security issues are also addressed to protect the
anonymity of nodes. Evaluation shows that HGFRR out-
performs typical P2P network in blockchain systems in both
time complexity and messages complexity. Consequently,
the throughput of the blockchain system can be further im-
proved around 1.4X to 2.1X. Source code of the implemen-
tation of HGFRR (in C++) will be available on GitHub once
appropriate.

1 Introduction

A blockchain is essentially a distributed ledger that perma-
nently records the transactions among parties [25]. The
transactions recorded are verifiable and resistant to modifi-
cation without the need of a centralized third party. The
decentralization nature and proved immutability have led

to the emergence of cryptocurrencies which leverages the
blockchain system as their cornerstone, the most salient ex-
ample being Bitcoin [44]. Blockchain systems are based
on consensus protocols to achieve chain consistency. The
communication is based on a Peer-to-Peer network. With
tremendous works focused on consensus layer to increase the
blockchain system efficiency and transaction rate, broadcast
frequency in the P2P network is growing.

Unfortunately, experiments and studies [9, 57, 35] already
show that the network layer became the bottleneck of fur-
ther growing the transaction rate. For example, EOS report
[57] shows that EOS is sensitive to network latency. Higher
network latency caused by other bandwidth-intensive appli-
cations in the same network or high client transaction input
rate can both lead to significant drop of the throughput. Hy-
perledger Fabric (HLF) [9] also shows that its throughput is
capped by the low efficiency of the underlying P2P network.

However, broadcasting messages suffers from traffic con-
gestion and inefficient convergence problems when transac-
tion rate gets higher. Our key insight is that the gossip algo-
rithm [18] used to broadcast a message does not fit in the de-
mand for P2P networks from blockchain systems. Although
many improvements have been made on gossip algorithm
such as adding unique message ID, using Time-to-Live field
to control flooding, using pull-version sending mechanism to
reduce repeated messages, our evaluations show that they are
not efficient enough, and still suffer from traffic congestion
problem. It is not an optimal model for blockchain system.
Unstructured networks are robust but lead to inefficiency
in both node discovery and broadcast. Structured networks
based on DHT are efficient in terms of node discovery and
data look up (they are designed for this use [54]), however,
gossiping on such a network is inefficient. Since blockchain
systems emphasize broadcast more than node discovery, a
new P2P network protocol is needed.

Blockchain systems require two main functions from the
underlying P2P network from : peer discovery and message
dissemination. For peer discovery, DHT-based protocols
such as Chord [54], Pastry [50], Tapestry [59], and Kadem-



lia [38] are used to achieve efficiency. For message dissem-
ination, gossip algorithms are used due to its robustness and
simplicity. Under 50% failure, gossip can send twice amount
of messages to cover the remaining nodes. However, the ro-
bustness of gossip exceeds too much of the requirement from
the consensus protocols in most blockchain systems. As a
side effect, gossip generates redundant messages in the net-
work which lead to traffic congestion. To tackle the prob-
lem, our key idea is that broadcasting using the DHT-based
structure in a hidden and secure way can improve the broad-
cast efficiency in terms of both time complexity and message
complexity.

We implement our idea in HGFRR, which is a Hidden
Geographical Fractal Random Ring structured P2P network.
HGFRR contains multi-level fractal random rings. Each ring
at the lower level will have a couple of contact nodes which
is randomly selected to represent the ring in the upper level
ring. Unlike DHT-based protocols which indexes the whole
network as a ring, HGFRR recursively constructs rings based
on the proximity of peers and the number of peers in a ring.
The broadcast on HGFRR is recursively performed on each
ring. The in-ring broadcast uses the k-ary distributed span-
ning tree formed within the ring. Both the proof and evalu-
ation show that the broadcast operation in HGFRR is more
efficient than the P2P network in Ethereum, in terms of time
complexity and message complexity. The message complex-
ity of our network with N nodes is O(N) and time complexity
of message broadcast is logarithm, which are both better than
extant work.

The paper makes the following contributions. First, the
paper identifies requirements for the P2P networks from
blockchain systems and pointed out the over-robustness and
thus the inefficiency of current message dissemination algo-
rithm. Second, it presents and proves a new network proto-
col HGFRR that improves message dissemination efficiency
and thus the overall throughput of the blockchain system.
Third, HGFRR is the first P2P network in blockchain sys-
tems that addresses geographical locality and security prob-
lems. Fourth, HGFRR is implemented in C++ which is
portable and runnable across-platform and intensively evalu-
ated.

The remaining of this paper is organized as follows. Sec-
tion §2 introduces the background of this problem and related
works. Section §3 presents the design overview of HGFRR
including topology and protocols. Section §4 gives a proof
for time and message complexity and analyzes the robust-
ness of HGFRR on node failures. Section §5 describes the
implementation details. Section §6 presents and discusses
the evaluation results. Section §7 concludes the paper.

Consensus  Tolerated Percentage Examples
PoW < 25% Bitcoin

PoS <51% PeerCoin
PBFT < 33.3% HyperLedger Fabric
DPOS <51% Bitshares, EOS
Ripple < 20% Ripple
Tendermint < 33.3% Tendermint

Table 1: Consensus Algorithms and Their Tolerated Percent-
ages

2 Background and Related Works

2.1 Consensus Protocols in Blockchains

Despite the popularity of cryptocurrencies, general and all-
purpose blockchain systems that accommodate various ap-
plications, such as Ethereum [56] have been proposed. How-
ever, although Ethereum is a Turing-complete system [56],
it is in essence designed for the cryptocurrency based on
it. Hence the Proof-of-Work (PoW) consensus has been uti-
lized used to support the valuation of the cryptocurrency in
the socioeconomic sense, which results in poor efficiency.
To facilitate general-purpose applications in a more efficient
manner, other consensus protocols have been proposed to
improve the performance of the blockchain systems in dif-
ferent scenarios such as Proof-of-Stake [31], Proof-of-Luck
[40], and Proof-of-Membership [32]. Hyperledger Sawtooth
[26] utilizes Intel Software Guard eXtentions (SGX, intro-
duced below) to trust nodes and proposes Proof-of-Elapsed
Time believed to be highly efficient. Additionally, EOS [17]
based on DPoS, NEO [24] based on DBFT, Conflux [35],
Omniledger [33], and Hyperledger Fabric [9] are all exam-
ples of new blockchain systems which are claimed to achieve
more than 10Kk transaction rate [6].

2.2 Peer-to-Peer Overlay Networks

There have been tremendous efforts and many technical
innovations in the Internet broadcasting in the past three
decades [36]. Internet protocol (IP) multicast represented
an earlier attempt to tackle this problem but failed largely
due to concerns regarding scalability, deployment, and sup-
port for higher level functionality. In contrast, Peer-to-peer
based broadcast has been shown to be cost effective and easy
to deploy. This new paradigm brings a number of unique
advantages such as scalability, resilience, and effectiveness
in coping with dynamics and heterogeneity. With Network
Function Virtualization (NFV), upper-layer applications are
allowed to control the lower-layer functionalities of the net-
work such as routing.

The most important feature of the p2p architecture is that
individuals in their network are equal in role and function.
Although each individual may handle different requests, the



actual resources provided may differ after specific quantifi-
cation, but they can all simultaneously provide and consume
resources. If the resources in the entire network, including
but not limited to computing power, storage space, network
bandwidth, etc., are regarded as a total amount, the resource
distribution in the p2p network is dispersed among individ-
uals (maybe not necessarily evenly distributed). Therefore,
the p2p network architecture is naturally decentralized and
distributed.

2.2.1 Data Look-up

Not every individual communicates with other peers in the
network. This is actually a very important feature of the p2p
network: an individual only needs to connect with a small
part of nodes in the network. How many neighbors and how
to connect vary from one to another. Basically, P2P networks
are divided into unstructured and structured networks [47].
Unstructured P2P networks are simple and easy to deploy,
and the individuals in the local area of the network can be
arbitrarily distributed. When dealing with a large number of
new individuals joining the network and the old individuals
leaving the network (churn), unstructured P2P networks are
very stable [55]. The disadvantage is that the efficiency of
finding data in the network is too low. Because there is no
foreseeable information, it is often necessary to send query
requests throughout the network (at least most individuals) or
use flooding, which will occupy a large part of the network
resources and greatly slow down other businesses in the same
network.

The individual distribution of structured P2P networks has
been carefully designed, and the main purpose is to improve
the efficiency of querying data and reduce the resource con-
sumption caused by query data. The basic means to improve
query efficiency is to index data [49]. The most common im-
plementation of structured p2p networks is distributed hash
table (DHT) [19], which assigns a key to each data (value)
to form (key, value) pairs. Hashing can be used to uniquely
identify a particular object from a group of similar objects
by assigning each object a hash value. Nodes in the system
are responsible for managing the mapping from keys to val-
ues in a way that minimizing the disruption caused to the
participants. In this way, when looking for a certain item of
data, the search area can be continuously reduced according
to the key, thereby greatly reducing resource consumption.
Although structured P2P network is efficient in data look-
up, the robustness is a concern. Since each individual needs
to maintain a large number of neighboring individuals, when
the churn events in which a large number of new and old in-
dividuals frequently join and leave occur in the network, the
performance of the entire network will be greatly deterio-
rated. Part of the resources are consumed when updating the
neighbor list (including the update of the neighbor list, and
the stored list is updated between each other), and the keys

of many peers also need to be redefined. Most used DHT's
are Chord [54], Pastry [50], and Tapestry [59].

2.2.2 Message Dissemination

Gossip based protocols are developed for providing high re-
liability and scalability of message delivery [27]. Gossip
protocols are highly used for reducing control message over-
head [22]. Gossip protocols are scalable because they do not
require as much synchronization as traditional reliable mul-
ticast protocols. In gossip-based protocols, each node con-
tacts one or a few nodes in each round usually chosen at ran-
dom, and exchanges information with these nodes. The dy-
namics of information spread algorithm behavior stems from
the work in epidemiology, and leads to high fault tolerance.
Gossip-based protocols usually do not require error recovery
mechanisms, and thus enjoy a large advantage in simplicity,
while often incurring only moderate overhead compared to
optimal deterministic protocols.

Unfortunately, gossip algorithms suffer from repeated
messages which may lead to traffic congestion when broad-
cast frequency grows. There are several improvements made
on gossip algorithms. Directional gossip uses a gossip server
to construct spanning tree but it is not scalable. Intelligent
select node selects directional children to build a tree. Some
other improvements add TTL, use UID to reduce redundancy
but still has overhead.

In addition, tree-based and data-driven broadcast/multi-
cast algorithms in video streaming or file sharing does not fit
in blockchain system context [36]. Tree-based approaches
like SplitStream [11] and CoopNet [45] is efficient but need
to be maintained. It works poorly when dealing with node
failures. For DHT, the cost of correcting the routing ta-
ble of each node is also high. In addition to gossip, other
data-driven approaches like ChainSaw [46], Bullet [34], and
CoolStream [58] have reduced the redundancy of gossip a
lot. However, pull-based broadcast and single-source broad-
cast/multicast do not fit into the context of blockchain sys-
tems.

2.3 P2P Networks in Blockchain Systems
2.3.1 Requirements from Blockchain Systems

Blockchain systems’ requirements are different from other
Peer-to-Peer applications: (i) on-demand streaming allows
users to look up data in the P2P network and download
stream data from the source, e.g. BitTorrent-based stream-
ing systems like BASS [15], Peer-Assisted [10], LiveBT
[37], and Give-To-Get [42]; (ii) audio/video conferencing
applications deal with small scale point-to-point connected
networks which requires low latency, e.g. Skype [7]; (iii)
peer-to-peer file sharing makes efficient indexing and search-
ing possible, e.g. Napster [52], Gnutella [48], and KaZaA
[21]; (iv) video streaming applications enables single-source



broadcasting efficient, e.g. SplitStream [11], Bullet [34], and
ChainSaw [46]. (i) and (ii) are not relevant to the context of
blockchain systems since nodes in a blockchain system net-
work should be in a large scale and broadcasting a message
is an active operation instead of searching and download-
ing data. (iii) and (iv) are more similar to blockchain sys-
tems’ use case. However, P2P file sharing is not real-time
and the broadcast model in a blockchain system is not in-
dexing and searching. In video streaming, time is stringent
and the network size can be large-scale. However, it is a data
or bandwidth-intensive communication which means control
messages in a broadcast operation are relatively small com-
pared to the data to transmit.

2.3.2 State-of-Art P2P Networks in Blockchain Systems

Blockchain systems are either based random unstructured
network or DHT-based structured network. Ethereum is
implemented based on Kademlia [38], which is also a dis-
tributed hash table for decentralized P2P networks. Kadem-
lia uses UDP for communication among peers and speci-
fies the structure of the network and the exchange of in-
formation through node lookups. Similar to Pastry, each
node is identified by a Node ID. Kademlia has many ideal
features that previous DTHs could not provide at the same
time. By incorporating broadcast configuration information
into the loop-up messages, it minimizes the configuration
messages that nodes must send in order to understand each
other. Nodes have enough knowledge and flexibility to route
queries through low latency paths. Kademlia uses concur-
rent asynchronous queries to avoid timeouts caused by node
failures. Nodes record each other’s existence against certain
basic denial of service attacks.

While searching for n nodes in a system, Kademlia only
contacts O(log(n)) nodes, which is very efficient. Unlike
first or second generation P2P file sharing networks such
as Napster[53] or the Gnutella[48], Kademlia uses DHTs to
look up files in the network. Many of the advantages stem
from the use of novel XOR metrics to define the distance
between two points in the primary key space. XOR is sym-
metric, which allows Kademlia participants to receive query
requests from the exact same node distribution contained in
their routing tables. Without this feature, systems like Chord
cannot learn useful routing information from the queries they
receive. Worse, asymmetry can make routing tables less flex-
ible. For example, in Chord, each finger table must store
the exact nodes before an interval. In fact, any node within
the interval and those nodes before the same interval may be
physically far apart. In contrast, Kademlia can send queries
to any node within an interval, which allows it to select the
optimal route based on the delay, and even asynchronously
query several equally suitable nodes in parallel.

Most existing blockchain systems use some form of gos-
siping to disseminate transactions, blocks, and membership

information. By utilizing gossip, participants will eventu-
ally receive all transactions and blocks with high probability.
For example, participants in Bitcoin [44] gossip with neigh-
boring peers about recent transactions, blocks, and adver-
tise membership of other participants. Hyperledger Fabric
[3] is a platform for deploying and operating permissioned
blockchains. In Fabric, participants gossip about blocks,
transactions, and membership information. Fabric divides
gossiping into two modes: pull and push, where participants
request state from other peers during pulling, and sends their
state while pushing. Algorand [20] uses a similar gossip ap-
proach as Bitcoin [44], where participants select a small sub-
set of peers to gossip with.

2.4 Trusted Execution Environment (TEE)

Trusted computing has been defined to help systems to
achieve secure computation, privacy and data protection.
Originally, the Trusted Platform Module (TMP) allows a sys-
tem to provide evidence of its integrity in a separate hard-
ware module. In recent years, a new approach to address
trusted computing has emerged, which allow the execution
of arbitrary code within a confined environment that provides
tamper-resistant execution to its applications - trusted exe-
cution environment (TEE) [51]. TEE is a secure, integrity-
protected processing environment, consisting memory and
storage capabilities [4].

Intel SGX is one popular instance of TEE which is a set
of extensions to the Intel architecture that aims to provide
integrity and confidentiality guarantees to security sensitive
computation performed on a computer where all the privi-
leged software (kernel, hypervisor, etc.) is potentialy ma-
licious [13]. Intel SGX provides two kinds of attestations
(local and remote) to prove that particular piece of code is
running in a genuine SGX-enabled CPU [2, 13, 39]. In a lo-
cal attestation, an enclave directly attests another enclave on
the same machine using CPU instructions.

In a remote attestation, SGX produces a report of mea-
surements of an enclave (e.g., code, CPU generations), signs
it and send it to a challenger. The challenger then connects to
a Intel Attestation Service (IAS) and get a QUOTE to con-
frm that the code is running in a genuine Intel CPU. SGX
also provides a linkable attestation mode for challengers to
identify enclaves from the same machines. During a remote
attestation, the challenger establish a secure communication
channel with the help of key-exchange protocols (DifeHell-
man Key Exchange [8]).

In addition to remote attestation, HGFRR also uses a
trustworthy source of random number provided by Intel SGX
[1] via its sgx_read_rand API [1] which calls the hardware
based pseudorandom generator (PRNG) through RDRAND
on Intel CPUs [14]. Previous studies show that this random
number generator is safe and cannot be altered from outside
the enclave [5, 23, 41].



3 HGFRR Design

In this section, we first introduce the design principles of
HGFRR (Section §3.1). Then we present the topology of the
network (Section §3.2), how the structure is formed (Section
§3.2.1) and maintained (Section §3.2.2), and the broadcast
algorithm (Section §3.3). Security issues are also addressed
in the design of HGFRR (Section §3.4).

3.1 Design Principles

The design of HGFRR as a Peer-to-Peer network layer under
a blockchain system follows four principles:

e Fair: An unfair P2P network may ascend free-riders,
frustrate majority of users and consequently lead to in-
stability of the network [43].

e Self-organizing: No central server should be responsi-
ble for organizing the structure of the network. In other
words, the decentralization nature of the P2P network
should not be affected.

e Anonymous: Each node in the network and the network
topology should be hidden from the outsider so that tar-
get attack can be avoided to some extent.

e Robust in the dynamic environment: The network is un-
stable due to the frequent disconnection or node-join.
The structure of the network should be easy to maintain
in a distributed manner.

3.2 Topology

Before presenting the protocol, several key concepts should
be defined clearly:

e Node: One instance of a server/virtual machine in the
network;

e Ring: A group of nodes connected in a ring-like struc-
ture.

e Contact Node: the node on the ring who is in charge of
adding new nodes, contacting the nodes in the upper
level of the network, and broadcasting the message.

The network topology of HGFRR is basically a fractal-
ring structure, where lower level rings reside on higher level
rings (See Figure 2) in a recursive way. At the top level re-
sides the largest ring where several sub-ring resides on while
at the bottom level resides the smallest rings. The figure
shows a network of 3 levels. Level 2 contains the largest
ring. On the largest ring, there are three sub-rings of 2 levels.
Level 1 contains the second largest rings and level 0 contains
the smallest rings. The nodes in red are contact nodes of each
ring. They are elected to be normal nodes of the upper level
ring.

O Normal Nodes

Level 1 Contact Nodes
Level 2 Contact Nodes

O Level 0 Contact Nodes

Figure 1: Topology Illustration of a 3-level HGFRR Net-
work

3.2.1 Structure Formation

When a new node wants to join the network, it will first send
ping-messages to each of the contact nodes of the largest ring
(at the top level). The new node will pick the contact node
with the shorted response time to send a join-message. The
contact node will then decide which sub-ring it should add
this new node to, by sending the node information of contact
nodes of each sub-ring back to the new node. Recursively,
the new node will then choose the sub-ring which is optimal
in terms of response time. And the contact node of the sub-
ring will then introduce the new node to the sub-sub-ring. In
the end, the contact node of a ring at the bottom level will
then add the new node to the ring. If the number of node
on the ring that the new node join to exceeds the threshold,
then this ring will transform to a two-level ring (See Figure
TODO), i.e. several groups of nodes on the large ring will
form several rings. The transformation will be further elabo-
rated in Section §3.2.2. After a new node joins the network,
the contact node of this ring will broadcast within ring this
node’s information. The member nodes of this ring will then
tell their information by sending welcome-messages to the
new node.

The upper level rings are formed by contact node election.
When a ring is first formed, the first member node of the
ring will be the contact node of this ring. Each generation
of contact nodes have their term of service. At the end of
the term, one of the contact nodes will generate random IDs
from all member node IDs. This election result will be dis-
persed within ring, and multi-casted to the contact nodes of
the upper level ring and the lower level rings.
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Figure 2: Vertical Illustration of HGFRR Network Struc-
ture. The figure illustrated the relationship between two lev-
els next to each other.

// when a node want to join the network
void bootstrap() {
response = queryDNSSeeds();
contactNodeList = response.nodes;
level = response.topLevel;
while (level != 0) {
optimalMetric = O;
foreach node contactNodeList {
metric = testProximity(contactNode) ;
if (metric > optimalMetric) {
optimalMetric = metric;
targetNode = contactNode;
}
}
response = queryNode(targetNode, level);
contactNodelList = response.nodes;
level —= 1;
}

/* contact node of level 0 ring broadcast joining
message within the ring */
this.nodeTable.insert(recvMsg.node) ;

}

3.2.2 Structure Maintenance

Each node on the bottom ring will send heart-beat messages
to its successor and predecessor to check the aliveness of
them. Once a node are not responding to the heart-beat mes-
sage after the timeout value, the node will double check the
liveness of this node with its, e.g. if A’s predecessor B does
not respond, A will check with the predecessor of B. If they
agree that this node left the network (intentionally or acci-
dentally), the information will be disseminated to the ring
and this node will be officially removed from the network. If
the missing node is the contact node, then the next genera-
tion of contact nodes will be elected. If the number of nodes
on the ring is smaller than the lower limit, a transformation

from right to left in Figure [TODO] will be performed.

3.3 Broadcast

Broadcast is the process of disseminating a message from
any node to the whole network. When a node wants to send
a message to the whole network, it will first send broadcast-
message to one of the contact nodes of the ring it resides on.
Then the message will be routed to two directions: one di-
rection is downwards, i.e. the contact node will broadcast
the message in the ring and recursively in the sub-rings; the
other direction is upwards, i.e. the contact node will send
broadcast-message to one of the contact nodes of the upper
level ring. Recursively, the broadcast-message will be re-
ceived by one of the contact nodes of the largest ring. Then
the contact node will broadcast recursively in the sub-rings.
Till the bottom level, each node in the fractal ring will receive
this message.

The k-ary distributed spanning tree method [16] is used
to broadcast message in a ring. Details will be presented in
the subsection. Based on this method, the time complexity
of a broadcast operation will be O(logN) and message com-
plexity will be (O(N)), which are currently the best among
related works.

3.3.1 Broadcast Within-Ring Mechanism

In-ring broadcast is based on the k-ary distributed spanning
tree method. The basic idea is that the broadcast starter will
first generate a random number k, and then a k-ary spanning
tree can be formed in a distributed manner. Broadcast will
then be triggered from the root to every node in the tree. The
reason we choose to randomize the parameter k is that the
network should be hidden from the attacker. If it keeps using
the same parameter k, the routing pattern will be known eas-
ily by watching the network activities for a long time. The
spanning tree are formed by using the broadcaster (which is
numbered 0) as the root. Node 0 will connect to node 0+ k%,
0+k', 0+ k2, and so on. Similarly, node 1 will connect to
1+k% 14+k', 14 k2, and so on. The pattern is: node i will
connect to i +k°, i + k!, i+ k2, and so on. The overall time
complexity of this method will be O(logN), where N is the
number of nodes in the ring.

// broadcast data from any node in the network
void broadcast(data) {
level = 0;
contactNode = selectFromContactNodes(level);
msg = wrapMsg(data);
sendTo (contactNode, msg);
return;

}

// broadcast upwards



void broadcast_up(currLvl, data) {
level = currLvl + 1;
contactNode = selectFromContactNodes(level);
msg = wrapMsg(data);
sendTo(contactNode, msg);
return;

}

// broadcast within ring

void broadcast_down(currLvl, msg) {
endID = this.getNodeTableSize (currLvl);
i=0;
nodeOrder = msg.nodeOrder;

k = msg.k;
while (nodeOrder + pow(k, i) < endID) {
i++;
if (pow(k, i) <= nodeOrder) {
continue;
} else {

targetID = nodeOrder + pow(k, 1i);
if (targetID > endID)
targetID -= endID + 1;

receiver = this.getPeer(targetID, currLvl);

msg = wrapMsg(msg) ;
sendTo(receiver, msg) ;
}
}
return;

}

3.4 Security Consideration

HGFRR uses Intel SGX attestations to build trust base
among blockchain nodes. The routing information are well
saved by Intel SGX enclaves. The behavior of each node af-
ter receiving a message or when sending a message are pro-
tected by the enclaves. In addition, the parameter k used
in within-ring broadcast and the IDs of the contact nodes
are randomly generated by using Intel SGX sgx_read_rand
APL

To hide the existence of HGFRR contact nodes from out-
siders, there are two mechanisms. First, fake messages are
used to make the behavior of a contact node the same with
that of a normal node. For a contact node, it will send mes-
sages of the same size to both one of the contact nodes and
some of the past contact nodes in the upper level ring. For a
normal node, it will send messages of the same size to both
one of the contact nodes and some of its peers in the same
level ring. When broadcasting messages withing the ring,
the random parameter k will hide the relative orders of each
node. Apart from broadcasting to its children in the con-
structed k-ary distributed spanning tree, each node will ran-
domly choose a node to send fake message. All fake mes-
sages are of the same size of the real messages. Hackers

may watch the packets sending out from a node and send-
ing to the node for a long time. However, during one con-
tact node service term, no difference can be discovered from
the data collected. Second, contact nodes of a ring will be
elected for every service term. One contact node of the last
service term will generate random IDs by using Intel SGX’s
sgx_read_rand () function [13], and then broadcast the
nomination result withing the ring. Due to both limited con-
tact node service term period and the same behavior during
one service term, outsider cannot differentiate contact nodes
from normal nodes. HGFRR ’s network topology and struc-
ture are well hidden from the outsiders. Packet analysis is
done by using WireShark and the evaluation result is dis-
cussed in Section [TODO].

4 Proof and Analysis

4.1 Broadcast Message Complexity

Consider a network of size N. All nodes in the network
are geographically distributed evenly. In HGFRR , every
r nodes that are geographically near to each other will be
gathered into a ring at the bottom level. If there are ¢ contact
nodes in each ring at the bottom level, then the number of
nodes elected to be the normal nodes at the second level will
be:
cN

L) =<

Then according to the protocol of HGFRR , the number of
nodes elected to be the normal nodes at the next level will be
the number of rings at the second level multiply with param-
eter ¢, which is:
L2)=—-
=5
Recursively, the number of nodes L(h) and the number of
rings R(h) at level h will be:

h h
c'"N c'N
L(h) = W’R(h) = T
Let there be T nodes in the top level (which are DNS seeds
for a networked system), let C = ¢/r be the contact node/nor-
mal node ratio at each ring, then the number of levels will be:

T

I =logc—

8¢

To broadcast a message from a node in any ring at the bottom

level, the message will first be disseminated upwards until it

reached the ring at the top level. The number of messages
used to reach any contact nodes at the top level is:

T
Mi(N)=1+1= l—l—logcﬁ



The number of messages used to broadcast from the top level
rings recursively to all nodes in each ring at each level is:

l i [—1
ci 1-C
i=0

- =
_ CN-T
- C(1-0C)

Hence the message complexity of a broadcast operation
is O(N), which is better than current message complex-
ity of both push gossip (O(NlogN)) and push-pull gossip
(O(NloglogN)) [28].

4.2 Broadcast Time Complexity

Considering that the cost to transmit a data packet between
two nodes in any two different continents is far larger than
the cost to transmit between two nodes in the same city, let
the cost of transmit data packets in different rings at level &
be C(h), which is a mapping from levels to time cost con-
stants. To broadcast a message from a node in any ring at the
bottom level, the going-up path of the message to broadcast
takes at most:

Ti(N) =) C(i)
i=1
After the message reaches any of the contact nodes at the top
level, the message starts to broadcast downwards recursively
in each ring (in parallel) from the top level to the bottom
level. The time it takes to touch each individual node at the
bottom level is:

! i
Tr(N) = ;)CU) log; L@%R(z‘)

!
=Y C(i)log,C'N
i=0
Hence the time complexity of a broadcast operation is
O(logN), which is also the complexity of the number of
rounds in broadcast. Although the time complexity of gos-
sip algorithm is also O(logN), in this case, if each node only
connect to those nodes who have the smallest proximity in
geographical locality, the total time complexity will be O(N)

[29, 30].

4.3 Robustness

In a blockchain system, individual machines are often un-
der the control of a large number of heterogeneous users
who may join or leave the network at any time. The dy-
namic of large-scale distributed system and link failure cause
problems to the message dissemination. Since the dissemi-
nation of membership information and transactions require
to reach all nodes, even the consensus protocol requires the

message to reach at least a half (PoW, PoS, DPoS, Ripple)
or two thirds (BFT, PBFT, Tendermint, Algorand BA*) [60],
the P2P network under a blockchain system should try the
best to reach as many nodes as possible. Under dynamic
node joining/leaving and link failure, the network should be
robust enough to cover as many as possible the remaining
working nodes. To analyze the robustness of HGFRR , we
define reliability metric to be the ratio of covered nodes and
remaining nodes. Let the probability of node failure be p,
therefore, the number of nodes cannot be reached is:

1
FN)=Y, Y (1=p)/p°R()"

i=1 j=i+1
Thus the reliability of HGFRR will be:

N—F(N)

In the context of blockchain systems, a 7-level HGFRR will
reach 1/2 of all nodes on broadcasting a message if the node
failure rate is less than 13.8%, and will reach 2/3 of all nodes
if the failure rate is less than 13.3%. In the evaluation, we
set the fault rate of all nodes to be from 10% to 70%, the
reliability of HGFRR can reach the same level with gossip.
And we found that in blockchain system context, gossip is
overly strong in terms of robustness. As the consensus pro-
tocol of a blockchain system only need responses from a half
or two thirds of all nodes to be honest, we could trade fault-
tolerance off to gain efficiency.

S Implementation Details

We have implemented HGFRR in C++ with the only ex-
ternal dependence being Protobuf. The HGFRR imple-
mentation contains roughly 3800 lines of code, not includ-
ing tests, configuration on docker, comments and blank lines.
An HGFRR application running on a server (node) mainly
includes three components, a NodeTable, a PeerManager,
and a Discoverer. The Discoverer is responsible for
bootstrapping the node. The NodeTable stores peer infor-
mation at each level and maintains the network structure.
The PeerManager deal with incoming messages and is re-
sponsible for broadcasting messages.

The source code of HGFRR will be available at github
.com/hku-systems/hgfrr if appropriate.

6 Evaluation

We evaluated HGFRR on both AWS and our cluster.

6.1 Evaluation Setup

talk about how we set up the evaluation



6.2 Ease of Use

use kad+gossip to substitute eth
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Figure 3: The comparison between Ethereum and self-
implemented Kademlia-based Gossip.

6.3 Performance Improvements
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Figure 4: Comparison of message complexity between
Kademlia-based Gossip and HGFRR .

talk about the performance improvement in terms of con-
vergence time, message complexity.

6.3.1 Broadcast
6.4 Fault tolerance
6.5 End-to-end comparison

6.6 Security

We uses WireShark [12] to watch the packet sending out
from a node and heading to the node. We counts three types

Node Type ~17KB ~200B < 150B
Normal node in one term  33.10% 58.60% 5.90%
Contact node in one term  34.00% 61.20% 4.50%
Node at all time 33.70% 60.90%  4.60%

Table 2: Send-Packet Analysis of Node in HGFRR

Node Type ~17KB ~200B < 150B
Normal node in one term  35.50% 58.60%  5.60%
Contact node in one term  34.40% 59.20% 4.70%
Node at all time 34.60% 59.10% 5.10%

Table 3: Receive-Packet Analysis of Node in HGFRR

of packets: around 17 kb, around 200 bytes, and less than
150 bytes, since they represents three types of messages cor-
respondingly, i.e. the block, the transaction, and other mes-
sages including control messages or membership messages.
We found that during one service term of a contact node,
contact nodes of a ring cannot be differentiated from the nor-
mal nodes. By watching and recording for a long time, we
found that the overall packet statistics show that all nodes
have same percentages of sent and received three types of
messages (See Table 2 and Table 3). Therefore, due to the
short service term of contact nodes and the similar percent-
ages of all types of messages, it is hard for an outsider of the
system to differentiate contact nodes from normal nodes.

7 Conclusion

This paper identifies the problem of using Gossip in the P2P
network layer of a blockchain system, which to some ex-
tent already became the bottleneck of further improving the
transaction rate. Though tremendous work has been pro-
posed in consensus layer to improve transaction rate, few
work addressed the problem from the P2P network layer.
HGFRR makes use of the recursive structure to broadcast
messages so that messages redundancy could be reduced
to the lowest. HGFRR also take the geographical locality
of each node into consideration to further improve the effi-
ciency of a broadcast operation. HGFRR is robust even in a
dynamic network environment and is hidden from outsiders.
Although HGFRR is not as robust as Gossip, it is evaluated
and analyzed that the robustness of HGFRR is sufficient in
blockchain system context. By trading robustness, HGFRR
improves the throughput of blockchain systems by increas-
ing broadcast efficiency. In the future, the transaction rate
of the blockchain systems can be improved further in a low
bandwidth-consumption or crowded network.
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