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Introduction



Jailbreak detection
• iOS

◦ Closed operating system

◦ JailBreaks bypass iOS security to get (almost) full access 

• JailBreak detection

◦ Used by banking applications and games

◦ To make sure that the environment is “safe”…

◦ …or to block cheats/cracks


• Security researchers need to

◦ Assess / reverse protected applications




Debugging an iOS app
• Without a JailBreak

◦ With ptrace (lldb / frida) → app needs the get-task-allow entitlement

◦ By injecting frida code → app needs to be repackaged

◦ In both case, you need to resign the application but it has a lot of side effects:

◦ Different Team ID

◦ Files are modified


• With a JailBreak

◦ No entitlements are required

◦ Frida is able to attach to any process 



Jailbreak detection evasion
Jailbreak detection mechanisms are added to reverse engineering defence to make 
running the app on a jailbroken device more difficult.


• Checking for files or directories common to jailbroken devices, such as Cydia

• Checking for elevated directory permissions (i.e. more directories with “write” 

permission)

• Checking to see if an app can successfully write files outside of its sandbox

• Checking cydia:// protocol handler


They can be accessed, reverse-engineered, and evaded by attackers.




File based checks
Check for files and directories typically associated with jailbreaks, such as:




File based checks
Most often, these are checked using the


path method in NSFileManager or


However, there are also applications that use lower-level C functions like fopen(), stat(), or 
access().




Checking File Permissions
Checking the permissions of specific files and directories on the system.


For example /private directory.


There are different ways of performing these checks such as using NSFileManager and C 
functions like statfs(), open(), utimes(), stat(), pathconf(), stat64(), fopen().




Checking File Permissions
Swift:




Checking File Permissions
Objective-C:




Checking Protocol Handlers
You can check protocol handlers by attempting to open a Cydia URL. The Cydia app 
store, which practically every jailbreaking tool installs by default, installs the cydia:// 

protocol handler.


Swift:


Objective-C:




Why it's not enough



Better ways of Jailbreak detection
Try to block/detect debuggers


1.   PT_DENY_ATTACH


2.  Try to “kill” its own pid with the 0-signal

3.  Check if PTRACE is flagged


A value of 0 will cause error checking. This can 
be used to check the validity of pid.


PTRACE detect:




Better ways of Jailbreak detection
Check if the parent pid is launchd


      getppid() == 1


Try to detect if the rootfs is writable


      getfsstat64(), statvfs()


Try to load an invalid signature


      fcntl(F_ADDSIGS)


Check signature state


      csops(CS_OPS_MARKKILL)


Check signature directly, check code integrity


      CRC, derive constants from the code, check

      API entries, etc.


      We can check the integrity directly.




Better ways of Jailbreak detection
Check signature directly


We can check the integrity of the signature of 
our binary. This check starts by opening the 
main app binary from the disk, seek till 
kSecCodeMagicEmbeddedSignature sequence

FA DE 0C C0, read the entitlements and 
calculate the checksum.

enum {


  kSecCodeMagicRequirement = 0xfade0c00,		 /* single requirement */


  kSecCodeMagicRequirementSet = 0xfade0c01,	 /* requirement set */


  kSecCodeMagicCodeDirectory = 0xfade0c02,	 /* CodeDirectory */


  kSecCodeMagicEmbeddedSignature = 0xfade0cc0	 /* single-architecture signature */


  kSecCodeMagicDetachedSignature = 0xfade0cc1	 /* detached multi-architecture


signature */


  kSecCodeMagicEntitlement = 0xfade7171,		 /* entitlement blob */


};




Better ways of Jailbreak detection
API-based Detection


       fork() - sandboxd does not deny on jailbroken


       system(NULL) - returns 1 on jailbroken, because /bin/sh exists.


OpenSSH service detection


       Check loopback for 22 (OpenSSH) and 44 (checkra1n) opened ports.




Check if some Jailbreak libraries are 
loaded in your process

Can use dlopen / memory scanning / dyld internal structures etc.




Check if your process is instrumented
Try to detect frida




Summary
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