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I FRATRE B X LR GLFR AL (X BANNT TIAERF —ME K B 2 HARE
— Ml BEEA R F AT EA BB E T REESE K05, /e hE 0xD8 |
0x167:

PAVER] | — A4, —HEZ FIEERB I 8 1Y little-endian FEH. [A112 — T HL A4 Jig Xk
VAR AARAR ... BRATIAE TR A2 ST RN B E R B IR — 2ebr S AL 2 288 HE 0x00
A RE 2R bR S AL, AL BUAEIE T M E

HR T S B e I e 25 SO 44 i s AR s S A4 0 — 3B 70 X RE RN GF e b 44 0 e 7 128 A
TR A (S B )RR Gt 2 O S B SRR 045 B 2 I B2 %, 0x002420FA A1
0x0008370E & It i AN ANE X Lo A+ A Bt B 2 e 2 J LM E B N AR G L LA ID
SR VA VA= NS €yt ) R SR L s

File 1 0x00240048 0x000020B2
File 2 0x002420FA 0x0008370E
File 3 0x002C5808 0x00002FAG



File 4 0x002C870E 0x00063B8A
File 5 0x0032C338 0x0006A7CB

DU R B AT B Sk 158 B ol R BOROR, BE B B A2 e AT A2 BASE B (R B4
KX IR AL E + SO RN AT

R BATHE 2 IER I, B4 56— 3044, bgec0000e.png, 1% A 0x000020B2 = 8370
I 2 T LI ZAE VTR Y [ E OX00240048 P FFAA. F Ml TR R 55 4 £ 52 K Ky A A1t
AR TR RO VTR SR T Sl T o A 08 L T L AN 2465, DR A
K P8 2 31 A 7E 0x000132D7 45U, IR 02 32 S BITRA M 2276 5 08, B e
U T R BT AL T

3 AT 52 4 L Mok 000240048 IE L — A PNG SCHEHFF-Sk o E 4 JE s 9 I
TR AT A I FF A TR I 8370 545 SR B — NS0 HL (A L R 5
3 L), SR P PO UE ST T 018 JRATALA ) 7 .. 7K 640x480 (1% (1 1 (A,

WE. TG Ve dAe] i xk 42 75 Bl 1 B, 22 /0 0 VR A RS04 8 o AR B ee DL, PG T — 9K 1B
Fr A HiHE 0x002420FA FF-45 8 il i 0x0008370E ~715, A 115 2 1 2::

GFHRY PER - 3ATT!

BUE LA R B S — N BATEZ BB A . PD A% U4

RHIEFRICFZFF 5 "PackOnly"

56 =11 1) 0x00

8 77 little-endian [ A F Al

2 144 FATR 51 e 3 AR

128 7T S 44, 2 LA OX00 27 45 o 1 7 4% e

8 71 little-endian (1) S0 B (MR ST LS A% 1)

8 i little-endian {13244 K/

I3 A SR SO JE R 48 e N IE AR R 5| ey A B EIF 4R,

T, W FR 5| 25 BN — AR AR SCR 2 (R X B2 (4% /2 0X00)i% 4] fif BE e ?

Hosz A4S ki, 0x00240048 B RAR AT 5E...— AR 5L R A 7E 0x48, st /2 i 0x240000
AT T TR B R DR O 144 FARAE AR TS 16384 Mt k&
2MA LR IX IR G R — AN (E )R 7 A S B R R 2 1 2 B4 K & 15
PR T

KB R AL EWR? AN E BATAE FFT T A VS (o ol AT B AT B, 8 A8


http://www.ahcomic.com/bbs/attachments/day_061205/crosschannel_bgcc0000e_8M6Qd9cowe8f.png

2 JUIR A AL AR IRA BB IR A ST 1 D Rt 2 i it AT R R A% I T S B e e
BEAHIET .

0 7 R UOIE AT PR F) R A 4 RS B AR AR 224 R, FRA1 T 2 A8 ) S P 7 TR

(P& 1% Part I 455X part FriFig ] 5 — Nl 1l 5, 00 88 2 (1 VA RS SR R
AT

{7 P50 R, U0 SR AR 73 A RO VRS SO B gt 7R B e N o T P 26, 82 ol 2 S 9 2R X U A £
AR BIA B R G5 SR 51 AR EUE ARSI ELBRS P95 D0 A 67 B 3 4 S SO
B AR W R — JT AR A LABIAS SCAF D H AR 4l R 2 BB e . IR DA BRI AR SO 22 7
AR B — LR AR 2 AN — 8 A W IR R br s, A i E R S IR e AL B T
JE G SCAE AL B EA, AT BAS R A T35 R A 5 5 A R SO T 2 AR A s 14 41
T UL CG VAR AN 5.

Tt LB R R R S ARFIRRAR e PR Il FALE VT 2 I AT 2 5 FH b e 1A% kA A7 ]
BB SRS
TEFIZE UM E RSO, DL A ] RHAEFR IR R R
B1R:
BMP: 0x41 0x4D (BM)
PNG: 0x89 0x50 0x4E 0x47 0x0D 0x0A 0x1A 0x0A (.PNG....)
GIF: 0x47 0x49 0x46 0x38 0x37 0x61 (GIF87a) B 0x47 0x49 0x46 0x38 0x39 0x61
(GIF89a)
JPEG: 0xFF 0xD8 OxFF OxEOQ Oxxx 0xxx 0x4A 0x46 ( . ...JF)
0x49 0x46 0x00 (IF.)

I

OGG: 0x4F 0x67 0x67 0x53 ("OggS")

WAV: 0x52 0x49 0x46 0x46 0xxx 0xxx 0xxx 0xxx (RIFF....)
0x57 0x41 0x56 0x45 0x66 0x6D 0x74 0x20 (WAVEfmt )

PSR

MPEG: 0x00 0x00 0x01 0xBx

AVI: 0x52 0x49 0x46 0x46 0xxx 0xxx 0xxx 0xxx (RIFF....)
0x41 0x56 0x49 0x20 0x4C 0x49 0x53 0x54 (AVI LIST)

FER PR LERFAL R IR R, AT RER AR B E 1) BAFAER SR 2) 3K/ FRkEan 7 B
M AT VA5 SO Sk B A5 20 AT 36 Bl 4 W 300 £ 25 S, AR D 3 3890 i v TR A% K e At )
A4 R A (B 055 A A P U1 )

B & R B SCR R AR TR B T DAFEIX BL A 90



http://lwww.garykessler.net/library/file_sigs.html

Part I BLES 4] 5" A g A" AL BRATIRTE B W] R A 2 A4 Tl B R AR AL [RJ 2 TN & e s
20 B VAR AT RE AT RR HLAK) AOD A% U H RS AR A N AR5 B 1 T — BUBC AR
KT R8T B AR SCAF A% 2K

A, X 5 — Rl B 7 N .ONE ~ i < Z=E~ FullVoice N AL A, Hh i
VAR 5 R 5152 7 THEAN R SO B B SR B FRATT AR 51 R P DL K AT e 7R B AR I 3t 7

AFARVE BB, A T R AR 2 A8 B IR AR BN VRS Y ).
ZEANMEFR 3, Visual Art's i T i/ 4L T4 F i) RealLive, 214 ] GAMEEXE.INI SC 43K fic &
ST T8 RS P A D ) — B

Quote:

#FOLDNAME.TXT ="DAT"=1 :"SEEN.TXT"
#FOLDNAME.DAT = "DAT" =0 : "DAT.PAK"
#FOLDNAME.ANM ="ANM"=0 : "ANM.PAK"
#FOLDNAME.ARD ="ARD" =0 :"ARD.PAK"
#FOLDNAME .HIK = "HIK"=0 : "HIK.PAK"
#FOLDNAME.PDT ="PDT"=0 :"PDT.PAK"
#FOLDNAME.G00 ="G00"=0 :"GO00.PAK"
#FOLDNAME.MO0O = "M00" =0 :"MO00.PAK"
#FOLDNAME.WAV ="WAV"=0 :"WAV.PAK"
#FOLDNAME.BGM ="BGM"=0 : "BGM.PAK"
#FOLDNAME.KOE = "KOE" = 1
#FOLDNAME.MOV ="MOV"=0 :"MOV.PAK"
#FOLDNAME.GAN ="GAN"=0 :"GAN.PAK"

o ) 0 KAt A T D TS P A 1, R R R 1, 5 AT ED 00X B 5 5 T (1 SCA 44
HAMC &, RV RO T B A B T R SR A4 D 2 o (0 13 AN U i BB — A
BRPRSCAF AN OB A 223 H S R R INX BLS| I R A After (1) GAMEEXE.INIL AT UG 21347
TRV AR GRS AR T AR B SR SEEN.TXT AR AN H RS SO 45T ik e 3 BL T 52 b b2
V2 /N, SEEN0628.TXT £| SEEN9072. TXT. MijixX &4 /N S A S g Pt [P I AR .

LS FRCE T VA B B, O M HL R S AN I I A R A i A R T B
FE 43, 15 DUl AR k2
T2 LR 5] NE IR ALK A RS2 SURP ORI A BB T

fEiE 20 H L B &1 web_trial B, TRESCAFRJE 2802 paz, AR ] # N id . 2240 1 2
R AL T s i A VA S SR AN S B, 22 /D B AT S R LA o 1) B 4 T e ?


http://www.garykessler.net/library/file_sigs.html
http://bbs.sumisora.org/read.php?tid=206186
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http://www.minori.ph/lineup/haru/download.html

Tk 2 e 5 kg 2Bk B4 Ogg Vorbis, Ml HLZE ek 1 2225 H 3% T & 3 1 "ogg.dil"
F"vorbis.dll"iX A FH T4k #E Ogg Vorbis SCHIFET . BT EAFRATT R IERS Il bgm.paz B 5 11
T 503 IR SCPF R Ogg Vorbis #2011, 3 AT

P75t 12 45 45 3T T bgm. paz, & I 5L 1 A1 £ T0iR IR (K Al sk 38 R e 3 2 J AT
RIS A Sk B0 N A28 51 2R PG LR R 0 S e ot

TS AR R R T, Ogg #3131 /2 L1 OX4F 0X67 0x67 0x53 ("OggS”)
T Sy R e L7 SR8 /71 0 (A — R 0 SR CF, S SR T 4
1 2 85 LKA 0 7 4k 32— B 0 O, 3 A I 1
A4, 32 B2 B O 2R ) AR 4 58 A TR IR S b A R
AR 7

IRPRBATHE BB T XA 7 20 bR R B8 20 st 2 BATIK BN — T S 2R I KL
#,0xB1 0x99 0x99 OxAD.JGHEE 0x67 F LLAN{AT XS M F| 0x99 b I 45 A F HTH4R s i 5!
HHELFER 2 (AME S 248 0x67 A1 0x99 73l FEJT, 1] LA BV E A TIE T & HOVKHMB I A&,
R BT At b R BT S AR R 9G] UK RES 0, B A SO 02 DATRCRR
B %y 77 2T O L (0 (AR XA A e X R ER AN IR 2R RP E..).

T RIS — T, R BT A 2 A B A 3 R S () SCAE DR M R EE TLOR AR A AT LGk
25 HR LR P Y0 TR ST A R AL 3 VR AR FE T

FEE3IXH bgm.paz 13k 4 AT A HDCHME LR PR LA ef - the first tale. / Trial
Version H1BEYR A (10035 i g AT 1 B 28 ) LA TR A i [HE % AR [ TS N2 X B
MAREEE T.

ER PRI L A7 5 A OS2l RE B HE VAR AR ZURAR. RP SR ANl i) R AE DU i AT 4 I/
4575 30 AR AR RP -- XD
{7 B UL VA T8 Y Je N 8 JE s 4, BGE R Bl BN ) RS B AN A )0 8]
L AN 2)HUR (NOT) sl Bk (complement/negate); 3)-5 5 & i HLK) 57 B (XOR).
R A BRI 3 RGO AR AN 5 B # SR T 5 A R A A R R 1 AR,
1113 7] AL fi] B SRR 34T

P26 THOTE .. I8, CIRCUS VA ELAS /6. Ji RS, R & FOE M A5 (5 48 MES)
S SR T P LR 8 Ry 28, AR 5 4 1.

Part lll: 2 EA

(PR ¥4 Part 11 AT DA " S %" 1 2 B0 0, . (A1 28 1 " ey RS 7 W B 5 TR R i
2 F "B ) AR X B B Ed A48 T LA Python 18 5 2w s 8 T-BX X6 Cross+Channel VRS S

WE G 5 EURE AL X R SC R 258 iy SUAR R 5 T R R U s 20w
KAER AL ST R E Wk Z 200, A NTTRZALL)
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(BEE % WA

FETTUa g A 2 BT, AT 75 B2 R0 TE AE XK 0 OV B P9, 4 5 R PO S 3 A AR 2 T B P i
REFF REMR RN, T3 th 2 —FERE MR 2 S 12 0 SO N T 1R Rl A2 1 B SR ik
L 1880 A PG 1) S —— S8 BB 0 T SRR R (R R Rl AR R e Tt E BT
Eo 2 ETT /NSO 18 M AR I R B B P SRR U S S S Bl 3 B ] R
(0 5 B P DR 46 P AR B T SR 58 OB R B T B L AN AR I A S R R T I — S5 KR AR A
TINA A REME], B RINENTC I B2 5 B K48 8 T 52 U A Th A — il A fE
FEG M RN SE AT T HIFE A A

MR SR R R 7 A% O U2 AR A DR AR SO I EE R 1) T e 09— M
(P DRV 0 A A s 0 - ) B P 28 2R 5145 2 - U 6 S A4 S8 - (FE i 0 S AR A 5 B
JE)-55 AR P 0 iR 6 S A d.

A SR VARS B ST SO I Sk (K030, IR A 3T RURE P (A% ol 2 IR (1 — M 3

(7 JFUR S AR 8 BT 4 - ISR R 51 I /6 15 B - IS A N E R 51 -G N AE B 5 %
JEUUE SO (-2 RS O 2, I 4 B SR I ).

M EMRE? HSHREATEREF — AR, ZHUE I TR 7 2 S A 1 3
A N\ M H R Pl BE 58 A

5 21 9 S VAL R B IR PP, 1R BE SE 78 70 (1 R USRS A 25 R s (R nl 2 R 51 AL BNk B
(0Kl ) A7 A2 F e A P 25 MR PP IR /SR I A B VR, — DD R 2245 W 1 0030, A i
A2 Kl 2 BB AR AT AR P B A SR AR SE A543 T8 ™ B K, 22 K D0 i W 7 1 A B A
B A8 7 3, B T 1% B Lo A

24451 (1%, Cross+Channel 1A% 58 AT Lk 4% Part 11 BLEE 1), N R 5] Bl 7 XK.
EZ FRATTNIE , ST KN FHEAS A 2 B PR A AT AR — AN SRS 4 A7 B SR HE Tt >4 117 5C
PERIRAN = SHTSCHRRGAE - F— ARG AI E s S Cross+Channel 27 1172
JF GUATAR - HIR 2 1 23 (A7 7 A TR B A e . FL A R X PR NS 2 [ 13 T ) I R AR it 2
118 ,Cross+Channel =A% 5L SO BRI A [ 0 ; st A& SCRFBL P A7 &R 51l sk e H B
BN LS AS— 8 AR 28 51858 T H B0 B ST 22 BT AN 53R SO RN T 51 3 (A AR 3R
AT B S5 () R BEFR 7t — A ) B A B o S R il 2 B AR

P25 minori fid 2 O & L & & 2 ef ZRMP1 7, IR AN RARA 3 ARSI KA
{8, 1 H22 % 3 ME B Do Sk 2 MERARSE ). 1 1 LS S 7 B4R 3 IME AR A R Y
oL A BT

(] 1] G 2 1) I 20 R RAT T U0 G A E A MU ke A CRS )5 28 (code  prototyping)?
R AT VAR 4% X 058 AR B FT REAS 58 35 B 2 A IRA L1 SEGE, — a9 S R 1 FE 7 AR
10 AT BE 40T 2 IS [FI AR FE (PAB 28 a0 SR — R AR e AR ARG ) "B £ R AT R TR TR 5, — Ry



AR PP AT I, 15— HE B 5 AR 5% A A A SR A5 6 BLANE 1 R 0 & 20 L, AR
FAE A A T REAR AL DA, FRATTRT DA AR J5 2R, Sfe 48 i B B dpe i 0 RO 20 5 L R
FF I AR, 72 S BAE SO\ FL LA 5, RA X4 E0RT LU (R )55 H B " e 4 R AT
R AURAERR P BTl & LA A NG, B 22T AR SR R 5 14 55 A A TR e I A
AFIITE 5 A L1 5 WO R SO LB 3.

Part Il {IEF B,Ed ()N EZEIGARF AR08, A0S A2 s U O H 5 =X
SR AL B YA, T EEAC AT I6 " AN R PO P 70 75t 5 0 DU P [ RO BRATTAE S 0 — S U A
LERE PRI, 22 U DL #AS 2 T a3 IR P BT S 0 ikt SR SR B8 0 A 000 ) I8 28, i B
RA Rt T — Lol B — L8l Ab. 5 g S RACAD 3R Tl e DU 1) 5E 7 211X e 5] 411
JITLE, SR 1R 217 i G B 45 HLAR S 3 Hr

SRR P BB 5 A BRI 1 S PR 88 iz ST A 2 T R X 22 2 A 110 I % R e T A
RAAAE.

W2 RMSEHYS C B RIEAELL Bt LALL C Al iiE A

HARBESF: + (Zooh), - (ZJ6), - (—7cHUHRE), * (), 1 (BR), % (MU, it 24
B 5 AR %)

WHRIEZHTT: && (5, AND), || (2%, OR), ! (3k, NOT)

AisHAF & (%5, bit-wise AND), | (#%f7Ek, bit-wise OR), ~ (#%fz3E, bit-wise N
OT), * (#fr5H5%, bit-wise XOR)

BALBH TR << (LBAL), >> (L)

R AT =R AR, 7E PR &&A|| S Atz H AT 5 i b — NS 2 S e Ik
TRt AL B2 B AR S PR 1 AN 855 ==", J]]ic.

£ C-like if & BAE"="5"=="2 % WTF1RrZ — B0,

C-like 15 & H i1 Java,C#,JavaScript 527 >>> I A HERF, B R L5 A AL

IR AR IE FA KRR, TS T 4 i RS BE R, T ZoRE(true),F 2R
1B (false):

5 AND: —Juis$. A A R BCE Oy BN RN
AND T F

T TF

F FF

5 OR: —juia B A ZR AR M NI, 45 Rl o K

ORTEF
T TT



F TF

3E NOT. —Juiz SR A By SR s %

NOT T F
FT

S8 XOR, exclusive-or: —Jtiz®. A A M#EA/EECA R FABR I, 45 1N H

XOR T F
T FT
F TF

i BN ) kB A L BEE O A1 I RCIR S, 58 e H B I BB E v &,
Fit CLIZ SR IE H A AL AL ) b Bue b Wk B 12 AE HL X0 2540 T false,1 540
T true.

NUZ 1 EEHANLER » )

16— B RATH T SEM /S il bl gn 45 704t T Cross+Channel ¥ UEA4 ST 4% 2 7 A%
I IE (proof-of-concept) P4 it 1T LA EL B F 5, FRA ARG AT D& 5@ AN AR SO 2 T
2[RI B AR G XA — AN RS e TR AR R SR A

S RIAT o Zal Rod i AURD SR R A o 5 — e ] T A IS e 9 A SO TR R
e LRI AR R (A ] B DU, SR, WURAR TR S8R AR 70 2 Jim 2 "R U R — il e R
B4 AARRLIE " A AT SE K.

BATROZAE AT 2EFW? PR H C A A X RV SCF RS AT 4, BT AR
AEETE A Python, X FR B2 — P S 250 3X P 5 1) 3 BARHAE T

B 4. EAMEAE Windows, Linux, Mac OS _E#A i Hif g — 7 — 34k KRG 1)
R, a0 H S B

SEH T BV SR TV 2 S s 454, s A 7 B (hash-table dictionary)#l func
tion continuation, [F] i} tH 42 1 4 AR JZ 1 A7 35 /R 55

(B F: BT DL 2, e e e S Bkl B L function continuation, BIA H k= = B 4;
KUt it & AT DL TS AT RS ORAE T R B A LS (E R 0 R 3 1 AR B — R sk | Pyt
hon & 3 F5— s /b LI BUE 45 749 closure(F L), Bk m] DAHRES 2R B0 FH 6 LR (A1)
-HAAEE. Python JUT- 40 R AT $AT B D ARAS —FF, Bt LA a0 AR R AT o] HoAth i 5 /R AR
ZAE A L E Python 165,

A2 H 5 (interactive mode). Python ffRERE n] LATEAS AR N ig 4T a0 AR AR 13, v] LATE
L H AR NI A — AT — 174N RS 245 21 57 B AT 3 X6 4 28 JL 7R i 3t 4 2 A 1) ot -


http://www.python.org/

G PE-12AT I I RE A AR AL

RASER &, Python {32 Ek s/ 121718 18 Python £EXS A BRI B3 FZSE AR C
o FE R 1 G 1R S AR TR T8 AT B B 3 5 N IR AR A SRR AR, o EL st 1%
AR R St T LLE T R 47 Python/C 45 I RFEHCAHY.

(PR HSLBEE s S AR RE S ) — HEIR B B0 1 &, AR IB SIS (K S
Nt E,C/C++,Java,Perl 25— HEE51- &, BAR T REAT HL0T 4 1% B2 00 5 6 (18, LS CH-lik
e M REMERZ — DR M BN S22 I R B E AR ER SR 1 0 T
— AR E E R A T, RS B BRATX LA A 375, 0 S kA R TR .

At Python #4NE Z 48 1, Ed T3R5 Python S AT 2 SR RLHL i, BT 5 ok
B AR LT A AT B 7000 SRR 47 AP0 SR S, 1 A 28 b A
W A RAR AT 3.

Pk haeleth X OCaml 1R #1E... TC iR BIWF A #A = B AL — & OCaml [ df-4b, my i 5 <z
(1) 18] 52 AR JIE ER T 2R Python...)

WERAREH Mac OS X ARIRATRE L&A I T 1) Python 7. 405 Linux, /Rl e &
27, SN AT DURAS T #08 — A 222 A an BAE A 1002 Windows,3X B A Rk £ 1) 22 2%
7.

WA VHT BT Mh 90 S — Le A+ 2 (B FE (routine, 7E AN [R]85 Bt m] RE MU 4 5% ¥ (function)/id 72
(procedure)/ /7 i%(method))We? & LEFRATT G BT — T b JCHf i U R A 2

FHIEFRICFFF 5 "PackOnly"

56 71111 0x00

8 717 little-endian f A ¥R Al

2~ 144 FAT R sk, B

128 F T S 44, 72 L 0X00 7 45 1 (1) E 45

8 1 little-endian 1) 37 B (M IFRS SCHHF L 8% &)

8 71 little-endian 1132 K/

B J A2 JE IR ST B TG R 4R TE N IEAFE R 5 4G A B EIF4G.

IR AT LR BA 75 2T T ) — L
5 R R A AN 1 R

“BE/5 DA 0x00 45 R 715 5
F ERAE R LA 2RI 2 £


http://www.python.org/download/

AR IR GIRE UG R ZARMAT, B LS 1 2 Ja JATT AT AAE 5 SEAR B A e AR A
TR LEBRATI S g e fn B A AL 2R

def read unsigned(infile, size = 4, endian = LITTLE ENDIAN) :
result = long(0)
for 1 in xrange(size) :
temp = long(ord(infile.read(1)))
if endian == LITTLE ENDIAN :
result |= (temp << (8%i))
elif endian == BIG ENDIAN :
result = (result << 8) | temp
return result

(P44 QRO NIFE il Python (9,15 T /31 E B4 EE A 10 TR LU ok A9 ACRS 0 4 1t 7T B L
T, THIER)

PR TR IR 22 6, b T BOACRS Fr BT BE R AN A2 T8 1B AT BELEAR 58 e AN U 1) 264 |
B R NS B — U A1 AR F 0 e 2 (B (5 £E 7T (little-endian ) B
I i 71T AE i (big-endian) ) fE AR L8474 20 1 1 1) KO _ERF 4> 22 71 B

AT 7 A LA FE R AL, Ud S0 0h 3% D AR IR AR 8 3RS T — AL H
A, #EHTE AT LUTF 2 insani.py KA.

BUAEALBA TR 1A LR SR B B 15 5 AT A

B b 3R R B g T B AT R A 2 R A O A B AT A T T R R
RHEFRIC A SOk

from insani import *

arcfile = open( cg.pd’, 'rb’)

assert string(arcfile, PackOnly’, ERROR ABORT)
assert zeroes(arcfile, 56, ERROR WARNING)
numfiles = read unsigned(arcfile, LONG LENGTH)
print ’Extracting %d files...’ % numfiles

X I insani.py B T assert_string()H1 assert_zeroes()ix /> 5z HI I F& ke A A1 7
WY B AE bR A0 A — H E W % LONG_LENGTH 3t 2 8, H A% B {8 (1) % 50 19 K
J& Little-endian 1E yEkA4 {8, SEbr_ERRFRIA T .


http://www.insani.org/tools/insani.py

TX B BT ) (R R A A AN KA Ul I A R R AR L, B L R SO AT T B
A RN 8 T A EEE L ISR — A JE R T HRUA R 24 Al
A AP SO AT FE 7 2 A, S S _EBRAT B M BUYIE XA AT .

AN FRFT U AR DR A A TR A B A D VA R (R A, BT 5 4l BABEI Sk 64 >0, L%
BEEE numfiles FrIE AL SR A R BATT P 7 22 (0 Ks, A2 29 A A SRAT TR G, AR ik
PRIC AR L IR ?

T AAE KA AL I BAT XA ARG SR R AR R AT S RE T — MRk
— ARG LR AN &R R 56 ST HEA FH 2 B A2 B 2 RAT VA B E i LAIER AT
G TR R 7B B T R R —— = U, B TR T 2 E s —— A A Tl 45 R0 E
R T AT A3, B A RS AR AL T % P B R Y BEAAE SO A KB A O 2 /> 4
2 S S AR FRATT AT DAL (] 3 5 58 A2 ) sk T

4F 1A RBAASE T AEE: 2SR A ORISR M AN B E R B 0
7. BUAEAE AT S N AR T

Copy code
?

print Reading archive index...’
entries = []
for i in xrange (numfiles) :
filename = read string(arcfile)
assert zeroes(arcfile, 128-len(filename)-1)
position = read unsigned(arcfile, LONG LENGTH)
size = read unsigned(arcfile, LONG LENGTH)
entries. append ( (filename, position, size) )
assert zeroes(arcfile, 144%(16384-numfiles), ERROR WARNING)

X HEILATH T 5 Python [ & 2 AbSke L i @ 58 f 5 AR S O 44 AL BRI/ 2 5 AT
=AM RIS — AN tuple" B, LA H 10— X355 o, JF e A2 entries BERHE7E
C HFIFE M FEE MR 4 — 2, e B LT R RS — M F R BN 5 ) (as
setion statement): XA B AR — T AEAS Bk A, 0 R 2 A H AR IS 2B A A
TR LT

BUPE, BT FE AN I AR, SEBR S H SCA JF HAR S — TS B A

for (filename, position, size) in entries :
print ' Extracting %s (%d bytes) from offset 0x%X % \
(filename, size, position)
outfile=open (filename, wh’)


javascript:
http://bbs.sumisora.org/read.php?tid=209302&fpage=2

assert (arcfile.tell() == position)
outfile.write( arcfile.read(size) )
outfile. close ()
assert (arcfile.read(1) =="")
arcfile. close()

(B o TR ROX B AT RN\, X R R 8 AT 5 5% SO, T2 m] LB X 5 4
AT ER KIS SAEZAT L)

XH ER S5 R S Python (1 —ANifdh )y FRATT0T L2 AN S H 7] entries B3, B UEL
H A tuple I HE A AR As & 5 H ] assert i54), FATASK AT LU ] arcfile.seek(pos
ition)Fi 4K B4 Bk BIFRATVAR ZL ) Mtk (F 2 FRA T AE A 25 FAT TR A A% = 7 A AR B
PE R B EBTRAT AR 42 07 i E 3 Horp %A RIBR? 75 Ab B 58 B A SO G FRAT B SR 2]
T VRS R RN,  2 IE A e T AR ?

U RBATERAT T B HASRAZ A ATAT = A& AE A L FRA 1R AR W SRAR ) 3%, /R AT BA
"~ crosschannel-extract1.py, N HE AR H ST —IK, 20 B SN AT R4
FIIX Pl FE 1 5 1) B

% python crosschannel-extractl. py

Extracting 545 files...

Reading archive index...

Extracting bgcc0000e. png (8370 bytes) from offset 0x240048
Extracting bgcc0023. png (538382 bytes) from offset 0x2420FA

Extracting TCYMOOO5c. png (156881 bytes) from offset 0x566E1B4

FR TAEIES 1m0 HArE HEECH R A PNG TR AT DL R A5 1 B G g i 2 T IE,
itz v — 22 NSFW, JIME—2 A A, (NSFW = Not Safe For Work, Bl A HEEE N 25
XD)

BRI A (R SR B L Tl 1 IR FRAT AT AR S0t — o, R Sy e s 50 AR B A U R S A
L EEA R E S R4S crosschannel-extract2.py, FLifi i1 7 —4%% Python
(AR A Z2 e PR o (148175 R A i AT B BUS 30, 0 mT AR SCAR SR BXBR 7 H S L, 2 2K
TRALFH GRS T — TR A AR, 70 VFEL P TBCE R SO, TR B L 7E 30 B AN TE A )
kB /NI R R B R A R AT LA G, AN I TR T 4k SR A A R S I
FEA T,
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Copy code
?

import sys, os
from insani import *

dirname = sys.argv[1]
rawnames = os. listdir (dirname)

numfiles = 0
position = 144%16384+72
entries = []
for filename in rawnames :
fullpath = os.path. join(dirname, filename)
if os.path.isfile(fullpath) : # Skip any subdirectories
numfiles += 1
size = os.stat(fullpath).st size
entries. append ( (filename, fullpath, position, size) )
position += size;

FEUSCERAR 2 R i BATTR AT RASE T SO (0 /IR R SCA Sk RN R B R4S S
I 2 AR5 FATTA T AR EATTE HoR

Copy code
2
print ' Packing %d files... % numfiles

arcfile = open(sys.argv[2], wh’)
arcfile. write ( PackOnly’ )

write zeroes(arcfile, 56)

write unsigned(arcfile, numfiles, LONG LENGTH)

print 'Writing archive index...’

for (filename, fullpath, position, size) in entries :
write string(arcfile, filename)
write zeroes(arcfile, 128-len(filename)-1)
write unsigned(arcfile, position, LONG LENGTH)
write unsigned(arcfile, size, LONG LENGTH)

write zeroes(arcfile, 144%(16384-numfiles))
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0 5 SRR T ) AP — AT AR SRR PR 45 g L ) R I 75 BAE FRATIHE BT R SR A
EACCPNIEI =LY

for (filename, fullpath, position, size) in entries :

print 'Packing %s (%d bytes) at offset 0x%X % \
(filename, size, position)

assert (arcfile.tell() == position)
infile = open(fullpath,’ rb’)
arcfile.write(infile. read(size))
infile. close()

arcfile. close()

XHEBAIM assert iEAIRM T mIEFTERE, A SR B IR R "R A A
AN R IRANT S L A B O LR, I8 41X AN W7 5 (assertion) K #84 B, L8 H AR
F TGRS D e 35 A SR ) SR It LB SR B s s PR DR e 2 SR DA #
A IRy AN AT RE A ) 2R 7.

WERZE X R LU R % crosschannel-repackl.py, N 84 /& SR [ &5 — RAEERATTR
MR —F:

% python crosschannel-repackl.py temp temp.pd

Packing 545 files...

Writing archive index...

Packing bgcc0000a. png (408458 bytes) at offset 0x240048
Packing bgcc0000b. png (436171 bytes) at offset 0x2A3BD2

Packing xiconp.png (2399 bytes) at offset 0x5693D26

— AR TR AR AL, RES 18— AR R L EORT T RS 15 2 5 R K U R
— AR A ) A 1 e B AT T2

% diff cg.pd temp.pd
Binary files cg.pd and temp. pd differ
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% python crosschannel-extract2. py temp.pd temp2
Extracting 545 files...

% diff -r temp temp2

JT) S, FE D AT AR AN TR TR B SRS 1 AN I, EAT T BR 27 XOAR A 7 2
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% python crosschannel extract2.py script.pd script
Expected “PackOnly” at position 0x0 but saw “PackPlus”.
Aborting!

Traceback (most recent call last):

PackPlus?! WREEE. AT TA TR RS S W 2 A0 2 T REBL 1 R BRATT S bt i B
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arcfile=open( script.pd’, 'rb’)
arcfile. seek (0x240076)
data=arcfile. read(16)
outfile=open ( bruteforce.dat’, "wh’)
for i in xrange(256) :
for temp in data :
outfile. write(chr (ord (temp) ~ 1i))
for temp in data :
outfile.write(chr ((ord(temp) + i) & 0xOOFF))



outfile. close()
arcfile. close()

AR TAE RIS T 16 AN A (XK B I3 BB (175 k]
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signature = arcfile. read(8)

if signature == ’PackOnly :
xorbyte = 0

elif signature == ’PackPlus’ :
xorbyte = 0x00FF

else :

print ' Unknown file signature %s, aborting.’ % \
escape string(signature)
sys. exit (0)

(7 IS A2 SO AR B S AT A B T 0

data = array( B’, arcfile. read(size))
if xorbyte != 0 :
for i in xrange (len(data)) :
datali] "= xorbyte
outfile.write(data. tostring())
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Tii BN E—A7 from array import array f65, RN B HAE Python 18 5 % O3B 70 8T
A (R BURE /72 crosschannel-extract3.py.

% python crosschannel—-extract3. py script.pd script
Extracting 54 files...

Reading archive index...

Fxtracting adstart.dsf (236 bytes) from offset 0x240048
Extracting cca0001.dsf (934 bytes) from offset 0x240134

Extracting cca00llc.dsf (6674 bytes) from offset 0x297376
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Shish:
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So You Want To Be a Hacker? Part IV: Compression Formats

Posted by Edward Keyes on July 27th 2006 to Production Process, So You Want To Be a Hacker?

Game data archives almost always employ some type of compression for their
contents, and sometimes will even mix and match different algorithms for
different types of files. Understanding the typical compression formats
is therefore crucial to the success of a game hacker.

Moreover, you need to be able to recognize the common algorithms just from
their compressed data alone, so when you’ re staring at hex dumps, you
will know how to proceed. In today’ s installment, we’ 11 go through some
of the most popular formats, how they work, and how you can recognize them
“in the wild” .

First of all, note that this task is in theory quite hard. The ideal
compression algorithm produces data that is essentially
indistinguishable from random noise (which counterintuitively contains
the highest density of information). Fortunately, games have two
additional requirements: to be able to access data quickly, and to be
programmed by normal coders as opposed to Ph.D. computer scientists.

Both of these requirements means games typically use either

industry—-standard formats or relatively simple, quick algorithms that
anyone can code from a book. The former often include extra identifying
information we can spot, and the latter compress data poorly enough that
it looks like “compressed data” instead of looking like random noise.

zlib

Let’ s start with the industry standard, zlib. This is an open—source
compression library which implements the classic ‘deflate’ algorithm
used in.zip and . gz files. It’ s pretty fast and pretty decent, and since
it’ salready written and completely free, it gets used all over the place,
including in game archives.

How can you recognize it? 0X78 0X9C. The first two bytes of a standard
zlib—compressed chunk of data will be those two bytes, which specify the
default settings of the algorithm (° deflate’ with 32KB buffer, default
compression level). Alternately, you will often see 0X 78 0xDA, which is
the same except using the maximum compression level. If you see those two
bytes at the start of where you expect a file to be, rejoice, since you’ ve
just solved a big mystery with next to zero effort.
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Decoding this format is also pretty easy, since virtually every modern
language will have a zlib library for it. In C, you want to just link
against libz and call:

#include <zlib. h>
uncompress (new buffer, &new size, comp buffer, comp size);

Be sure to allocate enough memory for your expanded data: hopefully the
archive index will have already provided you with the original file size.
The function will return a status code and additionally update new size
with the amount of data that was uncompressed.

In Python, dealing with zlib is just embarrassingly easy:
new data = comp data.decode(’ z1ib’)

One of the built-in string—encoding methods (like ASCII, UTFS8, Shift-JIS,
etc.) is just zlib encoding, so if you have your data as a string you can
just expand it like that. Alternately you can import zlib and use more
direct function calls for extra control.

Compressing data is just as easy, with the compress() function in C —
or compress2() if you want to specify the compression level — and the
encode (" zlib’ ) string method in Python (or zlib library calls).

I don’ t want to say much about the inner workings of the deflate algorithm,
since that really doesn’ t come up very often: you can safely treat it
like a black box. However, there is one extra facet I’ ve run across: the
Adler32 checksum. This is a very simple 32-bit checksum algorithm (like
CRC32) which is included in the z1ib library, and therefore gets also used
by games a bit. Additionally, the zlib format specifies that an Adler
checksum is appended to the end of a compressed file for error—checking
purposes.

However, some games twist their zlib implementation slightly by either
leaving off the checksum (in favor of using their own elsewhere in the
archive) or moving it into the archive index instead. This will cause the
zlib uncompress call to return an error, even though It actually
uncompressed the data successfully.

So, a word to the wise: if you’ re sure that the game is using zlib but
you keep getting errors when you try to expand the data, look for this
case. You may have to do a little twiddling of the compressed data to add
the expected checksum at the end, or just ignore the zlib error codes and
continue as normal.



Run-length compression

This is the simplest kind of home—grown compression you’ re likely to run
across. It shows up in image compression a lot, sometimes as part of a
larger sequence of processing. Basically the idea is to start with a
sequence of bytes and chunk them up whenever you run across a repeated
value:

31 92 24 24 24 24 24 C5 00 00
= 31 92 5%24 C5 2%00

Exactly how you represent the chunked-up data varies a bit from algorithm
to algorithm, depending on what you expect the sequences to look like.

Escape byte. You might designate a byte, say OxFF as a flag for designating
a run of repeated bytes, and follow it by a count and a value. So the above
data would be:

31 92 FF 05 24 C5 FF 02 00
= 31 92 5%24 Ch5 2%00

If the flag byte actually appears in your data, you have to unescape it
by, say, having a length of 0 in the next byte.

Repeated bytes. Here you just start running through your data normally,
and whenever you have two bytes in a row that are the same, you replace
all the rest of them (the third and thereafter) with a count byte:

31 92 24 24 03 C5 00 00 00
= 31 92 24 24 3%24 C5 00 00 0+*00

If you don” t have a third repeated value, you’ 11 need to waste a byte
to give a count of O.

Alternating types. Here you assume that your data alternates between runs
of raw values and runs of repeated bytes, and prepend length counts to
each type:

02 31 92 05 24 01 C5 02 00
=2 (31 92), 5%24, 1 (C5), 2%00

Naturally, if you have two repeated runs in a row, you’ 11 have to waste
a byte to insert a O—length raw sequence between them. A special case of
this I’ ve run across is when you expect to have long runs of zero in



particular instead of any random byte, so you just alternate between runs
of zeroes (with just a bare count value) and runs of raw data.

Note, of course, that there is some subtlety which can be involved
depending on the variant you run across. For instance, it’ s often the
case that pairs of bytes aren’ t efficient to encode, so they’ re just
treated as raw data. Also, rather than giving lengths themselves,
sometimes you encode, say, length-3, if length values of 0, 1, and 2
aren’ t ever needed. In some cases you might also run across multi-byte
length values (controlled, say, by the high bit in the first length byte).

For images, you may have pixels instead of bytes which are the fundamental
unit of repetition. In that case, even two RGB pixels in a row which are
the same can be successfully compressed.

In any event, how do you recognize this format? The general principle is
that all of these variations have to fall back on including raw bytes in
the file a lot, so you want to try to look for those identifiable sequences
(RGB triplets in image formats are good to key off of) interspersed with
control codes. It” s often helpful to have an uncompressed version of an
image to compare against, which you can recover from a screenshot or from
snooping the game’ s memory in a debugger (a topic for later articles).

LZSS

One step up from run—length encoding is to be able to do something useful
with whole sequences of data that are repeated instead of single bytes.
Here, the algorithm keeps track of the data it’ s already seen, and if
some chunk is repeated, it just encodes a back-reference to that section
of the file instead:

I love compression. This is compressed!

I love compression. This [is ][compress]ed!
I love compression. This [3,-3][8, —22]ed!

The bracketed sections indicate runs of characters that have been seen
before, so you just give a length and a backwards offset for where to copy
them from. A lot of compression algorithms, zlib included, are based on

this general principle, but one version that seems to crop up a lot is
LZSS.

The special feature of this format is how it controls switching between
raw bytes and back-references. It uses one bit in a control byte to
determine this, often a 1 for a raw byte and a 0 for a back-reference



sequence. So one control byte will determine the interpretation of the
next 8 pieces:

I love compression. This [3,-3][8, —22]ed!
= FF ”1 love ¢” FF “ompressi” FF “on. Thi” 73 ”“s 7 03 03 08 16 “ed!”

The OxFF control bytes just say “8 raw bytes follow” , and the 0X73 byte
is binary 01110011: reading from least—significant bit, that’ s 2 raw
bytes, 2 back-references, and then 3 raw bytes.

Recognizing this format in the wild rests on the control bytes, and you
can spot it most easily in script files. If you see text which looks 1iFFke
this, FF with reFFadable tFFext plus some junk characters in every 9th byte,
you’ re dealing with LZSS. You can also spot this in image formats, since
the natural rhythm of RGB triplets will get interrupted by the control
bytes.

Note that the farther in the file you go, the harder this gets to recognize,
since the proportion of back-references tends to climb once the algorithm
has a larger dictionary of previously—seen data to draw upon.

The major hassle with this format is the nature of the back-references.
There are a /fot of subtle variants of this. One of the most popular ones
uses a 4096-byte sliding window, and encodes back-references as a 12-bit
offset in the window and a 4-bit length. However, is the length the real
length or length—-3? Is the offset relative to the current position, or
is it an array offset in a separate 4096-byte ring buffer? Is the control
byte read most— or least-significant bit first? I’ ve even run across an
example where there were several different back-reference formats: a

1-byte one for short runs in a small window, a 2-byte one for medium—length
runs in a decent window, and a 3—byte one for large runs over a huge window.
You will just need to experiment a little bit to see exactly what the
particular game is doing, unfortunately.

One subtle point is that you may be allowed to specify a back-reference
which overlaps with data you haven’ t seen yet. By that I mean a length
larger than the negative offset involved:

This is freeeeeeeaky!
This [is Jfreleeeeee]aky!
This [3, -3]1frel6, -1]aky!

The [6,-1] back-reference works because you are copying the bytes one at

a time: first you copy the second ‘e’ from the first, and now you can

copy the third ‘e’ from the second, etc. Be aware of this subtlety when



you implement your own algorithms, since (a) this can preclude you from
doing certain types of memory copying or string slicing, (b) not all games
will be able to understand this type of reference, so don’ t encode that
way unless you know yours can.

Huffman encoding

From one point of view, this is easier than other algorithms since it only
works on single bytes (or symbols, in general) at a time, but it’ s also
more tricky since the compressed data is a bitstream rather than being
easy—to—digest bytes and control codes.

It works by figuring out the frequencies of all the bytes in a file, and
encoding the more common ones with fewer than 8 bits, and the less common
ones with more than 8, so you end up with a smaller file on average. This
is very closely related to concepts of entropy, since each symbol
generally gets encoded with a number of bits equal to its own entropy (as
determined by its frequency).

Let’ s be specific. Consider the string “abracadabra” . The letter
breakdown is:

a : 5/11 1.14 bits
b : 2/11 ~ 2.46 bits
c : 1/11 7 3.46 bits
d: 1/11 7 3.46 bits
r: 2/11 7 2.46 bits

Where I’ ve given the number of bits of entropy each frequency corresponds

to (i.e. if you have a 25% chance of having a certain letter, it has a

2-bit entropy since you need to give one of 4 values, say 00, to specify

it out of the other 75% of possibilities: 01, 10, 11). Unfortunately we
b

can’ t use fractional bits, so we may have to round up or down from these
theoretical values.

How do we choose the right codes? Well, the best way is to build up a tree,
starting from the least-likely values. That is, we treat, say, “c or d”
as a single symbol with a frequency of 2/11, and say that if we get that
far we know we can just spend one extra bit to figure out whether we mean
c or d:

a: b
O=c + 1=d : 2
b : 2



Then we continue doing the same thing. At each step we combine the two
least—weight items together, adding one bit to the front of their codes
as we go. In the case of ties, we pick the ones with shorter
already—assigned codes, or alphabetically first values:

a: b
O=b + 1=r : 4
O=c + 1=d : 2

00=b + 0l=r + 10=c + 11=d : 6
a: b

000=b + 001=r + 010=c + O0l1=d + 1=a : 11

So the codes we end up with are:

a: 1

b : 000
c : 010
d : 011
r : 001

You will notice an excellent property of these codes: they are not

ambiguous. That is, you don’ t have 1 for ‘a’ and 100 for ‘b’ - as
soon as you hit that first 1, you know you can stop and go on to the next
symbol without needing to read any more. Therefore, “abracadabra” just

gets encoded as:

b r a c a d a b r a
000 001 1 010 1 011 1 000 001 1
10000011 01010111 00000110

83 57 06

[ = o

We’ ve compressed 88 bits (11 bytes) down to 23 bits (just under 3 bytes).
Almost always the bits are packed most— to least—significant in a byte.

One subtlety is the exact method of tree creation, which assigns the codes.
The method described above is “canonical” , but sometimes games will use
their own idiosynchratic methods which you will have to match exactly to
avoid getting garbage.

How do you recognize this in a data file? Well, the decompressor needs
to know the codes, and the easiest way to specify this is to give it the



frequencies (or more easily, the bit weights) of the values so it can
construct its own tree.

Therefore, the compressed datawill usually start with, say, a 256—element
table of bit weights. So if you see 256 bytes of 05 06 08 07 0C 0B 06 —
values that are around 8 plus or minus a few — followed by horrendous
random junk, you’ re probably looking at Huffman encoding.

Sometimes instead of bit weights you’ 11 have the actual frequency counts
instead, which might need to have amulti-byte encoding scheme if they’ re
above 256. In that case, you’ re mainly looking for a few hundred bytes
of “stuff” followed by a sharp transition to much more random data.

Other algorithms

Needless to say, the algorithms covered here are not the full range of
compression formats out there. I’ 11 just briefly mention some others in
case you run across them, though I haven’ t really seen them in the wild.

Arithmetic encoding. This is vaguely related to Huffman encoding, in that
you are working strictly with single bytes (or symbols) and trying to stuff
the most frequent ones into fewer bits. However, instead of being
restricted to an integral number of bits for each one, here you are allowed
to be fractional on average.

This works by breaking up the numerical interval [0, 1) into subranges
corresponding to each symbol: the more common symbols correspond to larger
ranges, in proportion to their frequency. You start with [0, 1), and the
first byte resticts you to the subrange for that symbol. Then the second
byte restricts you to a sub—subrange, the third byte a sub—sub—range, etc.
Your final encoded data is any single numerical value inside the tiny range
you end up in: just pick the number in that range you can represent in
the least number of bits as a binary fractional value.

Needless to say there are some good tricks for implementing this without
using ludicrously-high-precision math, but I won’ t go into that.

LZ77 (Lempel-Ziv ’ 77)

This is the core of the zlib deflate algorithm, but you’ 11 sometimes see
variants outside of that standard, so it’ s useful to know a little about.
It’ sbasically a combination of standard back-references as in LZSS, plus
Huffman encoding. You just treat the back-reference command “copy 8

bytes” as a special symbol, like a byte value of 256+8=264.



Then, with this mix of raw data bytes and back-reference symbols, you run
it through a Huffman encoding to get the final compressed output.
Typically youwill do something different with the back-reference offsets:
either leave them as raw data, or encode them in their own separate Huffman
table.

LZW (Lempel-Ziv-Welch)

When taught correctly, this is an algorithm with a mind-blowing twist at
the end. As it runs through the file, it builds up an incremental
dictionary of previously—seen strings and outputs codes corresponding to
the dictionary entries. And then, at the end, when you start to wonder
how to encode this big dictionary so the decompressor can use it to make
sense of the codes, you just throw the dictionary away. Cute.

Of course it turns out that things are cleverly designed so that the

decompressor can build up an identical dictionary as it goes along, so
there’ s no problem. This algorithm was patent—encumbered for a while,
so it didn’ t get as widely adopted as it might otherwise have been, but
you might start seeing more of it these days.

Conclusion

I’ ve focused here on lossless general—purpose compression: the sorts of
things that are done to data at the archive level. There is also a stage
below this, where data can be compressed before even being put into the
archive: making raw images into JPEGs, PNGs, or other compressed image
formats, and converting sounds to MP3s, 0GGs, and so forth. In many cases
those compression steps are just a lossy approximation to the original
data, which is okay for graphics and sounds but bad for other files.

In a later installment, I’ 11 be tackling image formats in particular in
more detail, since you will tend to run across custom ones a lot, some
of which include image-specific processing steps (like, say, subtracting
pixels from their neighbors) which wouldn’ t make a lot of sense in a more
general-—purpose compression algorithm. Encryption is another later topic,
since sometimes that will keep you from being able to recognize compressed
data for what it is.

And naturally, if you’ ve run across other general compression algorithms
used in games you’ ve looked at, please mention them in the comments, since
I don’ t pretend to have investigated all the games out there-- I’ mstill
being surprised all the time.



12 Responses to “So You Want To Be a Hacker? Part IV:

Compression Formats”

1.

Haeleth
August 7th, 2006 | 6:02 pm

Pretty comprehensive, though you forgot tomention at the start that

this is where most people’ s brains explode.

The only other common form of compression I’ ve encountered in my
own hacking is dictionary compression (trivial substitution of
certain codes for a fixed set of particularly common strings, stored
separately). And I’ ve never seen that in a computer game, only in
antiquated console titles, so it’ s not really worth covering in
any depth.

September
August 31st, 2006 | 11:59 pm
Thanks for the guide, it’ s been really helpful.

However, I’ m at the aforementioned “brain explosion” stage
trying to deal with (I think) an LZSS compressed file.

Some things came up that weren’ t mentioned in your guide---
First of all, the control bytes don’ t always occur every 9th place,
it seems to be taking 2 bytes for every back reference. I noticed
the control bit is followed by 9 bytes instead of 8 if 7 of them
are designated raw by the control bit.

Also, there’ s a 0X157F long section at the beginning of the file
with lots of rather long and nearly identical repeating patterns.
“BB AE B6 AB BO B7 AC” honestly appears in this section like a
hundred times.

Any further clarification on this compression format would help
alot, or perhaps some direction to where I could get more info.

Edward Keyes

September 2nd, 2006 | 11:11 pm


https://snapbrowse.com/browse.php/Oi8vd3d3/LmhhZWxl/dGgubmV0/b13/
https://snapbrowse.com/browse.php/Oi8vd3d3/Lmluc2Fu/aS5vcmc_/3D/b13/

5.

Yeah, the “every 9th byte” 1is only in the case where all 8 data
bytes are raw instead of back-references, which is what you usually
see at the very beginning of a file with a lot of unpredictable
structure, like a script file. In the general case you can have a
control byte after anywhere from 8 to 16 data bytes (or more, if
the back references can span 3 bytes, though 2 is much more typical).
The value of the control byte will tell you how many data bytes to
expect.

I’ m not sure what to tell you about the repeating sequences. If
it is LZSS, chances are the repeating sequences are a sign that the
underlying file is also very repetitive, so you’ re getting the same
back references over and over again. But my best advice there, if
you have the option, is to look at some other files in the archive
as well, rather than being solely focused on one: a lot of the time
you’ 11 find examples of files that compressed more or less well,
giving you some extra examples to generalize from. If you’ re handy
enough with a debugger to try to get access to the uncompressed data
in the game’ s memory, that’ s also an awesome way to understand
what’ s going on.

As for LZSS references, there’ s the Wikipedia entry of course, and
you can search for tons of more info and code samples floating around
the web, but the main trouble is that there isn’ t a single “LZSS
format” like there is with zlib+s* I’ ve almost never seen exactly
the same variant twice, as everybody has a different way to do the
back references (the most common is 12-bit offset and 4-bit length,
though that gets arranged in a few ways). So it’ s going to be
difficult to find a reference that matches your particular variant
exactly.

September
September 6th, 2006 | 11:37 pm

I think I’ m beginning to see how this file is working, or at least
how an LZSS file is supposed to work. One weird thing though is every
other reference has really high values. Like a reference of 0xF5F0
at offset 0X47 in the file. Have you ever seen anything like this
before? Maybe I’ m supposed to flip it or something :—/

sorry, I know this isn’ t a help thread. thanks for being helpful
to a newbie.

Edward Keyes


https://snapbrowse.com/browse.php/Oi8vd3d3/Lmluc2Fu/aS5vcmc_/3D/b13/

September 7th, 2006 | 1:50 am

Well, one thing you may need to work out is how the reference is
encoding its values. Is 0xF5F0 a length of 0xF and an offset of
0X5F0, or a length of 0XO0 and an offset of O0xF5F, or maybe if
there’ s an endian swap going on (as you noted) it could really be
0xFOF5, with a similar breakdown of length and offset. Plus a length
of OxF may really mean, say, 17 or 18 bytes since lengths of 0, 1,
or 2 might not ever be used, etc.

All the different possibilities get troublesome fast, so it’ s best
to work with file examples where you can make decent guesses about
the uncompressed data if possible. And of course if you’ re handy
with a debugger you can grab the uncompressed data directly or just
examine the uncompression assembly itself.

September
September 9th, 2006 | 1:31 am

thanks for the info. I tried a couple debug programs and I’ m
honestly not even familiar enough with the terminology to
understand what was going on.

but just in case you or anyone else was curious or has a similar
experience in the future, what was happening to me is that the real
offset was offset + 0X14 . So if the real offset is less than 0X 14
this gets wrapped back around. The control byte I was talking about,
for example, [F5,F0] had an offset of 0xFF5 and a real offset of
0X9. Also, the offset is calculated from the start of the buffer,
not spaces back. And the real length was length + 3.

man, that gave me headaches for days. but it really feels great to
have figured it out. now I just need to learn how to code--- :-P

Edward Keyes
September 9th, 2006 | 8:12 pm
Congrats!

Slow Fourier Transform » A reverse-engineering puzzle

May 26th, 2007 | 2:50 pm


https://snapbrowse.com/browse.php/Oi8vd3d3/Lmluc2Fu/aS5vcmc_/3D/b13/
https://snapbrowse.com/browse.php/Oi8vcm4z/YW9oLm5l/dC9hcmNo/aXZlLzIw/MDcvMDUv/MjYvYS1y/ZXZlcnNl/LWVuZ2lu/ZWVyaW5n/LXB1enps/ZQ_3D_3D/b13/

10.

11.

[+++] There’ s three compression types. 0X00 is raw storage, which
was obvious. 0XO01 is an LZSS flavor, which took me some 20 hours
straight to decipher — it always starts with a control byte, stores
references as AABC where BAA is the reference to a 0X1000 ring
buffer (with a 0X 12 offset for some silly reason) and C is the run
length—3. Thankfully I had a set of files which were repackaged by
a translator of the game who neglected to write a compression

procedure, so I knew what to compare with and soon after I started
writing actual code, it all came together, so I have extracted the
majority of the content, including even a few forgotten PSD files.

Criptych
May 28th, 2007 | 9:42 am

I’ ve seen a few of these formats before, especially the LZSS
variants. Perhaps the strangest one I’ ve come across (not counting
SPB, used by NScripter) is the ZBM image format from the original
X-Change; strange not because it’ s propietary or complicated, but
because you can decompress them with the Windows “expand” utility
— it’ s the exact same format!

WinKiller Studio
June 9th, 2007 | 1:43 am

ZBM is nothing but BMP with the first 100 bytes XORed with $FF
(compression is standard LWA or SZDD by Microsoft. They have used

it for DOS and Windows 3.1 releases. It’ s really rare and even too
old).

Currently i’ m working on the real “universal” tool for the
japanese visual novels fan—translators — Anime Editing Tools
(available for downloading).

I want to decode Everl17 GCPS graphical data. It’ s some kind of z1lib
compression, but--- my head is already blown to bits — help me if
you can, guys!

WinKiller Studio

June 9th, 2007 | 1:50 am


https://snapbrowse.com/browse.php/Oi8vd3d3/LmRzcDIw/MDMubmFy/b2QucnU_/3D/b13/
https://snapbrowse.com/browse.php/Oi8vd3d3/LmRzcDIw/MDMubmFy/b2QucnU_/3D/b13/

12.

I’ ve forgot to say this lately, but my tool is Open Source Delphi
project.

So, i will appreciate any help (the author of IrfanView, Irfan
Skiljan, is already helped me with RLE compression documentation).

More info on my site (the one english page there).
WinKiller Studio
June 11th, 2007 | 12:07 am

I know, i’ manewbie (maybe even too much of spoiled newbie, forgive
me. And forgive for ugly english too, ok?). Well, i’ ve worked

lately on decoding GCPS (or just CPS) graphical data format that
is used in Everl7 - the out of infinity (© KID\HIRAMEKI Int.) (and,
that’ s my guess, in Memories Off 2nd too, coz they’ re both built
on the same engine. I even found PARTS OF FORGOTTEN Memories Off
2nd” s code right in the EXE! :) ).

The format is really strange. The game IS USING alpha channels.
But, when i’ ve looked at the header-:

Header structure (Object Pascal defs here) :<br><br>

<b>const ~CPS’ +#0</b> — CPS header (4 bytes)<br>

<b>dword 4 bytes <{/b> — CPS file size<br>

<b>dword 4 bytes </b> — strange thing for sure! always equals to
16842854 or 0x66 0x00 0x01 0x01. Possibly a count of used colors
(16.8million) or version number (11.102), or maybe a DOS date stamp
(01.08.1980, 00:03:12. WOW, if it’s the really a date stamp, then
the PC that was used for compilation had problems with CMOS
battery...)?<br>

<b>dword 4 bytes </b> — bitmap result stream size (not sure)<br>
<b>const ’bmp’ +#0</b> — bmp header (4 bytes)

Come on, ask me “What’ s so strange here and what you’ re unsure
of?” . 1’ 11 tell you:

I’ musing WinHex 10.4, so i was able to dump the loaded game data
to hard drive. Then i’ ve coded “GrapS” (now it’ s a part of
AnimED), the simple RAW scanner that is able to extract bitmap data
from dump (with preview, sizing and jumping controls of

course :) )

But, the thing i’ ve never expected to see is that the size of
resulting alpha—channelled 32-bit bitmap DOESN” T MATCH WITH CPS


https://snapbrowse.com/browse.php/Oi8vd3d3/LmRzcDIw/MDMubmFy/b2QucnU_/3D/b13/

header record (resampled 24-bit images is nearly matches, lacks of
few (10-36) bytes).

I was (and still i am) confused and frustrated. Does that means that
the game stores alphas in the separate files? The old games (such
as Tokimeki Check—In! and X-Change 1-2) have used this trick, when
the picture is divided into “the image” and “alpha” sections.
But, not there! I’ ve estimated the size & other possible stuff---
If alpha is stored in the same file, then the size MUST be the same
as in the 32-bit bitmaps, because:

the size i’ ve calculated was 800%600% (24 div 8) = 1440000 (raw,
w\o header), but the “visible” part of bitmap is 800X 600x24

itself without the alpha, so there’ s definitely no space to store
extra data.

Downsampled colors? No, i’ m an PC artist and would notice this
trick very fast (believe me, i do).

Header lies. It only tells about the 24-bit image size, but excludes
alpha channel? Or--+ what about those “extra” 36 bytes?

Alpha is stored elsewhere or combined from RGB channels on the fly?
Hehe, not the second one, that’ s too complicated for sure.

Or, maybe the source is the 16-bit image with 8-bit alpha? I.e.
A8R5GHBS. Non—standard, yes. And some “extra” byte here--+ but,
poof! I’ ve checked several dumps — the count of used colors is more
than 65535 (checked with IrfanView 4.00), so it’ s not possible:*:

So, where’ s the alpha is stored? Until i figure it out, i won’ t
be able to write CPS (de)compressor, coz i’ m not a skilled
programmer, only a designer—translator and can do nothing good with
the bruteforcing and huffman-things. :(

Well, i’ m not exactly useless. Something is coming up to my mind.
Every CPS file is ended with 0X53 0XO07 or 0X54 0X07, and
sometimes there a descending byte—sequences between the blocks. 1
think that the stream here should be readed reversible--:

P.S. Thank you, Edward, for the very good and simple—to—understand
articles (i will create the russian translation of it when i’ 11
get your permission). STILL WAITING FOR THE PART V - “Graphical
Data” . )

Maybe you’ 11 show how to crack this tricky format-:- at least, i
hope so---

Dmitri Poguliayev aka WinKiller Studio. Greetings from Russia,
Kemerovo. A lot of Russian people loves anime. :)

P.P.S. About the game archives. There’ s something that bothers me.
Did you’ ve seen the “PeachPrincess” ARC files? I understand that
the data optimization is something important, but--- the filenames



and their extensions is stored *separately*. I think it’ s stupid,
because it only saves a 262 kilobytes (12%65535 (filename with
extension * maximum of possible file records) — 8%65535).
P.P.P.S. There is one really intriguing theme — Scripts, texts and
Russian language.

Come to think of it, fans usually hacks japanese games to support
latin, but where’ s the cyrillic characters support?! Ahh, it’ s
not needed, right? NO, IT’ S NEEDED. We are the normal humanoid
creatures ;) , not aliens, and want to translate \ play visual novels
in our native language as well. I know the English, it’ s not the
personally a problem of myself, but the others--- I feel sad for
them. :(

You’ re probably don” t even know how it’ s hard to find a good
japanese game outside of the Moscow. The most of buyable stuff is
a pirated ripped releases (translated with Socrat, by the way) of
the really old (1996-2004) h—games. I didn’ t even seen new titles
such as X-Change 3 & X-Change Alternative. It’ s a surprise that
the licensed US version of Everl7 was available not so long time
ago ($5 cost, that’ s really cheap, even for Kemerovo) -



