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9.1 Interprocessor Interrupts

Interrupts generated at hardware level but processed at software level. The sending is a
synchronous operation while the receiving is asynchronous. A portion of the kernel code is
sending a message to another core.

There are 2 priorities: High and low. High will be processed immediately (but still asyn-
chronous). Low are serialized, in a sort of FIFO order. IPIs are sent through the ICR register
and there is a Destination field that lets you choose to which core to send the interrupt.
The Linux kernel uses 251-255 entries in the IDT associated to IPIs.

What is related to interrupt requests it is because some hardware component is asking for
the attention of the cpu. Traps is about dealing with something generated by software.
init_TRQ setups the interrupts related to the devices on board on the machine. In order to
do it it uses the ACPI to discover the devices in the system. With this function it reads
from memory the acpi table and establish the irq and finalizes the initialization of the IDT.
ACPI is a std used for describing the hardware. ACPI is composed of a set of vectors and
tables and from the flags and codes it can understand what irgs needs to install in the idt.

Three main functions that manipulate some bits to setup an entry in the idt. set trap gate
will initialize one idt entry setting 0 the privilege level. system gate the privilege level is 3,
the function that setups the entry for interrupt 80. Set intr ensures interrupts are cleared
before entering the handler.

9.2 Interrupt Management

Entries 0 to 19 are about hardware interrupts such as division by 0. These low level inter-
rupts are managed by a dispatcher. This dispatch depending by the parameters will call
the right handler and will pass the parameters on the stack. Similar to the way system
calls are handled. When receiving the interrupt a handler is called (the same), will call a
single dispatcher. Why the handler is needed? The dispatcher expects to find something
in the stack which is related to the actual handler management. Depending on the type of
interrupts some parameters may be missing. The handler identifies the handler that should
be activated and pushes the pointer to the handler in the stack. The dispatcher saves the
context of execution, it is only a way to keep the code smaller.

page fault handler doesn’t have push 0 because the cpu already pushes some parameters in
the stack. Some interrupts already push some parameters on the stack, some don’t therefore
the early handler pushes for them.

error_code takes a snapshot of the cpu similarly to software traps. The difference is that
the info is organized on stack in the same way of the struct pt_regs. And then calls the
actual handler with the pointer to the struct.

do_page_fault handler has the first param the pointer to ptregs and then an error code
which is pushed by the firmware (is a bitmask in which only the three last bits are meaning-
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ful) and tells what is the meaning of the fault. Description at pg 167. In the cpu context you
can also inspect the instruction pointer which will tell which instruction was trying to access
memory but not which page it was trying to access. There is one specific control register
which is cr2 that is written by the firmware with the address of the page that triggered the
page fault. This is related to User Space applications.

9.3 Kernel Exception Handling

What happens when kernel mode code tries to access a pointer passed by user space code.
It uses verify area to check that are but there are some performance issues. Much of the
user space code uses system calls and these functions are expensive. But we don’t want to
enter directly that memory region triggering a page fault. Kernel crashes. After crash it
activates fixup that tries to restore the kernel to a working point. The kernel code has a
label called bad_area that tries to find an instruction to restore the kernel. Bad area reads
the eip and checks the error code to find if the exception was triggered in kernel mode. It
uses this address to find an instruction to fix this state. How is the fixup address found?

Example: get user takes some data from userspace to kernel space.

Two non standard sections are defined in the executable: fixup and ex table. the former
executable while the latter only readable (exception table). The compiler will put that code
to the end of the executable. Once the exception is generated from the ip we look into the
exception table finding that address and finds the next address and puts it into the struct
ip returning to the dispatcher. The fixup address is just moving some negative value to eax
and xor dl which tells the amount of data loaded by user spece and finally jumps to the
next instruction.

What we saw was for 32bit but in 64 bit either use offset from the table or enlarge the table
to 64bit.

9.4 IPIs

There is no way to describe a payload telling what has to be done by the CPU delivering
the interrupt.

Kernel panics use IPIs to freeze all the processors. It doesn’t have any payload. INVALI-
DATE TLB VECTOR is a vector in the IDT used to sync all cores to flush tlb entries. Is
mapped to all except self. Call function vector is used to run some specific function that is
passed by the sender. SMP call function. How are IPI messages generated? Through the
IPI apis. The kernel uses fixed memory locations in which the sender can put some data
and receivers look in order to understand what they have to do. The access to the location
is managed through a spinlock.

smp_call_function(): takes three parameters: one function pointer one buffer and one
flag. The flag tells whether it should be blocking or not. High or low priority. The function
is the specific routine which the receiver of the interrupt should execute when receiving the
ipi. Two global variables are used to pass the function and its parameters. First thing we
do is check whether the interrupts are disabled. Then we take the spinlock that protects the
data structure. Set the global variables. Set to atomic variables that tell how many cores
have started to execute the routine and how many have finished.

syncronize_all used to synchronize all cores such that only one core is executing some stuff.
still atomic counters used. It sets synch enter to the number of cpus that should execute the
ipi and synch leave to the number of cores that received the message. Why preemption is
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disabled? Linux is a preemptable kernel. And preemption is done through a timer interrupt.
Preemption can be disabled through masking interrupts (but too heavyweight) or through
preempt disable that just increments a counter. The scheduler checks whether the counter
is greater than 0 and if so it just returns instead of preempting the kernel.
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