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Your Security System

Is your S.S. really reliable?

Are you sure that it's checking:
@ Communication Channels
Persistance Applications

Open Sockets
Keylogging
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Goal of Richkware

Richkware is an application that makes easier to test your security
systems.
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Target OS

Why Windows?

The project is developed for the Microsoft Windows operating system as
the target of attacks, because:

@ many vulnerabilities are continually discovered, which could be
exploited to gain more functionality.

o popularity of Windows, so there is more computers being infected

Desktop Operating System Market Share

Other: 3. 12 “’:

Windows 8: 1.35 ”:
"——/ Windows 7 48.43 %
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Linux: 3J7°/
Mac OS X 10.12: 3.59 % /"

Windows 8.1: 6.07 %
Windows XP: 6.07 %

Windows 10: 27.99 %

Riccardo Melioli

Richkware

2017 4 /11



Project Structure

Richkware-Manager-Server

Upload information Upload commands
to RMS for indirect execution

[il Response
Richkware-Manager-Client

Richkware

Download

Upload
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Richkware

It’s a library of network and OS functions, that you can use to create
malware like:

@ Virus
Worm
Spyware

o
o
o Keylogger
o

Riccardo Melioli Richkware 2017 6 /11



RMS - Richkware-Manager-Server

Service for management of hosts where is present a malware developed

using Richkware framework. It stores all malware information in a SQL
database.

List of Devices

Name P Server Port Last Connection

Encryption Key 153
k 192.168.99.1 none 2017.09.04.11.27.50 uMVBJDFaG8DPRGYA6F8cm708S40Tj3Lp Edit B ‘
RICHK/Richk 192.168.99.1 6000 2017.09.05.13.27.44 AupMwDOfXbJC5hk1WzNIh3ClzmUjuaDA

Edit Remove ‘
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RMC - Richkware-Manager-Client

Richkware-Manager-Server Client, gets the list of all hosts from the
server and allows to send commands to run on the infected pc, by safe
communication.

(4] Richkware-Manager-Client hd - o X

Fie Edit Vien Help

http://192.168.99 StAJA)

[Jencryption (RMs) Disconnect

Name P ServerPort  Last Connection Encryption Key
uMVEJDFEESDPRGYAéFE:m?DSS%TJSLD

2017.09.05.21.34.17 b3CsH
cDe?nEnd?RDthdeEHWWJEUJh\P

Iro 2017.09.04.11.28.01 QR
Jvep X 2017.09.04.11.38.09 MvhmalB@nsuHFstnuZnAuest!anS
jvopo 16899, [2017.05.0% 11.28.21 Maswibe LidUioxy ZRFOGFNLL COVheB V6
Jvopoi X 2017.08.04 11.28.26 (02GVGRCIZUHWIVAXOPyQIGhglnb3a 10
[vopoii X 2017.08.04 11.25.43 (GNCMOXTFTjaaCUaRWYYHIQSE3U0X4ILU
lyopoiy X 2017.09.04.11.28.47 [VGKQARMUONICORNSNRW) IQXRimbfmi
lvopoi X 2017.09.04 11.28.51 2y\Wb33 MaEP b 63ICAL kapSTZuay
[yopoii 152.168.99.1_|none 2017.09.0%.11.25.55 [bx26G+dULNOaBF fomEFKTLR0dL 4g5d+
[irect [ Force Encrypton (Richknare)  [192.165.99,1:6000 s
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In generally, the malicious applications developed with Richkware are not
detected from Security Systems signature-based.

Depending of to the Richkware functions used, some security systems, that

they use applications behavior analysis, they could mark your
application as malware.

v
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Future developments

Possible future developments

@ creating a smart main that applies artificial intelligence concepts,
such as hiding itself by antivirus and it takes decisions based on the
external situation.

o extend the library with new features, such as creating a ransomware.
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