N e

SHF—MBRIERGKR  WEHEMEANETF&THE ENRET. ERAE 7TXETE
BTG, BIERFAABLU ZRA. SLlinux, WindowsEERIBIERFK—HF |, IE177EmMacOS

LRt EERERAMES.

macOS_ LRV EEMFRIVIRESERESN. macOSHRITIT—EFRFAEMFIRITE
2, RTHHAIAquaRERIENIE. RRAIEBEEREDHimacOSRIRIREATN. Windows
FREBESRIMUIRIESKIRERETENA LA , MEAquaFR B LN FREAE LR 7
BEREFZREABHR T Windows ERISEAMWEE. EANEFERRRGSIT— &80 | SFEF
BH2ERE , ATLAERRNR EERRFE Ak ek AN EFED.

B EMRIAquaSE ERIREREE — KR | RBE MR FRrIlRE | SKERRRDOA

BE—N¥REN , RECSEHAFIRE. App Store, XHl. BERFZMNEIL,

macOSfEADocki= R ERBRERNKY , SNTRAFSAESE , BREERSWindows
BIES =R, EEE{TARIMacOSHEFEFERILATEDock ERTEaHE | fERHAYSREA FikRE

Options—Keep in Dock , $§FEFF{EDock LEREE T3k , LUGHIEILAEZM Dock R R EREmhiE
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F7,

HEWindowsRFF , FAFEILAERFRER AR RREIRFPENREFHENE |
macOSH IR T — N LaunchpadfE >R E TR o4 7E/Applications B RHAYER{HF. Launchpad#BiE
FiOSRGHHISpringBoard , BRI SZ L , BELIERMIEFRANARE R 7 FrEaLL
BITIRHSRATE. MRKGLETZ , RUSITERER. RiDock ERJLaunchpadEliR _

AJLARE | ERWRFEEAANHTLAEARRRNEmETIR , 21E4-1F7w.

El4-1 LaunchpadfeF

4.1 WAHITH
8T AqUaREIRITERS , macOSIEAT LUEITRS EAtF RIS | ABISFETLLETE

macOSERFE_EAISFAFR/ImacOSHI AT,

BERMA , macOSIRM 7 UNIXEFEHRIShel INERSTFHEITHIA S 1712/, AT
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FRER— A A HISEITITERIRRRSIS | Shel TEIZ THIARRI A FAMFRRE K
BRIEITE. (HI— NS LUEIE Y Tchmod +xds LA TN EATHUTRUR |, AT HITIIR

B HA—REREBIIT . RBMERA MR RIS ZNNZ B8 ERATHIT .

PR T ERAVLAShel BIARSZIFIN , macOSIERIE T BRILLENAR THIPerl, PythonFIRubyZERIZS

RURERRS | (HUASI LB REXEHAHERE INERSRET | FRELEMIR .

B, ERQBIRFTE T —MEIA : AppleScript (3EREIA ). BRTIE{Tmac0S LAIE
FHLTEMMCTIE, ERIEMHT — M RIMNMARIEERFT R S AppleScript, BRIF
IApplications/Utilities/Script Editorsh, {siFEScript Editordg BiFHIBIAMFIFAIRE T Sascpt, FES
macOSRFMIRETFHER , AppleScript EREIARRE , BRIEZRLAERA AppleScriptRFFA&
macOS_FREFRER. BRIISERETEXcodesRiEiEFile—~New—Project , FEFTFFAIRHEHEFIE
£ Other—Cocoa-AppleScript, BXEBANEE T LAHEETT XALRRAN T ##AppleScript®,

BRTEIASN , ATRT A BE T LA A R AU THIRE B SHRa TAORE A 314

FEHTHIEFELE | GUIRERRER. GoTER. FE | FalHUTHEFRSERERR
FERYFER , #Quick LookifEft, FFEIRIFIER. WIZIRalSY BS  LURHIEFBREAELE. .

Bundle. XPCRRSZE. FrAXLATHUTHERERERMBAITHIITXEET © Mach-0, XTF

Mach-OXMRITER , I MGEARERERVINT P TIHFEHIE.

@ https://developer.apple.com/library/mac/documentation/ AppleScript/Conceptual/AppleScriptX/AppleScriptX.html
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4.2 TEHEREKRH

ERTFEM AP Store R RIS EEEN M | 1SS =750 ( IR MR, %S )
TESRREL . MApp Store MRS EREDERLRSN—HST , TRAT—AUK
(BRI | MRS AR, RN RARRNERL SRS
FESREN. STZERFRS XM FEIRESENT T, ENTELAPR , BT —

ELWBRARARPRNNY. FiRGAEEMREREEEApD Store E28 | BiARERIS MAESE

421 RBESHERHG

App Storel FRFIEIRAE T FENIR LS BERRMEAAF TEER. FTRRBITRGARE
FIPTHEOMIRA . RFEEZIEMhttps://appleid.apple.com/iEfft—MKS | ZRApp StorewfA]
LITET .

SNERETEApp StoreFPAIIZRR 4 | NIFFEAMSHE—KRT R , WLREAITIERER
MERATRPOENEER. 5390, App StorerPIIER AR S5 55 —FHIZE 5=, © In-App Purchase ( SZF3
WTER ), BFRIAP, XM ZEAEERERWIOSRAFMAIEEZ | BATFHEARIER
TR LASENREIREN T WL AREER. Bal , RERUFTRELALTESEAEZEIRAIT
NEKIR.

App StoresPRIKZRER I R IAPS ERMWSLIXFRFRIIT! | MRIES T ERIKEERIGAIT Z& 0
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WFERZ . BRI E MR- ERTIRERYE R A AR T & ANRFEEREIURA |
NFERRR AT KEMSLTEMRA. FIINERAIRCRREGIDAPro , ERHELRIRHL T Demohi
AAHTEH® | EXURAFTERR AT AHNERWE. EERHHENSRUTZERET
¥ BEEAREEIIRERS. MRFERESELRGIERRMY  WFEEMSLERHRIN |, 05T
fREX{FHopper® , EEEH IR SEFRWindows(TERA—HE |, EFRAFE S MR IRE

SEER{4 | 41010 Editor® ,

422 RERH

EEBAIMacOSHMH RE— LY BE appERMBR XM EREEFEHRLLEN macos
FRZ J9Bundle, REEX AR FEEBundle S HIZIRFRI/ Applications B R ~RIE], EHIFEAE |
Launchpad Et = BB F AV ERR | Bl AR EE/ApplicationsBRHP I , RFE

EfTFFLaunchpad , FEAREHIEIR , REMALUSTIZER T .

RIS E FERiReHE S 2RI TEEETN |, BB 5B zipa S R4S |
DEREAREURE TS , En RS TRISKAETAR— N RS & |, X3dng
XHEREEIERE— MApplications B RAVEGER: | LEMMHE , REEEdmgRIIRIEHERZX

BHE LB TR T . El4-22AppDeletefI LR TR,

@ Demo &ML : https:/Avww. hex-rays.com/products/ida/support/download_demo.shtml,,
@ Hopper FEkHbE : http://hopperapp.com/,
® 010 Editor FEgHbE : http://www.sweetscape.com/010editor/,
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' Drag AppDelete to Applications to Install

AppDeete

El4-2  AppDeletefIL%H %
macOS_ERYRIHE B —FhLApkgBkmpkoERAIZRE | SKIUTF Windows R G ERImsisexe®?
FEF  BEAEMRE TP AI LSRR | XERAIR T ERRFS N/ApplicationsBF
Hb  —RIESERR L—LREEEEERNIRA RETAIENE | i , e B R
BIEERGEE. ESHERRY B, SHnSTEFEIRFPTHIITXHER us/local/bing |, &

F. Bt FRROTET |, JESIRTEAEERAFE SEBRATHEERIIPRATEE.

B—HRBSITIR | XEEFNTEEASELIEPNERIHomebrewRI T |, LLAMEEA,

4.3 Bundle

Bundle2EREFIRBANGTE , SERAEFTHAEEA T Bundle, ATIFHAISEEN2EBundle

RERLNIMAERRSFiEABundle,

4.3.1 Bundle BR%&#
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LR ImacOSEL LRI BESEIER | BEELL appl BREREABundleBRE.,
BundleB EEERIALUE, , FEFinderPEEBundlelIBRAA , BILERRF LaEaiE , i
s B bR Show Package Contents, {530 ,/Applications B3R FHIApp Storefid B REEHIINE4-3

A7,

@ Api
E | g
MDD SR
L
CORbEns
_CodeSgratum
CoeSasmarmss
I st
FAacils
B App Ssore
Phyinlz
Flugine
Dok Tikaockule piugin
Corfanta
CodeSigraiurs
ik pd b

E4-3 App StoreBFEE

FEApp Store.appERT , RE—{"ContentsFHR , B HHINSEAELBERT.

O CodeSignatureB 5, IEBRTRE—CodeResources3Zf4 , EE— M plistlENAISUE | 1R
FrRMEPREXHNERER.

Q Info.plistSZ{4, IHHER THRAAI—LAEE. AIREHEEAIHE]R S BuildMachineOSBuild,
B TAZCFBUndleExecutable, 4R{AHASHRRCFBundleldentifier, #X{4HEZCFBundleName,

0 MacOSHR. WBREFM T EIHIT .

O PkgInfo3Zf4. FUHERISFIHIRRRT.
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O ResourcesBR., RIEEITFABEIEIR , G1F IprojRIEER. nibFR. BR. K.
Ba. XHEUREMIE,
Q PluginsBR. EHER BT ARG, B4t EFERBundleB REMHITAHSR

A—HMEEFT.

PR T Plugins BRAM , IRIBIRMUFERSLIMAIARE , Contents T AT BEIL =B Frameworks 5
XPCServicesHR, HH , Frameworks BIZH ¥ 4B EREINEL , ©2LA framework 5 EHY
Bundle£&#4) ; XPCServicesUIFRL T #A4FAZIRIXPCARSS . ERLAXpcERRIBuUndlefE S, FE—
FLLbundled fe2£5RERIBuUndle , B2 "#EFF" BYBundle , BREMSEAbAIBundleTTR , 171K
AIRBATLAR T HENES | ATARER |, BalA—ERARER. RERHEICHBIE | At
TR RSP ER dopen OBREFTH | XFhBundlel@ & AT HIVERAAUIEL | FERIERFBundle

BYResourcesBRT,

4.3.2 fEAKBEAHIiAIE] Bundle
HEREFP , FFRARBILAFEHCocoalEERHAINSBundIeSEIIREVZFAIBUndIelE 2., T

NSBundlefImainBundle ()75 R LARBIZHBFEFAIFEBundleXdsR , BEFENT :
NSBundle *bundle = [NSBundle mainBundle]

{$EA=EBundleXtS:iinfoDictionary () /7 & B LAAEER{4-Bundle B R T Info.plistS {4 |

ERERNZE— N FHENR, ATERBIEFRRATAES :

[[[NSBundle mainBundle] infoDictionary] objectForKey: @ "CFBundleldentifier"]]
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EAZEBundleX3gApathForResource () F5iER] LA Bundle B R MERRIREXE. LLTEH

ia)BundlefR B R FaImonkey.pngSZ4E :

NSString *monkey = [[NSBundle mainBundle] pathForResource: @ "monkey" ofType:@ "png"];

S5=EBundleXINAIREE X Bundle , IX—3&BundleASiEIa/ AT LABERLA T ZVEA -

NSString *resourceBundle = [[NSBundle mainBundle] pathForResource: @ "ResPack" ofType:@ "bundle"];
NSLog(@ "resourceBundle: %$@", resourceBundle);
NSString *monkey = [[NSBundle bundleWithPath:resourceBundle] pathForResource: @ "monkey"

of Type:@"png" inDirectory: @ "Images" ];

NSLog(@ "monkey path: %@", monkey);

XERLAGIAIE) T ResPack bundlerRImages B & FAImonkey.png 344,

4.4 BRI
BAMacOSRAEATRSUNIX LY | (BEHHSaERELFER RERIRTHT SIS

I , MREAREIAIMach-OSZ &L,

macOSRAIFHICPURBEHFERETRARZEMN , NBEHIRYPowerPCF & , ZIEFHKAT
x86 , FRIBIELARAIARM, x86-64F 5. MHFARKARNTRIEAERGTFERIRENE T8
AE—PDFEREE—NTIING | XEIFBEEBN. ATHRRREES MRS LRRS
MR | ERFR T — BB ZEBISEEIC ((Universal Binary ), XFERARFE S ( Fat
Binary ), B ZHSINHES N SIS AR CPUSMIIN SIS TR — N | RSATEIE
EATIZIEFRT . SIREER HE AP RUNS N RIS SRR FTFEMTE , E1TES

SRIRSHIBR I ARAS.
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FREGHFEERSBRATEHBIIUG , tei/usr/bin/python , TEL IR Tt SEILIE

$ file /usr/bin/python

/usr/bin/python: Mach-O universal binary with 2 architectures

/usr/bin/python (for architecture x86_64): Mach-O 64-bit executable x86_64
/usr/bin/python (for architecture i386): Mach-O executable i386

RGRM TP ST T RliposkiBFEATHSIME. SRILURIN. 2. MRLAN &k

B IS P R AEHIRY SRR, PIATIRER pythonehxe6_6ARRASH) CHEBISTHEIUM,

lipo /usr/bin/python -extract x86_64 -output ~/Desktop/python.x64

TR x86hRANEY — B S RTLARAT

lipo /usr/bin/python -remove i386 -output ~/Desktop/python.x64

& HIEEE 9x86_64RRAN

lipo /usr/bin/python -thin x86_64 -output ~/Desktop/python.x64
B T ES AR IS A ERSE TR HUTIER | RREPRIshSEEdylib, B8R axX 4

PASAESREE AT LARBA —HHES , MRS LAMERIpoas SRHI TEHE,

TRE—TNEATHIRIER . REFmacOSEERFTARRISDK , SiETEXURI IR
A3 | ERATLAE S PR liE A RIS B TURIASER. M BF | ISIBA HHFR 9k

THBIESEL, BTSRRI at_headerEXIAT :

#define FAT_MAGIC Oxcafebabe
#define FAT_CIGAM  Oxbebafeca

struct fat_header {
uint32_t magic;
uint32_t nfat_arch;
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%

magicFEREEN NEEFAT_MAGIC , ERIEEEEER : Oxcafebabe , FTmiX

TS, nfat_archFERIEEA T A HEIPFRE SO Mach-0X 14,

=
E

—MERAN

BNEA TSRS S EBE R fat_arch SRR | ffat_headerBIKZ [T , BIZER—T

B MELE A fat_archZ5HA0K , ERIEMANT :

struct fat_arch {
cpu_type_t cputype;
cpu_subtype_t cpusubtype;
uint32_t offset;
uint32_t size;
uint32_t  align;

%

cputypefSTE T EMRAICPUSE! | BHIEEIR cpu_type_t , TEX {7 Fmach/machine.ndr, CPURY

ERXEEERNTILR

#define CPU_TYPE_X86 ((cpu_type_t) 7)

#define CPU_TYPE_I386 CPU_TYPE_X86

#define CPU_TYPE_X86_64 (CPU_TYPE_X86 | CPU_ARCH_ABI64)
#define CPU_TYPE_MC98000 ((cpu_type_t) 10)

#define CPU_TYPE_HPPA ((cpu_type_t) 11)
#define CPU_TYPE_ARM ((cpu_type_t) 12)
#define CPU_TYPE_ARM64 (CPU_TYPE_ARM | CPU_ARCH_ABI64)

#define CPU_TYPE_MC88000  ((cpu_type_t) 13)

#define CPU_TYPE_SPARC ((cpu_type_t) 14)

#define CPU_TYPE_I860 ((cpu_type_t) 15)

#define CPU_TYPE_POWERPC ((cpu_type_t) 18)

#define CPU_TYPE_POWERPC64 (CPU_TYPE_POWERPC | CPU_ARCH_ABI64

EmacOSFE EHICPUSEEI—RICPU_TYPE_X86_64,

cpusubtypefEXE S CPURYFZEY Acpu_subtype_t, CPUFEEIFEFTUI T/,

#define CPU_SUBTYPE_MASK  OxffOO0000

#define CPU_SUBTYPE_LIB64 0x80000000

#define CPU_SUBTYPE_X86_ALL ((cpu_subtype_t)3)
#define CPU_SUBTYPE_X86_64_ALL ((cpu_subtype_t)3)
#define CPU_SUBTYPE_X86_ARCH1 ((cpu_subtype_t)4)
#define CPU_SUBTYPE_X86_64_H ((cpu_subtype_t)8)
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Hrh , CPU_SUBTYPE_LIB645CPU_SUBTYPE_X86_64_ ALLLVEZEIL,

offset=ERISHA T SRICPUSIIEHERRS TSRS I LA mIB(E | sizeFERISRA T HIRAYK

N\, alignFERISER T BURRIAEIITHAR | BUBWIUR2RIRT . EFR T SRICPULRMERYB TR

NHEMSEIREFFR |, SURRETARFAIITTHI.

BJLA{#EFotool T EFTENAH L2EMIpythonf2FHYfat_headerSE. , SN TNA7 :

otool -f -V /usr/bin/python

Fat headers

fat_magic FAT_MAGIC

nfat_arch 2

architecture i386
cputype CPU_TYPE_I386
cpusubtype CPU_SUBTYPE_I386_ALL
capabilities OxO
offset 4096
size 29632
align 2712 (4096)

architecture x86_64
cputype CPU_TYPE_X86_64
cpusubtype CPU_SUBTYPE_X86_64_ALL
capabilites CPU_SUBTYPE_LIB64
offset 36864
size 29872
align 2712 (4096)

NRAREFAUNIX , FEEZEERGNUEREAbinutisiZAtHobjdump BB AT HUTIHHE R

15 , BBATEMacOS LRI LABRIERIFBIE R A gobjdump , fEEFIHomeBrewiZ{TLA T ap ST
$ brew install binutils
sEE | BUTLA TSRS LAE R pythontEFHYfat_header(S& :

$ gobjdump -f /usr/bin/python
In archive /usr/bin/python:

i386: file format mach-0-i386
architecture: i386, flags OxO0000012:
EXEC_P, HAS_SYMS
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start address 0xO0001beO

i386:x86-64: file format mach-o0-x86-64
architecture: i386:x86-64, flags 0x00000012:
EXEC_P, HAS_SYMS

start address 0x0O000000100000e20

fat_archZEHAE N Z BRI IMach-OX ST |, XBBORBHRER , BAISET—DH

FHTIFHITIE,

45 Mach-O X#4#%

Mach-O ( Mach Object File Format ) iR T macOSERFE_ Lol HITIRIRT. BEMach-03Z

RN BT THERREREGRE TG | BiFEEREdyldiiEMach-OBNEE , AsFEFA
Mach-Of8XA9INiEZ T BT T~ RIFAVER.
45.1 Mach-O &1y

—MEEEYAYMach-O 3 A8 ZUANE4-4Ff 7.
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Headear

Load commands

Segment command 1

Segment command 2

Data

Saction 1 data

Section 2 data

Segment 1

Section 3 data

Saction 4 data

Saction 5 data

Seqment 2

Saction n data

E4-4 Mach-OXXHHHE;
BILAEY , Mach-OFE LT 35S 2E K.
0 Mach-Osk#B ( mach header ), ##iA 7 Mach-OfCPUZEH), AR R INE B SHER.
O JNEkaEs< (load command ), #EiA T 4P EGRRIEIMNALREN |, RNEIBISIEREERA
EIAYINEER SR,
Q Data, Data &R ( segment ) FUEIREMRTFEXE | RAVELSSELF X4 FERAVIESSE

. BNEREBE—NaEMNSection , BAIIFN T EARIEIESHBE,

45.2 Mach-O 3k

SMach-OX 8 TUE XAVEHEIR AT LB FREK Al A E mach-o/ loader h 34 R El. 327564

{IZRFIHICPU |, 22 BIfERE T mach_headerSmach_header_6445 Ak HiAMach-O3LER,
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mach_headerfEFHARIENINT :

struct mach_header {
uint32_t  magic;
cpu_type_t cputype;
cpu_subtype_t cpusubtype;
uint32_t filetype;
uint32_t ncmds;
uint32_t sizeofcmds;
uint32_t flags;

XEBHImagicFEL Sfat_headerEAFEImagicFER—H#F , FRMach-OX4HHIEEYE. 3T

2 ZRHIRIRERSRIN , ERVBVERMH_MAGIC , [ERE~0xfeedface,

cputypeScpusubtype FER Sfat_headerfSHHARAIE W Se2HEE.

filetypeZERZR<Mach-OR BRI {4EEY, SRYBUEIN AR :

#define MH_OBJECT OxI1
#define MH_EXECUTE Ox2
#define MH_FVMLIB 0Ox3
#define MH_CORE Ox4
#define MH_PRELOAD Ox5
#define MH_DYLIB 0x6
#define  MH_DYLINKER Ox7
#define MH_BUNDLE 0x8
#define  MH_DYLIB_STUB 0x9
#define MH_DSYM Oxa
#define MH_KEXT_BUNDLE Oxb

AT EERFEMH_EXECUTESMH_DYLIBIXFEFISIHE,

TR, nemdsiEBE T Mach-O3 4 iEanSHIEIE. sizeofemds=FERTERH T Mach-O3Z/410

B LT ERIBFTIRN, flagsFRETNMHREG | ER— 1 AB —HMInERIZE , 18T

Mach-OXM 4 —EAREER , JRRYEIN R

#define MH_NOUNDEFS  OxI1
#define  MH_INCRLINK  Ox2
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#define MH_DYLDLINK Ox4
#define  MH_LAZY_INIT Ox40
#define MH_TWOLEVEL 0x80
#define MH_PIE 0x200000

64{iIMach-OfYmach_header_64Z5fAAENIIT :

struct mach_header_64 {
uint32_t  magic;
cpu_type_t cputype;
cpu_subtype_t  cpusubtype;
uint32_t filetype;
uint32_t ncmds;
uint32_t sizeofcmds;
uint32_t flags;
uint32_t reserved;

g

#BEEmach_header , B2 T — M reservedZES , BEIEIBEZRSFHREE., mach_header 644514

ARy FER Smach_headerFRYEA—EL , NEIRYRmagicFERAVEERMH_MAGIC_64 , EIERYE
J90xfeedfacf,

S IMach- oL HHERET | TSN T AEBRMLLHEN , RRSTMEN. E4-5
REEFAMachOViewE Hoptool#EFMach64 HeaderfI%R , El4-6:2{#FFI010 EditorE&optoolf2fF

Mach64 HeaderfU35R , Bl4-72(FSynalyze It1&ZF optoof2FMach64 HeaderfI585R,
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. 8 W optocd

T & a

¥ Executable [XBG_S4) Offsat Data Description Vo
DHEDHEEDE FEEDFALCF Magic Wumber MH_MAGIC &4

* Lowd Commands ARRGERGY  AIRROERT Pl Typs CPU_TYPE_X86_54

¥ SectionBa [__TEXT,_ tewxt) AORORRAR  AGARGART Pl SubType

* Sectlon§4 [_TEXT, _stubs) EAHEAHED CPU_SUBTYPE_LTBE4

E SactionBd [_TEXT, _stub_helger) DARSDARG CPU_SUBTYFE_X86_54_ALL

* Sectionfid [ TEXT. _objc_methnamel | sapppear  coasean: File Type MH_EXECUTE

* SectionGa [_TEXT,_cstring) OURDEE1E  POAROALT Nusber of Laad Comrands 18

* SectionSd [_TEXT,_objc_classname)  appappis  poARRCER Size of Load Commands 3206

* SectionBd [ TEMT. _objc_methtypel  appppein  eezeeass Flags
Section&d [_TEXT,_const] BANBANRL HH_NOUMOEFS
Sactiangd [_TEXT, _ustring) BARRA AR HH_DYLDLTHE
Sectionfd [ TEXT,_goc except_tab) BARDARED MH_TWOLEVEL
Section&d [ TEXT, _unwind_info) Lo F T ] HH_PIE

* SectionSd [_DATA, _nl_symbol_piry AREAARIC  POREGARD Reserved L}

F SectionBd [_DATA, _gath

¥ Section&d [_DATA, la_symbal_ptr}
Sectiangd [ DATA, const)

= Gectionfid [_DATA, cPetring)

E4-5 MachOViewEEHIHER

S R Y T,
00 —

 } 4F A5 Hes * ] Soripl ¥ fun Terpeis MecaDTerrplaie st * [N I Typs Valus

: : Signed Byte -49

Ursigned Byta Fui

Signed Shart -1328

Ursigned Shart 4207

Signad Ing -T7a5a183
Urisigned Int 4277009103

Signed Int64 TRETEIAATAIET
Ursigned ImMB4 7205763837 9708111

0000h: SSEELNESNEE 07 00 00 01 03 00 00 80 02 00 00 0O e
001am: 12 00 00 00 E0 OC 00 00 &5 00 20 00 00 00 00 00 | ...odesaee.
0020nr: 19 00 00 00 48 00 00 OO0 5F SF 50 41 47 45 5A 45 ....H...

0430h; 52 4F 00 00 00 OO 00 OO 90 00 00 OO0 00 00 00 ©O
0044k: 00 00 00 00 01 40 00 OO a0 00 00 40 G0 00 00 o0
0050n: 00 0% o0 00 03 00 00 03 Q0 o0 00 OO &0 00 a0 o0
0@60h: 00 OO 0O 0O OO OO 00 00 1% 0O 0O OO0 BE 03 OO o0
0970h; S5F 5F 24 4% 58 54 00 00 Q0 GO 0O A6 GO 0O 06 GO
OD0BQR: 00 00 00 00 01 Q0 00 00 Q0 00 04 90 00 00 90 GO

(9%0hs 00 OC 00 0O OO0 OO0 OO OO0 OO0 0O D4 OO0 OO 0O OO0 o0 Flaat -1.581647e+36
0QROR; 07 00 00 00 03 00 00 00 OB 00 0O OO0 o0 00 O OO Double 72811TPEITATEA e, .
DOBOR: SF 5F 74 65 TH T4 00 00 00 00 00 00 0O 00 00 0O Half Float 55778
fgcOh: 5F 5F 54 45 58 54 00 D0 00 00 DO OO0 00 0O 00 o0 siring Taib
00p0h; 00 17 00 00 01 00 0O OO TS 77 03 OO0 00 0O OO0 OO 5
DoEQR: 00 17 G0 00 04 G0 00 O3 Q0 00 00 00 &0 0D 00 G0 Unicode
00FOhy 00 04 ©0 AO 00 OO 0O DO OO0 0O 0O OO OO0 0O OO0 OO0 DOSDATE DENS{2105
ninfh: SF SF 73 74 75 62 73 00 OO0 00 00 OO0 00 00 OO0 OO DOSTIME
Template Results - MachOTemplate.ba @ FILETIME D5 DENAFS Q0:4717
Wi Wil OLETIME
* atruct Header header Bt Mach-0 header tiree_t 074205 WoD503
erum Magic magic 1Ed (FEEDFACFh)
arum CpuType opl_type EBE 64 [1000007h)
uinl32 cpu_sub type SOJ00003h
erum FikeType file_type MACH_EXECUTE (2)
uint32 num_load_commands 18
uint32 size_al_load_commands 296
erum Flags flags 2087205
wird3 2 reserved [x]
® ginich LosdCommandList kbadCommandlisg 18 load commands

¥ struc SymbolTable symbolTable

m M Variables e

[ ST S T - [T [ an aEw am i

E4-6 010 EditorESBHIRER
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L X B opioal -
: 0 _B850-1087 o Mach-0 z (:, ez & '-
30 T Pegition Encoging G Farpn Pl Respaint Borian Pracas Seant
A8 A1 A7 A0 84 B RGBT B B9 B BA B B0 B BF Pomiter  Cffael  Lergth  bdms Elerark Vakm
EPFREWFEIT #% o6 v1 [T 96 dR]isfi; #6 8 e 00 0 Em0EIa 0 puihic - eeeoutabi [0]
(] o0 3328 0 Tmacheo [0
il 0 328 i ¥ mach-o &4 LE [0]
Dniid +4 B i ko LE [0]
et #12 4 2 ity MH_EKECLITE: .
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X3RXTEXFFIMach-OMHEXERIFEE BN , EINEEEL RO a UGS

£/,

453 fEHES
fEmach_headerZ f5/&Load CommandfilEa< , XENIEARSTEMach-OSFINELARITRT |,

SWARZINEEREE ISHERERER | BRI SRIEIREIAT

struct load_command {
uint32_t cmd; /* type of load command */
uint32_t cmdsize;  /* total size of command in bytes */

g
ISR R RAB I | cmd FRAGERIRIINEE SHIKRE | cmdsizeFRARZRINE
AR PHIKN,

cmdRISEEIARE |, FrURAIINEA SHIZEHAR , ENERABSERAR. RRZEEHRT
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BAE PMHAE

JIIE=EEEES

fEload_command SR EEINN_E— N Z N FERFENFEN SN ER.

EMacOSRFTHLRNTIET , INEkan S R EMLBSRER— M EURER, EZEmac0S 10.12

B4t , iHaEn<SRISEE emdiIEVERB48M , BIIREDEXAT ¢

#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#ifndef
#define
#endif

#define

LC_SEGMENT  Ox1
LC_SYMTAB Ox2
LC_SYMSEG Ox3
LC_THREAD Ox4
LC_UNIXTHREAD Ox5
LC_LOADFVMLIB Ox6
LC_IDFVMLIB  Ox7
LC_IDENT Ox8
LC_FVMFILE Ox9
LC_PREPAGE Oxa
LC_DYSYMTAB Oxb
LC_LOAD_DYLIB Oxc

LC_ENCRYPTION_INFO_64 0x2C
LC_LINKER_OPTION Ox2D
LC_LINKER_OPTIMIZATION_HINT Ox2E
__OPEN_SOURCE__
LC_VERSION_MIN_TVOS Ox2F

LC_VERSION_MIN_WATCHOS 0x30

FraEXEINEER < ARSNXINEERERER | BlBaSERaRtE. Hh L E AN

#$HILC_SEGMENT. LC_LOAD_DYLINKER, LC_LOAD_DYLIB, LC_MAIN, LC_CODE_SIGNATURE,

LC_ENCRYPTION_INFOZ, TEFEA 1D BIHITNE.

O LC_SEGMENT : RRIXZ— IS  TEFEIMNEE NAHETEF. BRI

i<

SET—TiT1e.

O LC_LOAD_DYLIB : FRXE— NEEMNSINELEERE. ©FRdylib_commandZ5ia{AZE

e BXUNF :

struct dylib_command {



4.5 Mach-OS{HH&ER, 123

uint32_t cmd;
uint32_t cmdsize;
struct dylib dylib;

%

0O cmd 2% # 2 LC_ID DYLIB . LC_LOAD DYLIB . LC_LOAD_WEAK DYLIB 5
LC_REEXPORT_DYLIBRY , Z5—{5Fdylib_command45iafAZRrr. {EAdylibsEiaAKIZFiEE

INEAIENSEERIRIRER |, AR

struct dylib {

union lc_str name;

uint32_t timestamp;

uint32_t current_version;
uint32_t compatibility_version;

i3

nameFRENEENTTRIER , aiSHHERREMENSER |, SETIEEHTINE.

timestamp=FEREIA T IS EEFIERTHIRT B, current_versionScompatibility_version¥SEE T

SRR SHRERRES.

O LC_MAIN : LtEIN#E s SIER T T XEFRNFERE main VIIE , BB entry_point_

command/EHAFRR. EXUT :

struct entry_point_command {
uint32_t cmd;

uint32_t cmdsize;

uinté4_t entryoff;

uint64_t stacksize;

}3
entryoff FERIBRE 1 main () EREIAIS4HRTE. stacksizelBTE T #IIRRTHERE K/,

45.4 LC_CODE_SIGNATURE

LC_CODE_SIGNATUREZIBEZINE MBS | iR T Mach-ORKIBERER  EETIHEE
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B, {#linkedit_data_commandZ5f¥aiREzax, XU :

struct linkedit_data_command {
uint32_t cmd;
uint32_t cmdsize;
uint32_t  dataoff;
uint32_t datasize;

¥
dataoff ERIERE 7 XS F__LINKEDITEREUSUHRIEIE |, datasizeFERIERE T 2URAIR/,

B4 | anfaIilpRMach-OF B SAUIBEREEIR ? SHUBERERAVEIEE AT LAENUR
1A LHBBYbsd/sys/codesign. 3L #E].  BEAMUIDE R BB 8IS BREER—1 CS_SuperBlobZEHa{K

EX , ERREUNT :

typedef struct __SC_SuperBlob {
uint32_t magic;
uint32_t length;
uint32_t count;
CS_BlobIndex index[ ];
} CS_SuperBlob;

magicFERFSEE T BlobAYZEEY |, aliEEIT -

enum {
CSMAGIC_REQUIREMENT = OxfadeOcQO,
CSMAGIC_REQUIREMENTS = OxfadeOcOf1,
CSMAGIC_CODEDIRECTORY = OxfadeOc02,
CSMAGIC_EMBEDDED_SIGNATURE = OxfadeOccO,
CSMAGIC_EMBEDDED_SIGNATURE_OLD = OxfadeOb02,
CSMAGIC_EMBEDDED_ENTITLEMENTS = Oxfade7171,
CSMAGIC_DETACHED_SIGNATURE = OxfadeOccl,
CSMAGIC_BLOBWRAPPER = OxfadeObO1,

b

ITFE— N Blobkii , EREMNESRCSMAGIC_EMBEDDED_SIGNATURE , B ESE XA
HNEBRANESEER,

length=FERTEER T E SuperBlobAY K/ , HABEE T BEIENM4BAJCodeDirectory, Requirement
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5SentitementfIK/)\, countzZEIEBAT I FREB SO FEB. MindeddHia |, BIRES— 1 F5

BrIZS|T , BRI ZCS Blobindex , XA :

typedef struct _ BlobIndex {
uint32_t type;
uint32_t offset;

} CS_BlobIndex;

typetBBE T FLBRVSEEY | ANAEWT ¢

CSSLOT_CODEDIRECTORY = O,
CSSLOT_INFOSLOT = 1,
CSSLOT_REQUIREMENTS = 2,
CSSLOT_RESOURCEDIR = 3,
CSSLOT_APPLICATION = 4,
CSSLOT_ENTITLEMENTS = 5,
CSSLOT_SIGNATURESLOT = 0x10000,

offset=ERIEIA T FR HIEEA S E R HUERIARISHRR.

BE  MTERRHNERF  ER2HENSEF—ITFREEENRE —Tyel

CSSLOT_CODEDIRECTORYRIZEHE , BE2—NCS_CodeDirectoryZ5A(K , EXAT :

typedef struct __CodeDirectory {
uint32_t magic;
uint32_t length;
uint32_t version;
uint32_t flags;
uint32_t hashOffset;
uint32_t identOffset;
uint32_t nSpecialSlots;
uint32_t nCodeSlots;
uint32_t codeLimit;
uint8_t hashSize;
uint8_t hashType;
uint8_t platform;
uint8_t  pageSize;
uint32_t spare2;
uint32_t scatterOffset;
uint32_t teamOffset;

} CS_CodeDirectory;

ZEREIEFRRS | WERKTEERBRAIFER. hashOffsetigBA 7 hash&aEAYS 41
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XHm% (FEERAEX T RIS CS_CodeDirectory ), hashTypeShashSizefS8E 7 LIRS R fE
BHNELIIE—TREZEUENKE , BaimacOSHERNSREARSHAL , KEN20FT,
nSpecialSlots SnCodeSlots 5 & ¥ VB E R HUEFR BRINEL , AIE MU E R PATERY
Blob , [FESTXIEFXHNE. codesignf2FFIEXITEFHHTERAT , RXFSuperBlobhENF5:H
HTER . BIXIBIobAIAREIEARSHA-1EZE Hash{E | nSpecialSlotsHIERZ 2 B BlobAI ML,
[ERY | codesign&LApageSizeFEABERITNANNERNL (BEHEEYER0x1000 ) XIEFEUREHITE
% BNEBEEN—S£ERBEUE | nCodeSotsHERMESREURITIE , BIEFEIRA/N

PApagesizeFER/RHE.

fECS_CodeDirectory Z f5 , Hi2Requirements Y , B©2—NCS_SuperBlob 5K , 1§88 T

Requirement N B— 1R . BETEMEE — 1 RequirementFHIET , EER—

CS_GenericBlobZ5fa{AK , ENXAOF :

typedef struct __SC_GenericBlob {
uint32_t magic;
uint32_t length;
char data[ ];

} CS_GenericBlob;

AILAER  BIRNFERSCS_SuperBlob@—1FRY , RERHEZ T—Ndata=FER , FASKEMBlob
BUEIEKE.
ERequirementFUE T E , FiEEntitlement Y , BEHEZCS_GenericBlobZ5fa, 27/ Calculator

THEERERRIT | ERYENtitementHIEIEREZE—HxmIXXE | IREHRNASU AR :

<?xml version="1.0" encoding="UTF-8"?>
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<IDOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0/ /EN"
"http: / /7www.apple.com/DTDs/PropertyList-1.0.dtd" >
<plist version="1.0">
<dict>
<key>com.apple.security.app-sandbox< /key>
<true/>
<key>com.apple.security.files.user-selected.read-write< /key >
<true/>
<key>com.apple.security.network.client< /key>
<true/>
<key>com.apple.security.print< /key>
<true/>
</dict>
</plist>

BiE— 1 BlobiBEEXRFMANES | CertificatesBRZIFH tHECS_GenericBlobZ5H |, 12ENE _

HREPEIRRREAcersStd |, FERMacOSHIXMHTRSIERAE , SERINE4-8F7R.

06 calccer  Open with Keychain Access s

I Apple Code Signing Certification
‘ Authority

Subject Name

n Apple Inc.
Unit Apple Certidcation Authority
mon Name  Appie Code Signing Certification Authority

C Iry US
Croganuzatcn Apph Inc

Organucatonal Lnit Agple Certfication Authoreity
Common Name  Agple Root CA

Version 3

Sigrature Algorithm  SHA-1 with R5A Encryption ( 1.2.840.113549.1.1.5 )

Not Vaid Before Tuesday, Ocvober 25, 2011 a1 01:39:41 China Standard Time
Not Vard After Sunday, October 25, 2026 at 01:39:41 China Standard Time

n RSA Encryption { 1.2.840.113549.1.1.1)
€ Koy 256 bytes - A2 A3 1L 71 FFOEFS 0B
nent 65537

2048 bity

Koy Lnage Vertfy

Signature 256 bytes - 70 7XADFE 52 15 GA BY
Exterson KeyUsage(2.5.29.15)

fticat YES
Usage Digital Signanure, Key Cert Sign, CRL Sign

Exterson Basik Constraines | 2.5.29.19)



128 FHAE HHEAE

E4-8  {HERAmMacOSHXHFTUSIEBRE
TEHEREERRARNILHERBERIGIER, RZINFMETMach-OINE s SHIREZ

parse_machfile() , I FPHIZLIBXNU_SRC_Root/bsd/kern/mach_loader.c 345 |, ZRHo (AR HERAN

T

static load_return_t parse_machfile(
struct vnode *Vp,
vm_map_t map,
thread_t thread,
struct mach_header *header,
off_t file_offset,
off_t macho_size,
int depth,
int64_t aslr_offset,
int64_t dyld_aslr_offset,
load_result_t *result

)

{
uint32_t ncmds;

struct load_command  *Icp;
struct dylinker_command  xdIp = O;

integer_t dlarchbits = 0O;

void * control;

load_return_t ret = LOAD_SUCCESS;
caddr_t addr;

void * kl_addr;

vm_size_t size,kl_size;

size_t offset;

size_t oldoffset;

int pass;

proc_t p = current_proc();

int error;

int resid=0;

size_t mach_header_sz = sizeof(struct mach_header);
boolean_t abi64;

boolean_t got_code_signatures = FALSE;
int64_t slide = O;

if (header->magic == MH_MAGIC_64 ||
header->magic == MH_CIGAM_64) {
mach_header_sz = sizeof(struct mach_header_64);

case LC_CODE_SIGNATURE:
if (pass 1= 1)
break;
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ret = load_code_signature(
(struct linkedit_data_command *) Icp,
vp,
file_offset,
macho_size,
header->cputype,
result);
if (ret 1= LOAD_SUCCESS) {
printf("proc %d: load code signature error %d "
"for file \"%s\"\n",
p->p_pid, ret, vp->v_name);
if (Ics_enforcement(NULL))
ret = LOAD_SUCCESS;

Yelse{

got_code_signatures = TRUE;

b

if (got_code_signatures) {
unsigned tainted = CS_VALIDATE_TAINTED;
boolean_t valid = FALSE;
struct cs_blob *blobs;
vm_size_t off = O;

if (cs_debug > 10)
printf("validating initial pages of %s\n", vp->v_name);
blobs = ubc_get_cs_blobs(vp);

while (off < size && ret == LOAD_SUCCESS) {
tainted = CS_VALIDATE_TAINTED;

valid = cs_validate_page(blobs,
NULL,
file_offset + off,
addr + off,
&tainted);
if (Ivalid || (tainted & CS_VALIDATE_TAINTED)) {
if (cs_debug)
printf("CODE SIGNING: %s[%d]: invalid initial page at offset %lid
validated:%d tainted:%d csflags:0x%x\n",
vp->v_name, p->p_pid, (long long)(file_offset + off), valid, tainted,
result->csflags);
if (cs_enforcement(NULL) ||
(result->csflags & (CS_HARD|CS_KILL|CS_ENFORCEMENT))) {
ret = LOAD_FAILURE;
b
result->csflags &= ~CS_VALID;

}
off += PAGE_SIZE;
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BMAEE RGBT FE KD SMload_code_signature()Scs_validate_page ()5 , BIE AR
INEARBES | BERRGIESYERE.

load_code_signature() FENE AL B & Z AT , 1813 ¥ FJ ubc_cs_blob_get() RIXKEN4FE CPURY
cs_blob$§%t. ubc_cs_blob_get()5— XA ,iR[EIAcs_blobigEtAZ ,S1EFubc_cs_ blob_add()
SRANEL SIS HREIBIObER. ; BRI ube_cs_blob_get()FtFi=IREIRTFHAIcs_blobgkt,
LURHAAREERE , RASEXFAIRNEFHcs_blobiBitERRIAEERIEX , BIX5 AR
FBubc_cs_generation_check MB#IEHEES , Z /58 ubc_cs_blob_revalidate ()X BlobffEEIGIIE .,

FERload_code_signature () EREUTED :

static load_return_t
load_code_signature(
struct linkedit_data_command  *lcp,

struct vnode *Vp,

off_t macho_offset,

off_t macho_size,

cpu_type_t cputype,

load_result_t *result)
{

int ret;

kern_return_t  kr;
vm_offset_t addr;

int resid;
struct cs_blob  *blob;
int error;

vm_size_t blob_size;

addr = O;
blob = NULL;

if (Icp->cmdsize != sizeof (struct linkedit_data_command) ||
Icp->dataoff + Icp->datasize > macho_size) {
ret = LOAD_BADMACHO;
goto out;

b

blob = ubc_cs_blob_get(vp, cputype, macho_offset);
if (blob I= NULL) {
if (blob->csb_cpu_type == cputype &&
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blob->csb_base_offset == macho_offset &&
blob->csb_mem_size == Icp->datasize) {
if(O 1= ubc_cs_generation_check(vp)) {
if (O != ubc_cs_blob_revalidate(vp, blob, 0)) {
ret = LOAD_FAILURE;
goto out;
}
b
ret = LOAD_SUCCESS;
}else {
ret = LOAD_BADMACHO;
T

goto out;

}

blob_size = Icp->datasize;
kr = ubc_cs_blob_allocate(&addr, &blob_size);
if (kr 1= KERN_SUCCESS) {

ret = LOAD_NOSPACE;

goto out;

b

resid = 0;
error = vn_rdwr(UIO_READ,
vp,
(caddr_t) addr,
Icp->datasize,
macho_offset + Icp->dataoff,
UIO_SYSSPACE,
o,
kauth_cred_get(),
&resid,
current_proc());
if (error || resid 1= 0) {
ret = LOAD_IOERROR;
goto out;

3

if (ubc_cs_blob_add(vp,
cputype,
macho_offset,
addr,
Icp->datasize,
0)){
ret = LOAD_FAILURE;
goto out;
Yelse {
addr = O;
b

#if CHECK_CS_VALIDATION_BITMAP
ubc_cs_validation_bitmap_allocate( vp );
#endif

blob = ubc_cs_blob_get(vp, cputype, macho_offset);
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ret = LOAD_SUCCESS;
out:
if (ret == LOAD_SUCCESS) {
result->csflags | = blob->csb_flags;
result->platform_binary = blob->csb_platform_binary;
result->cs_end_offset = blob->csb_end_offset;

if (addr 1= 0) {
ubc_cs_blob_deallocate(addr, blob_size);
addr = O;
}
return ret;
b

TR, BUEIREIAIcs_blobfgtt , HSLR IR E R EEPAICS_SuperBlobfgFT3EL,

ubc_cs_blob_add VAICEBELERIS , BEEM T LATIIMIIE.

(1) 8 FB cs_validate_csblob() 36 F cs_blobFE£THIE & | cs_validate_csblob() & Xt CSMAGIC_
EMBEDDED_SIGNATURE 5 CSMAGIC_CODEDIRECTORY il HH M RO I iF 4 182 , B 1F @ B
cs_validate_codedirectory()3&3IFCS_CodeDirectoryZ5¥HARIE TR , LA cs_validate_blob() L& IE
CS_SuperBlobHE— CS_GenericBlobZ2 & 51283,

(2) J@FBmac_vnode_check_signature ()3 UEBIobIRAYRIEESE B R ELEBIobIRAISHALIEE
BESITENEREEE.

(3) INEFERILIEE B Hash{ER. |, IHFTcs_blobsFER , AT —SHINFRERIIMES.
ubc_cs_blob_revalidate OISR ET ST Subc_cs_blob_add()HHE , (EEAERE T —LEF S
B EIHEERSR—LE, load_code_signature()5eRLAE , ST ubc_get_cs_blobs()3XE)cs_blobs

185t , BRfEVEFcs_validate_page() , IFXTUIUE 4P E—TIHIENER.
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DA LGB {M5efS . LC_CODE_SIGNATURERAMEST Y . MIRIRBEHIRAE  MiRRMUBESR
WIEEE T,

HRTRBEE , TERIIEHHIEME, Mach-OFRFIRFERTRBINERA |, 0
Hin S FIERPSE—LC_ENCRYPTION_INFONE A< , BEFE 7 Mach-ORIIIEER. WTFI
NS | BiOSEFFEHELBRANEENIZASREEL., OSERFHTZENFINERR , 233

App Storedh_FZRAIR FREATT IS EURINE.

WINERI AP |, O BRNHERNBTEZLEINERN , MERMBHIENXEHRZ
LC_ENCRYPTION_INFOINE#R<, DITAREEXIINEIAIAppBHTERDHT , BRI —IR
fRE (1B "R ) #ME.

LC_ENCRYPTION_INFO{sEencryption_info_commandZ5¥a{AZ=7~ ( LC_ENCRYPTION_INFO_64

{85 encryption_info_command_643&3~ ), EXHTF :

struct encryption_info_command {
uint32_t cmd;
uint32_t cmdsize;
uint32_t  cryptoff;
uint32_t  cryptsize;
uint32_t  cryptid;
bg

cryptoffSeryptsize B BIFEBA 7 INEEWRRIS RIS KN |, cryptidigRE T (ERRIINER

HRBRRYZ £ A RiRIEMach-OTE R I cRIFE TSRS = | FRAH TEIRSIOST
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BAppAIIB#EE T Edumpdecrypted® |, FARFHEEIERESRIREME |, Fi&cryptidEH0 , K
IXEfEE AppRIERY.

TEBEXREEZAUALIELC_ENCRYPTION_INFO , ERIMRITERE Rparse_machfile() , £

BREAT :

static load_return_t parse_machfile(
struct vnode *Vp,
vm_map_t map,
thread_t thread,
struct mach_header *header,
off_t file_offset,
off_t macho_size,
int depth,
int64_t aslr_offset,
int64_t dyld_aslr_offset,
load_result_t *result

#if CONFIG_CODE_DECRYPTION
case LC_ENCRYPTION_INFO:
case LC_ENCRYPTION_INFO_64:
if (pass 1= 3)
break;
ret = set_code_unprotect(
(struct encryption_info_command #) Icp,
addr, map, slide, vp,
header->cputype, header->cpusubtype);
if (ret 1= LOAD_SUCCESS) {
printf("proc %d: set_code_unprotect() error %d "
"for file \"%s\"\n",
p->p_pid, ret, vp->v_name);
if (ret == LOAD_DECRYPTFAIL) {
proc_lock(p);
p->p_lflag |= P_LTERM_DECRYPTFAIL;
proc_unlock(p);

psignal(p, SIGKILL);

break;
#endif
default:
ret = LOAD_SUCCESS;
break;

@ dumpdecrypted FEHEAE : https:/github.com/stefanesser/dumpdecrypted,
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LHEFAZECENSHERBHES ( BIENX T CONFIG_CODE_DECRYPTION ) Zf5 , parse_

machfile () ERZIESREHTLC_ENCRYPTION_INFOSLC_ENCRYPTION_INFO_64/0E <.

EREEART set_code_unprotect()ERECRXIADHT THER, . 1ZEREUE T encryption_info_command Y

cryptidRIREERRIINIZR S , AEXHMUBHTAERE., ABRRIT

#if CONFIG_CODE_DECRYPTION

static load_return_t
set_code_unprotect(
struct encryption_info_command *eip,
caddr_t addr,
vm_map_t map,
int64_t slide,
struct vnode  *vp,
cpu_type_t cputype,
cpu_subtype_t cpusubtype)

if (eip->cmdsize < sizeof(*eip)) return LOAD_BADMACHO;

switch(eip->cryptid) {
case O:
return LOAD_SUCCESS;
case 1:
cryptname="com.apple.unfree";
break;
case Ox10:
cryptname="com.apple.null";
break;
default:
return LOAD_BADMACHO;
b

if (map == VM_MAP_NULL) return (LOAD_SUCCESS);
if (NULL == text_crypter_create) return LOAD_FAILURE;

crypt_file_data_t crypt_data = {

filename = vpath,

.cputype = cputype,

.cpusubtype = cpusubtype};
kr=text_crypter_create(&crypt_info, cryptname, (void*)&crypt_data);
FREE_ZONE (vpath, MAXPATHLEN, M_NAMEI);
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offset = mach_header_sz;
uint32_t ncmds = header->ncmds;
while (ncmds--) {

struct load_command *lcp = (struct load_command #)(addr + offset);
offset += Icp->cmdsize;

switch(lcp->cmd) {
case LC_SEGMENT_64:
segb4 = (struct segment_command_64 *)lcp;
if ((seg64->fileoff <= eip->cryptoff) &&
(seg64->fileoff+seg64->filesize >=
eip->cryptoff+eip->cryptsize)) {
map_offset = seg64->vmaddr + eip->cryptoff - seg64->fileoff + slide;
map_size = eip->cryptsize;
goto remap_now;
}
case LC_SEGMENT:
seg32 = (struct segment_command *)lcp;
if ((seg32->fileoff <= eip->cryptoff) &&
(seg32->fileoff+seg32->filesize >=
eip->cryptoff+eip->cryptsize)) {
map_offset = seg32->vmaddr + eip->cryptoff - seg32->fileoff + slide;
map_size = eip->cryptsize;
goto remap_now;

3
¥

return LOAD_BADMACHO;
remap_now:

kr = vm_map_apple_protected(map, map_offset, map_offset+map_size, &crypt_info);

if(kr) {

printf("set_code_unprotect(): mapping failed with %x\n", kr);
crypt_info.crypt_end(crypt_info.crypt_ops);
return LOAD_PROTECT;

b

return LOAD_SUCCESS;
}

#endif

text_crypter_create() & — /| text_crypter_create_hook_t X B £ F 15 % , E W & K 1B

osfmk/kern/page_decrypt.c3 {47 T text_crypter_create_hook_set() TR &,

IR TR R TR RIS R erypt_infof5 , text_crypter_create (V2R ITE B EEMIFZIRETE!
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AEAHEIES AN |, FEFvm_map_apple_protected () THEZIR(E.

HRTFRZAMCIET LIEERF , #EINEEmMacOSER LEBRNAK., HERIRHN

macOS 102X FKZ +F , EREEREAMRBEMBITAEE , LC_ENCRYPTION_INFO 5

LC_ENCRYPTION_INFO_64 & & SEALSAAERN T

. FILAfE otoold 4T TR EFEMach-OXHRIMNE SER

otool -I /usr/bin/python
/usr/bin/python:
Load command O
cmd LC_SEGMENT_64
cmdsize 72
segname __PAGEZERO
vmaddr 0x0000000000000000
vmsize 0x0000000100000000
fileoff O
filesize O
maxprot 0xO0O000000
initprot OXxO0000000
nsects O
flags OxO
Load command 1
cmd LC_SEGMENT_64
Load command 15
cmd LC_DATA_IN_CODE
cmdsize 16
dataoff 17776
datasize O
Load command 16
cmd LC_CODE_SIGNATURE
cmdsize 16
dataoff 20528
datasize 9344

BATLAEAMachOViewEE , IERUE4-9F7R.
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LK ] B opinad
BT &
* Lol SHTITEL HICTH [H 7Y M (e

LC SEOMENT Bd [_FAGETERD)
* LC_SEGMENT Nl [_TEETH
¥ LC_SEGMENT G4 [_IDATK]
LE_SECRAEHT_B4 [_LIMKEDIT)
LE_OWLD: IMFDI_ OHLY
LC_SYMTARE
LE_OYSYHTAR
LI 0D OYLINKER
L e
LC VERBICM MM _MACDSEY
LC_SOURCE VERSIDN

oiseeie  Smded. Command  LC_MATH
aiIMEsE  dmded. Comepnd. 34
SIEIMNGE  MSEd. Eatry of. B753
BREIMNAN  HSREE. Stmckuize B

SIENEE  fxld_ Eatry Foo BelBRBRITIR

LC_LOAD 0YLIN (Foundstion)
LC_LOAD: OYLIN fibabje & dylib
LC_LOAD 07LIR (ibSyarterm & dylis)
LE_LOAD OYLIR Poere Fosndation)
LG FUNGTION_STARTS

LG OATA W _CODE

E4-9 {ERAMachOViewBEEMHRGSER

455 LC_SEGMENT

BRINEL A< LC_SEGMENTHEIAR T 32{Mach-OSHRIERISE. fEEFsegment_commandZ5Ha{Ask

T, CRIEXAT

struct segment_command {
uint32_t cmd;
uint32_t cmdsize;
char segname[16];
uint32_t vmaddr;
uint32_t vmsize;
uint32_t fileoff;
uint32_t filesize;
vm_prot_t maxprot;
vm_prot_t initprot;
uint32_t nsects;
uint32_t flags;

be

Q segnameFERE—M6FTIA/NITIE , FARFHEERAIER.
Q vmaddr=FEISEE T BRENEAIEIURFHBIL,
Q vmsizeFEIEA T BRAT SRIEFARTRRIAR N,

Q fileoffEIERA T EREERTAE S R mABHELL .
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Q filesize=FERFEAR T FRAMESEFRAIA/N.

O maxprot=F RIS T WEPMTHEZERI&RERFRIF.
Q initprot=*FRIEEA T TNEHIIRAIATFIRIF.

O nsects FEIEIA T RATB ST DX,

0 flagsFEAEIA T REVTEIER.

5Lc_SEGMENTXIMAJRELC_SEGMENT_64 , B{fFsegment_command_6445FA{AZRT~ , iEid

T 64Mach-OXMHRIERRIEARER. , EXAT ¢

struct segment_command_64 {
uint32_t cmd;
uint32_t cmdsize;

char segname[16];
uint64_t vmaddr;
uint64_t vmsize;

uinte4_t fileoff;
uinteé4_t filesize;
vm_prot_t maxprot;
vm_prot_t initprot;
uint32_t nsects;
uint32_t flags;

%

ATEFRA X 53URIER—5 , TERIIERITIEHEENFR.

—MRIFEIEFTHREFED S TR  AREEREIEMARRRRS. R SR
MAEREER , MA—1MBA_TEXTRERF , 53 B AY maxprot = BR 1£ 4w 1% A # IR & AX
VM_PROT_READ ( BJiE ). VM_PROT_WRITE ( B]5 ). VM_PROT_EXECUTE ( BJ#11T ), initprot
FERFIR B RVM_PROT_READSVM_PROT_EXECUTE , IXHFIEAEM., — NS ERINERER |

NBREDBEEAUTER , BRAERNVER , IRERABRAE | KR THRE TR
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initprot=2EZ IVM_PROT_WRITE,

nsects FRIEE T RMBEGBSBINLANTE , —1TRALUEGZFONHSIHX. W
__PAGEZEROBIABEHATK | IZERWIMRATISHBEMER | MEIZIEMRE=ERISE—R

BT EEXINULLIEEHRYS .

M RESZIMTIRE | BRESSUEENFEAFHEERIIEG SEH, DRERSHE

{iKsectionFZ7~ ( 64{i[{FFEsection_643FKx ), XU :

struct section {
char sectname[16];
char segname[16];
uint32_t addr;
uint32_t size;
uint32_t offset;
uint32_t  align;
uint32_t reloff;
uint32_t nreloc;
uint32_t flags;
uint32_t reservedi;
uint32_t reserved?;

i3

sectname FERFR~ 10 XAYBFR , segnameFERFR/ T3 XFTTERYER S | addrSsizetEBE T 5 XFR
FERIREEIES KN | offsettEBE T 15 XFRTERISH RS | alignZn 10 KEYTFIITTIAR | reloff

BT EEESEAIUH RS | nrelocREEMFZBEIEE | flagsN 2T X—LirEEM.

BRI SR — N FRflags 7l T RAII—EREREME , BUEWT !

#define SG_HIGHVM  Ox1

#define SG_FVMLIB Ox2

#define SG_NORELOC Ox4

#define SG_PROTECTED_VERSION_1  Ox8

(BEEXSTAESG_PROTECTED_VERSION_1 , MER RS TiZiRENAT , TREREAITINES
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BY. TEmacOShRZ<10.6LART , REtEFRAESEIRHITERAYINGE SHE#E | 10.6hRAN{ER T Blowfish

nEEE. ZBMi0SiEH T Eclass-dump® 124t T — NS EURER R T Edeprotect , B3GEAY

EETLSECRINIER T EREEEED.

&®fE . {FEMachOView L EEE R Hipythonf2F__TEXTERAVERE , WIE4-10Ff73.

4.6 ThASE

LR B gython
- e
v Enscinabbn (KBS 8] Ot Dtn Dascrizier snan
Mpeivid Header UZWEE  AECULOLE Lommans LE_SEGHENT -
© Lasd Canrsnsg [ TEUH T TR Comsand Size [T
LC_SEGMERT_GA [_PAGEZERO) MORETR  SFLFSAASEASIIMIBARNN. Ceguent Hpss _TEm
¥ L[_SDOMINT_B4 [_TINT] 202 eI 2R P W Addresy EHALTIRG
Bactind Haadar |t PAZEINE  A2EEIBATEIRE W Sice 1218
Secviordd Header |_snaba) MEMEIAIE  GREIZEE IR File 0ffsen []
Secziandd Haader |_utub_halger) LLoh EEI L L S e File Sipe 122e=
Sectiordd Hesder |_catring] MOREAN  AISENGT Frciimgs W Protection
Sectiorad Header |_tarstl [N VH_PROT_REAT
Arovinnad Header |_unwing_inlu J L VH_PROT_ WM
Secionid Hander [_sh_tramal [T VH_PRET_EXE_

* LO_SCOMERT. B4 _DATAY

LE_SESMERT_BS [_LIMEEDT]
LG BYLE iMFG GHLY

HGitail  adiadinh

Initial V& Protection
a2zl
LT

VH_PRDT_READ
VH_PROT_ExE_

LE SYMTAR (LTI T muster of Sectlens P
LY BETLIELE iRt aRisiiag Flags

LO_LOKD_DY¥LIKKER

LE_ia

LE VERBHIH Mid MACOEN
LE_SOUS0E_ MERSION

LE_MUIK
LE_LO&D_GY LIB D0ane P oused st on |
LG L&D Y LIB Oind yassm, B avisg
LC_FUNCTHIH_STARTS
LC_CATA_IM_COOE

LC COOE SGMATIRE

El4-10

MachOViewEZ&__TEXTERHIER

Windows RFHITNEFEZRDLLIY |, LinuxRFE2s03 {4 , macOSERKFHIENZSZEN (A dylib

M, dylibARER EZ—1"Mach-OfENHIN 4 , ESEBAIMach-OFITSHEERILF

HEESHEE F—EMH_DYLIB ,

— 1EMH_EXECUTE,

@ class-dump REEHELE : https://github.com/nygard/class-dump,

(E=NE= A
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ERFRusrlibERT |, T T ABMRSHINBEFRERRNSEXY | EffieidEE

ZAEENAEElibobjc.dylibfySE. , HHIT :

$ file /usr/lib/libobjc.dylib

/usr/lib/libobjc.dylib: Mach-O universal binary with 3 architectures

/usr/lib/libobjc.dylib (for architecture i386): Mach-O dynamically linked shared library i386
/usr/lib/libobjc.dylib (for architecture x86_64): Mach-O 64-bit dynamically linked shared library x86_64
/usr/lib/libobjc.dylib (for architecture x86_64h):  Mach-O 64-bit dynamically linked shared library x86_64

M HEERTLAEL | libobje.dylib@— MBI HHIS4 8877 3FCPUZEHIAIMach-O,
B4h , BTLAEEMach-OR I IR T HotoolEEdylibIER |, IBEENSENKIREESS ,

AR :

$ otool -L /usr/lib/libobjc.dylib

/usr/lib/libobjc.dylib:
/usr/lib/libobjc.A.dylib (compatibility version 1.0.0, current version 228.0.0)
/usr/lib/libauto.dylib (compatibility version 1.0.0, current version 1.0.0)
/usr/lib/libc++abi.dylib (compatibility version 1.0.0, current version 125.0.0)
/usr/lib/libc++.1.dylib (compatibility version 1.0.0, current version 120.1.0)
/usr/lib/libSystem.B.dylib (compatibility version 1.0.0, current version 1225.0.0)

4.6.1 HEIMSE

XcodeIMEIRM T BIR NS ERN TIEEMNR , QIS ERTGIALLRE SR, EXcodeHRikHE
File—New—Project , FEFTFHAI TIZEMISEEIHEEF |, IEIFIREmacOS—Framework & Library,
AR Library , RifiNextiztH, B REIFHAIB BFRmylib , TypeiEEDynamic , /i Next

RHIARMBREFAIRE , TEMET 7. BT RENTIEXHRS

#import <Foundation/Foundation.h>
@interface mylib : NSObject

-(void) hello;

@end

#import "mylib.h"

@implementation mylib
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-(void) hello {

NSLog(@ "hello world");
b
@end

RF/E REEEProduct—Build , BiE fZIREESEcommand+BEFURIEMIN T . SpSHUTRE |

MR mylib.dylib3Z {4,

XcodeBIFERIIIE ZExcodeproj3{4 , BTLAFEFIXcodef@ A T ExcodebuildEap $1T N wiE.

fEap 1T MR TREMFIERNER | HliTxcodebuild B I

$ xcodebuild
=== BUILD TARGET mylib OF PROJECT mylib WITH THE DEFAULT CONFIGURATION (Release) ===

Check dependencies

Write auxiliary files

write-file

/Users/macbook/Documents/macbook/macbook/code/chapter4/mylib/build/ mylib.build/ Release/mylib.build/m
ylib-own-target-headers.hmap

write-file

/Users/macbook/Documents/macbook/macbook/code/chapter4 /mylib/build/mylib.build/Release/mylib.build/m
ylib-all-non-framework-target-headers.hmap

/bin/mkdir -p

/Users/macbook/Documents/macbook /macbook/code/chapter4/mylib/build/ mylib.build/Release/mylib.build/O
bjects-normal/x86_64

write-file

/Users/macbook/Documents/macbook /macbook/code/chapter4/mylib/build/ mylib.build/Release/mylib.build/O
bjects-normal /x86_64/mylib.LinkFileList

CompileC build/mylib.build/Release/mylib.build/ Objects-normal /x86_64/mylib.o mylib/mylib.m normal x86_64
objective-c com.apple.compilers.llvm.clang.1_O.compiler

cd /Users/macbook/Documents/macbook/macbook/code/chapter4/mylib

export LANG=en_US.US-ASCII
/Applications /Xcode.app/ Contents/ Developer/Toolchains / XcodeDefault.xctoolchain/ usr/bin/clang -x objective-c
-arch x86_64 -fmessage-length=94 -fdiagnostics-show-note-include-stack -fmacro-backtrace-limit=0
-fcolor-diagnostics -std=gnu99 -fobjc-arc -fmodules -gmodules -fmodules-prune-interval = 86400
-fmodules-prune-after=345600
-fbuild-session-file= /var/folders /rd/mts0362j0n92rq0z1cnmdb580000gn/C/org.llvm.clang/ModuleCache/ Sessio
n.modulevalidation -fmodules-validate-once-per-build-session -Wnon-modular-include-in-framework-module
-Werror=non-modular-include-in-framework-module -Wno-trigraphs -fpascal-strings -Os -fno-common
-Wno-missing-field-initializers -Wno-missing-prototypes -Werror=return-type -Wunreachable-code
-Wno-implicit-atomic-properties -Werror =deprecated-objc-isa-usage -Werror=objc-root-class
-Wno-arc-repeated-use-of-weak -Wduplicate-method-match -Wno-missing-braces -Wparentheses -Wswitch
-Wunused-function -Wno-unused-label -Wno-unused-parameter -Wunused-variable -Wunused-value -Wempty-body
-Wconditional-uninitialized -Wno-unknown-pragmas -Wno-shadow -Wno-four-char-constants -Wno-conversion
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-Wconstant-conversion -Wint-conversion -Wbool-conversion -Wenum-conversion -Wshorten-64-to-32
-Whpointer-sign -Wno-newline-eof -Wno-selector -Wno-strict-selector-match -Wundeclared-selector
-Wno-deprecated-implementations -DNS_BLOCK_ASSERTIONS=1 -DOBJC_OLD_DISPATCH_PROTOTYPES=0
-isysroot

/ Applications/ Xcode.app/ Contents / Developer /Platforms /MacOSX.platform/Developer/SDKs/MacOSX10.11.sdk
-fasm-blocks -fstrict-aliasing -Wprotocol -Wdeprecated-declarations -mmacosx-version-min=10.11 -g
-Wno-sign-conversion -iquote

/Users/macbook/ Documents/macbook/macbook/code/chapter4/mylib/build/ mylib.build/ Release/mylib.build/m
ylib-generated-files.hmap

-1/ Users/macbook/Documents /macbook/macbook /code/chapter4 / mylib/build/mylib.build/Release /mylib.build/m
ylib-own-target-headers.hmap

-1/Users /macbook/Documents /macbook /macbook/code/chapter4 / mylib/build/ mylib.build/Release /mylib.build/m
ylib-all-target-headers.hmap -iquote
/Users/macbook/Documents/macbook/macbook/code/chapter4/mylib/build/ mylib.build/ Release/mylib.build/m
ylib-project-headers.hmap

-1/Users/macbook/Documents /macbook/macbook/code/chapter4 /mylib/build/Release /include
-1/Users/macbook/Documents/macbook/macbook/code/chapter4 / mylib/build / mylib.build/ Release /mylib.build /D
erivedSources/x86_64

-1/ Users/macbook/Documents /macbook/macbook/ code/ chapter4 /mylib/build/ mylib.build/ Release /mylib.build /D
erivedSources -F/Users/macbook/Documents/macbook/macbook/code/ chapter4/mylib/build/Release -MMD
-MT dependencies -MF
/Users/macbook/Documents/macbook/macbook/code/chapter4 /mylib/build/ mylib.build /Release /mylib.build/O
bjects-normal /x86_64/mylib.d --serialize-diagnostics

/Users/macbook/Documents/macbook /macbook/code/chapter4/mylib/build/ mylib.build/Release/mylib.build/O
bjects-normal/x86_64/mylib.dia -c
/Users/macbook/Documents/macbook/macbook/ code/chapter4 /mylib/mylib/mylib.m -o

/Users/macbook/Documents/macbook /macbook/code/chapter4/mylib/build/ mylib.build/Release/mylib.build/O
bjects-normal /x86_64/mylib.o

Ld build/Release/libmylib.dylib normal x86_64
cd /Users/macbook/Documents/macbook/macbook/code/chapter4 /mylib
export MACOSX_DEPLOYMENT_TARGET=10.11

/Applications /Xcode.app/Contents/ Developer/Toolchains / XcodeDefault.xctoolchain/usr/bin/clang -arch x86_64
-dynamiclib -isysroot

/Applications / Xcode.app/Contents/Developer/Platforms /MacOSX. platform/Developer/ SDKs /MacOSX10.11.sdk
-L/Users/macbook/Documents/macbook/macbook/code/chapter4/mylib/build/Release

-F /Users/macbook/Documents/macbook/macbook/code/chapter4 /mylib/build/ Release -filelist
/Users/macbook/Documents/macbook/macbook/code/chapter4 /mylib/build/mylib.build/Release/mylib.build/O
bjects-normal/x86_64/mylib.LinkFileList -install_name /usr/local/lib/libmylib.dylib -mmacosx-version-min=10.11
-fobjc-arc -fobjc-link-runtime -single_module -compatibility_version 1 -current_version 1 -Xlinker -dependency_info
-Xlinker

/Users/macbook/Documents/macbook /macbook/code/chapter4/mylib/build/ mylib.build/Release/mylib.build/O
bjects-normal/x86_64/mylib_dependency_info.dat -o
/Users/macbook/Documents/macbook/macbook/code/chapter4 /mylib/build/Release/libmylib.dylib

GenerateDSYMFile build/Release/libmylib.dylib.dSYM build/Release/libmylib.dylib

cd /Users/macbook/Documents/macbook/macbook/code/chapter4/ mylib

/Applications /Xcode.app/Contents/Developer/Toolchains / XcodeDefault.xctoolchain /usr/bin/dsymutil
/Users/macbook/Documents/macbook /macbook/code/chapter4/mylib/build/Release/libmylib.dylib -o
/Users/macbook/Documents/macbook /macbook/code/chapter4 /mylib/build/Release/libmylib.dylib.dSYM

CodeSign build/Release/libmylib.dylib
cd /Users/macbook/Documents/macbook/macbook/code/chapter4/mylib
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export
CODESIGN_ALLOCATE = /Applications / Xcode.app/ Contents / Developer/ Toolchains / XcodeDefault.xctoolchain /usr /b
in/codesign_allocate

Signing Identity:

/usr/bin/codesign --force --sign - --timestamp=none
/Users/macbook/Documents/macbook/macbook/code/chapter4 /mylib/build/Release/libmylib.dylib

** BUILD SUCCEEDED #*

M TR RERALIES , BMRRITES Y © MEH ( Check dependencies ). EAZIEN
ST{# ( Wite auxiliary files ). 4% ( CompileC ). 48 ( Ld ). AERRIEIRAFE ( GenerateDSYMFile )
A3%E ( CodeSign ) 655,
RIEATEA R RIZEE R Clang | XEFRA TR FRERCCCRTILREE, B
BT, R ST A, Linix T, HEERERCIngRIiE A SRAEER | jEE
RSN T . £ S — S T ERTENGSERSE , (B
. BE—SEAREE  MIEEESSEBINBRT , XcodBiAERadhocs e,
RIFARIRIFHEE | ETR S ATLIBT LS AIERstia | tATLUMRLinuxBassiE

ERRSRE dlopen(). disym()F oA,

4.6.2 dyld

SERREERIET , FERE RS INEEMREINEEHT. siSHEmnEs
ERFEPUTHOTXHEERAEE , —RUAEFSEMach-OXHBOEE— D
LC_LOAD_DYLINKERAY/NEER <. ILANEARSIERE 7 dyldRIERIR , BEEAAER/usr/lib/dyld, &

FERRAENIEMach-O (4T , SERIXEEISEREREASISERRIIIEES R INZkdylib,
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ATAMFERBN | dyldENNEBT/E R T =417 ( shared cache ) R, TEAFEERIRT ,
SEESWAYIdRERIRES , 25, HMach-OBMEINERT , dyldESE2iEE ZMach-OlE S
NS EREELZELTT  RA  VERSCEREAGERIAF I RETEHZN
FittzE). ERERFERBRNRAFNSERSIBERT | XEHISERIRFEFREE

update_dyld_shared_cache f2 FHA{R 7 dyld I ZREFE KM , © = /var/db/dyld/
shared_region_roots/ B3k FAYpathsE&1Z3 M4 | IXEpaths IR R T FEIMAZIHZELEFAIMach-0
N {HEERFIZR, update_dyld_shared_cache ()& 1EXEEMach-O3 {4 R ELKEAIdylibZE AN INEIHZ L

B,

HEREFRUEF R ERE /var/do/dyld/ B R TR , £EHE%EFupdate_dyld_shared_
cachefEFAIF/ustbin BRT , 2T ESNEMRRLEEER—MEFFLURXS R A it

map3 , 4R

Is -1 /var/db/dyld/

total 1741296

-rw-r--r-- 1 root wheel 333085108 Apr 22 15:02 dyld_shared_cache_i386
-rw-r--r-- 1 root wheel 65378 Apr 22 15:02 dyld_shared_cache_i386.map
-rw-r--r-- 1 root wheel 558259294 Apr 25 16:18 dyld_shared_cache_x86_64h
-rw-r--r-- 1 root wheel 129633 Apr 25 16:18 dyld_shared_cache_x86_64h.map
drwxr-xr-x 10 root wheel 340 Apr 7 09:19 shared_region_roots

BJLAfE R dyld_shared_cache_util TEREFEMNHEZER , 2 LEMFdyldRBHEY

launch-cache\dyld_shared_cache_util.cpp3{4 , EBEFRIFE. B, BeJLAERdyIHRAAIF

/N RR #dyld_shared_cache_extract_dylibs() 5 dyld_shared_cache_extract_dylibs_progress () f#FF cache

N, KRB FdyldiEAABAYlaunch-cache\dsc_extractor.cpp A4,



4.6 TSP 147

update_dyld_shared_cachelB&E RER AN LIRS LRGSR FAEHITAR. HR , AILF

BiE1Tsudo update_dyld_shared_cache S REFIHZER FNHZEEFSARR NASHNEEHNE

%ﬁo

4.6.3 ThASFERIINE
dyldEFRIBMERRNEEARLRD . SANMENE  CEFEN , (HIAZBT LT ERE
M TEHEANRAIEC , IEERCINEEAT . TRARINESERES,

RAENZEMENSER , 2MNEdyld , 2AETERMIT_dyld_start()ER%Y. ZREHIT
dyldbootstrap::start() , [5& X EHYT_main()EREL , dyldINE IS ERASFLEM _main (O FFEHIT

8. TELAdYIdGERAEBAI360. 18RRAIFEARHITOT

uintptr_t

_main(const macho_header* mainExecutableMH, uintptr_t mainExecutableSlide,
int argc, const char* argv[ ], const char* envp[ ], const char* apple[],
uintptr_t* startGlue)
//E—%  REEBTHE  LBRETE
uintptr_t result = O;
sMainExecutableMachHeader = mainExecutableMH;

setContext(mainExecutableMH, argc, argv, envp, apple);
sExecPath = _simple_getenv(apple, "executable_path");

if (IsExecPath) sExecPath = apple[0];

@ dyld &bk : http://opensource.apple.com/tarballs/dyld,
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sExecShortName = ::strrchr(sExecPath, '/');
if ( sExecShortName != NULL )
++sExecShortName;
else
sExecShortName = sExecPath;
sProcesslsRestricted = processRestricted(mainExecutableMH, &ignoreEnvironmentVariables,
&sProcessRequiresLibraryValidation);
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if ( sProcesslsRestricted ) {
#if SUPPORT_LC_DYLD_ENVIRONMENT
checkLoadCommandEnvironmentVariables ();
#endif
pruneEnvironmentVariables(envp, &apple);
setContext(mainExecutableMH, argc, argv, envp, apple);
T
else {
if ( lignoreEnvironmentVariables )
checkEnvironmentVariables(envp);
defaultUninitializedF allbackPaths (envp);
b
if ( SEnv.DYLD_PRINT_OPTS )
printOptions(argv);
if ( SEnv.DYLD_PRINT_ENV )
printEnvironmentVariables(envp);
getHostlnfo (mainExecutableMH, mainExecutableSlide);

//B=S | IRILERRF
try {
addDyldimageToUUIDList();
CRSetCrashLogMessage (sLoadingCrashMessage);
sMainExecutable = instantiateFromLoadedimage(mainExecutableMH, mainExecutableSlide,
sExecPath);
gLinkContext.mainExecutable = sMainExecutable;
gLinkContext.processlIsRestricted = sProcesslsRestricted;
gLinkContext.processRequiresLibraryValidation = sProcessRequiresLibraryValidation;
gLinkContext.mainExecutableCodeSigned = hasCodeSignatureLoadCommand(mainExecutableMH);

/B MBRAEET
checkSharedRegionDisable();
#if DYLD_SHARED_CACHE_SUPPORT
if ( gLinkContext.sharedRegionMode != ImageLoader::kDontUseSharedRegion )
mapSharedCache();
#endif

#if SUPPORT_VERSIONED_PATHS
checkVersionedPaths ();
#endif

//7EME | RBANZHSE
if ( sEnv.DYLD_INSERT_LIBRARIES != NULL ) {
for (const charx const* lib = sEnv.DYLD_INSERT_LIBRARIES; *lib 1= NULL; ++lib)
loadInsertedDylib (*lib);
b

sInsertedDylibCount = sAlllmages.size()-1;

//ERS | HETER

gLinkContext.linkingMainExecutable = true;
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link(sMainExecutable, sEnv.DYLD_BIND_AT_LAUNCH, true, ImageLoader::RPathChain(NULL, NULL));
sMainExecutable->setNeverUnloadRecursive();
if ( sMainExecutable->forceFlat() ) {
gLinkContext.bindFlat = true;
gLinkContext.prebindUsage = Imageloader::kUseNoPrebinding;
}

//BRE | FEERANDSE
if ( slnsertedDylibCount > 0 ) {
for(unsigned int i=0; i < sInsertedDylibCount; ++i) {
ImagelLoader* image = sAlllmages[i+1];
link(image, sEnv.DYLD_BIND_AT_LAUNCH, true, ImageLoader::RPathChain(NULL, NULL));
image->setNeverUnloadRecursive();
+
for(unsigned int i=0; i < sinsertedDylibCount; ++i) {
ImageLoader image = sAlllmages[i+1];
image->registerinterposing();
b
b

for (int i=sInsertedDylibCount+1; i < sAlllmages.size(); ++i) {
ImageLoader* image = sAlllmages[i];
if ( image->inSharedCache() )
continue;
image->registerinterposing();

b

for(int i=0; i < slmageRoots.size(); ++i) {
slmageRoots[i]->applyInterposing(gLinkContext);

}
//BED  BITHRSHE

gLinkContext.linkingMainExecutable = false;
sMainExecutable->weakBind (gLinkContext);

//BN\E | BATHRIL S &

CRSetCrashLogMessage("dyld: launch, running initializers");
#if SUPPORT_OLD_CRT_INITIALIZATION

if (! gRunlnitializersOldWay )

initializeMainExecutable();

#else

initializeMainExecutable();
#endif

//BNS  ERAOKHFIERE
result = (uintptr_t)sMainExecutable->getThreadPC();
if (result 1= 0 ) {
if ( (gLibSystemHelpers != NULL) && (gLibSystemHelpers->version >= 9) )
xstartGlue = (uintptr_t)gLibSystemHelpers->startGlueToCallExit;
else
halt("libdyld.dylib support not present for LC_MAIN");
+
else {
result = (uintptr_t)sMainExecutable->getMain();
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*startGlue = O;
b
b
catch(const char* message) {
syncAlllmages();
halt(message);
T
catch(...) {
dyld::log("dyld: launch failed\n");
T

CRSetCrashLogMessage (NULL );

return result;

BATERRIBILREK | TER(IHLINEED BRI BHI TR,

1. B5—5, REBITE, LBEFETS

KRIEBEFEIBIENARNZEmainExecutableMHIE{E LS 7 sMainExecutableMachHeader, X2
—/ macho_headerZRBINTTE , HEMANBMEAERENBAImach_headerfEM(K , TR
HEHFIFERERFAIMach-OLEMER. BT LEMEE | MNEEEHMA LM LFIREHEE N Mach-O
NHRIER.

EEWIT TsetContext() , WFEIRE T —MHE F TN |, GiF—LEERE. SHERER

BiER  ABHERITATR

static void setContext(const macho_header* mainExecutableMH, int argc, const char* argv[ ], const charx
envp[ ], const char* apple[])

{
gLinkContext.loadLibrary = &libraryLocator;
gLinkContext.terminationRecorder = &terminationRecorder;
gLinkContext.flatExportFinder = &flatFindExportedSymbol;
gLinkContext.coalescedExportFinder = &findCoalescedExportedSymbol;
gLinkContext.getCoalescedimages = &getCoalescedimages;
gLinkContext.bindingOptions = Imagel oader::kBindingNone;
gLinkContext.argc = argc;
gLinkContext.argv = argv;
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gLinkContext.envp = envp;

gLinkContext.apple = apple;

gLinkContext.progname = (argv[0] != NULL) ? basename(argv[0]) : "";
gLinkContext.programVars.mh = mainExecutableMH;

gLinkContext.programVars.NXArgcPtr = &gLinkContext.argc;
gLinkContext.programVars.NXArgvPtr = &gLinkContext.argv;

gLinkContext.programVars.environPtr = &gLinkContext.envp;

gLinkContext.programVars.__prognamePtr= &gLinkContext.progname;

gLinkContext.mainExecutable = NULL;

gLinkContext.imageSuffix = NULL;

gLinkContext.dynamiclnterposeArray = NULL;

gLinkContext.dynamicinterposeCount = O;

gLinkContext.prebindUsage = ImagelLoader::kUseAllPrebinding;
#if TARGET_IPHONE_SIMULATOR

gLinkContext.sharedRegionMode = Imageloader::kDontUseSharedRegion;
#else

gLinkContext.sharedRegionMode = ImagelLoader::kUseSharedRegion;
#endif

¥

IRERIEIEREERR dyIdAERLIAY | WiloadLibrary 75 iEHUEAMERATlibraryLocator (7332 |
RERINEENSEE.

RETIXESEE | HliTprocessRestricted ) /T AFIMTHIZR AR, AT :

static bool processRestricted(const macho_header* mainExecutableMH, bool* ignoreEnvVars, bool*
processRequiresLibraryValidation)
{
#if TARGET_IPHONE_SIMULATOR

gLinkContext.codeSigningEnforced = true;
#else

uint32_t flags;

if ( csops(0, CS_OPS_STATUS, &flags, sizeof(flags)) != -1 ) {

if (flags & CS_REQUIRE_LV)
*processRequiresLibraryValidation = true;

#if __MAC_OS_X_VERSION_MIN_REQUIRED
if ( flags & CS_ENFORCEMENT ) {
gLinkContext.codeSigningEnforced = true;
}
if ( ((flags & CS_RESTRICT) == CS_RESTRICT) && (csr_check(CSR_ALLOW_TASK_FOR_PID) 1= 0) ) {
sRestrictedReason = restrictedByEntitlements;
return true;
}
#else
if ((flags & CS_ENFORCEMENT) && !(flags & CS_GET_TASK_ALLOW)) {
*ignoreEnvVars = true;
}

gLinkContext.codeSigningEnforced = true;
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#endif

}
#endif

if (issetugid() ) {
sRestrictedReason = restrictedBySetGUid;
return true;

}

if ( hasRestrictedSegment(mainExecutableMH) ) {
sRestrictedReason = restrictedBySegment;
return true;

3

return false;

¥

INRHFEZIR | RBLAT 3B,

O restrictedByEntitlements : fEMacOSERF L , EHEINUFBE R ( Gatekeeper 75 ), B
csr_check(CSR_ALLOW_TASK_FOR_PID)iR[E] Atrue ( ZF7~RootlessFF/5 7 TASK_FOR_PID
i B HREARESZIR, fEmac0S 10.12E % | ,GatekeeperBRIAZFFERY . FEERootless
BXHITY CSR_ALLOW_TASK_FOR_PIDIREAIAY , XEKREAIIARR T , RELIET
HIERZRAY.

O restrictedBySetGUid : 24iHFEMsetuid Ssetgid IR BT , HHESHIRERZIR, XHFHE
HTF&Re%EE  ZREIHEETEHEDYLD_FLAMREE, —FHEBNRRRERZE

HXXFBERRERN : F£mac0S 10.10RF L , — N REXFMRNFAMZ2EIL [

DYLD_PRINT_TO_FILEMZZEENFAB SUIDBIRAISZ IR M HERMEY FARGRRNEE
N, XEHEERERFAESEAEIRIR. XFRENERATEIUSE !

https://www.sektioneins.de/en/blog/15-07-07-dyld_print_to_file_Ipe.html,
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Q restrictedBySegment : BB ZIR., ZMach-O88—__RESTRICT/__restrictERAT , HES

WIRERZIR.

EHERIRE | SPITLUUT3NTTA.

O checkLoadCommandEnvironmentVariables() : ¥ B Mach-0 & B & ®

LC_DYLD_ENVIRONMENTI#E A< ,FAfE & FlprocessDyldEnvironmentVariable ()X ASEHIER

IS EAENAILIE,

Q pruneEnvironmentVariables() : HIF&RIHFEAILD_LIBRARY_PATHSFRFBGLL "DYLD " FFLEY

MRTE , XELGENFHERALSXLINETE T,

Q setContext() : BEFNREE L TN, X—PEMFEERRTRELERETNT  F
EITHIENenvp SappleBEL,

2. B8, MRHERR
—3FEH{T T instantiateFromLoadedimage () , EAICIEINT :

static ImageLoader# instantiateFromLoadedImage (const macho_header* mh, uintptr_t slide, const char#
path)
{
if ( isCompatibleMachO((const uint8_t+)mh, path) ) {
ImageLoader* image = ImagelLoaderMachO::instantiateMainExecutable(mbh, slide, path,
gLinkContext);
addimage(image);
return image;

b

throw "main executable not a known format";

b
isCompatibleMachO () FEf&E Mach-OR9LEBAYcputype Scpusubtype , MTTHIRTFER-S X HIRY
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RARETS. NRFEHEHinstantiateMainExecutable )SLHMLERER , AZUOT :

ImageLoader* ImageLoaderMachO::instantiateMainExecutable(const macho_header* mh, uintptr_t slide, const char=
path, const LinkContext& context)
{
bool compressed;
unsigned int segCount;
unsigned int libCount;
const linkedit_data_command* codeSigCmd;
const encryption_info_command#* encryptCmd;
sniffLoadCommands(mh, path, false, &compressed, &segCount, &libCount, context, &codeSigCmd,
&encryptCmd);
if ( compressed )
return ImageLoaderMachOCompressed::instantiateMainExecutable(mh, slide, path, segCount,
libCount, context);

else
#if SUPPORT_CLASSIC_MACHO
return ImagelLoaderMachOClassic::instantiateMainExecutable(mbh, slide, path, segCount, libCount,
context);
#else
throw "missing LC_DYLD_INFO load command";
#endif
+

sniffLoadCommands () FEIREX 7 INE <SP TER.

Q compressed : #l#iMach-OZCompressedifEClassicZEEY, FIKTHHKIEEMach-OEFES
LC_DYLD_INFOE[LC_DYLD_INFO_ONLYIEAp<. IXFMIIEASiETR T Mach-O9Eh7&

FENNEAER. | SEFRZEHRdyId_info_commandZR7R :

struct dyld_info_command {
uint32_t cmd;

uint32_t cmdsize;
uint32_t rebase_off;
uint32_t rebase_size;
uint32_t bind_off;
uint32_t bind_size;
uint32_t weak_bind_off;
uint32_t weak_bind_size;
uint32_t lazy_bind_off;
uint32_t lazy_bind_size;
uint32_t export_off;
uint32_t export_size;

b3
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Q rebase_offSrebase_sizefZfi# 1 rebase ( FiREIL ) IHX(EE. ZiMach-OfNEEIAFHAYMD
UARIEER SRR , SEEXS SRRIBRMGEIRERIRELL.

Q bind_off 5bind_sizefZi 7 HIEMNFSHIERR. UHEEMRT , WSIEIXLGS, HE
AYBdyld_stub_binder ,iZFFS#XdyldFIRMGERSENEITS  —AaISEHE 21T S.

O weak_bind_off Sweak_bind_sizefZfil T IHIZRISSHEMSER. BASETERTEHRANSR
EETRIMTSER , HERIACHPERnewBIENISR , BUABIR FRFEEibstdc++.dylib ,
NRAGNEIEN R (EFRSRFS 5 | HES T newfFS | dyldSEHFPEIZFSHIERER
AIRRZ,

Q lazy_bind_offSlazy_bind_sizefF i 7 HIEAGERHERSER. BLHSHEHESINTE
Z0 LT, BNSESIXERIRENT | XERFSIUERSBERS ( Lazy Symbol ),

Q export_offSexport_size/Ffif T HIZRISHASHERER. SHAFSHLIEKINBAIMach-0
niE, BEDNSERSH—IHSNMFSHINMER |, MAHITERXSH _main5
_mh_execute_headerfF-S{ftdyld{F .

0 segCount : ERAYE4E, sniffLoadCommands ()iBILi@HFFERILC_SEGMENT_COMMAND/INZE
S HIRENERAUELE.

Q libCount : FEIMFHAINSERIHE. Mach-OFE EHIE —KLC_LOAD_DYLIB,

LC_LOAD_WEAK_DYLIB, LC_REEXPORT_DYLIB, LC_LOAD_UPWARD_DYLIBIN##< ,

HRTBEINH— IS,
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0 codeSigCmd : BITHRHTLC_CODE_SIGNATURERFZEVIBE ZMINNE<,

O encryptCmd :JEIFLC_ENCRYPTION_INFOSLC_ENCRYPTION_INFO_643FRENERINZXS A,

$KEY compressed/5 , HRIEMach-OZ & compressed , 455l EFImageLoaderMachOCompressed::

instantiateMainExecutable() 5 ImageLoaderMachOClassic::instantiateMainExecutable () o

Imagel oaderMachOCompressed::instantiateMainExecutable () {AZ0 N F7= :

ImageLoaderMachOCompressed* ImageLoaderMachOCompressed::instantiateMainExecutable(const
macho_header*x mh, uintptr_t slide, const char* path,
unsigned int segCount, unsigned int libCount, const LinkContext& context)
{
ImageLoaderMachOCompressed# image = ImageLoaderMachOCompressed::instantiateStart(mh, path,
segCount, libCount);

image->setSlide(slide);

if (slide!=0)
fgNextPIEDylibAddress = (uintptr_t)image->getEnd();

image->disableCoverageCheck();
image->instantiateFinish(context);
image->setMapped(context);

if ( context.verboseMapping ) {
dyld::log("dyld: Main executable mapped %s\n", path);
for(unsigned int i=0, e=image->segmentCount(); i < e; ++i) {
const char* name = image->segName(i);
if ( (stremp(name, "__PAGEZERO") == 0) || (strcmp(name, "__UNIXSTACK") == 0) )
dyld::log("%18s at 0x%08IX->0x%08IX\n", name, image- >segPreferredLoadAddress(i),
image->segPreferredLoadAddress (i) +image->segSize(i));
else
dyld::log("%18s at 0x%08IX->0x%08IX\n", name, image->segActualLoadAddress(i),
image->segActualEndAddress(i));
b
T

return image;

b

ImageLoaderMachOCompressed::instantiateStart() £ F§ £ & /& Mach-OE B 1&E 7 —

ImageLoaderMachOCompressed¥J&:, disableCoverageCheck()ZEFBERIGE, instantiateFinish()iE
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FparseLoadCmds () EtT EL{BFRERININE B S . E&SIEF 5EImageLoaderMachOCompressedY—
LRIPRREE | SREEsetDyldinfo (IR BINSEIHEER |, A5 JEsetSymbolTablelnfo () iR E

FFEXRER.
instantiateFromLoadedimage () {EJ&F5cImageLoaderMachO::instantiateMainExecutable ()& , Fi&

JEFdaddimage() , fXABEO0T :

static void addimage (ImagelLoader* image)
{
alllmagesLock();
sAlllimages.push_back(image);
alllmagesUnlock();

uintptr_t lastSegStart = O;
uintptr_t lastSegEnd = O;
for(unsigned int i=0, e=image->segmentCount(); i < e; ++i) {
if ( image->segUnaccessible(i) )
continue;
uintptr_t start = image->segActualLoadAddress(i);
uintptr_t end = image->segActualEndAddress(i);
if ( start == lastSegEnd ) {
lastSegEnd = end;
b
else {
if (lastSegEnd != 0 )
addMappedRange(image, lastSegStart, lastSegEnd);
lastSegStart = start;
lastSegEnd = end;
b
b
if (lastSegEnd != 0)
addMappedRange (image, lastSegStart, lastSegEnd);

if ( SEnv.DYLD_PRINT_LIBRARIES || (sEnv.DYLD_PRINT_LIBRARIES_POST_LAUNCH &&
(sMainExecutable! =NULL) && sMainExecutable->isLinked()) ) {
dyld::log("dyld: loaded: %s\n", image->getPath());

XERIB LN ERE R RINE T 2B EFFKRsAllmages , Ex/5AFaddMappedRange()

BISATF  EFEEFRGHMEINNEX. MEXETE  FSnRNMERERZM T .
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3. %=, MBHFER

X—EFEE R TmapSharedCache ()RIRGIHZLRTF, (ZEREUTIEIT_shared_region_check_np()
RIBEEFETCEMSFEITHEX , (NREEMET , NEHEFNslideSUuID , AGREL,
Rz ARFZETGTR2B50ME (safe-boot mode ), FNRE , MMEREEFEGFHRE]. £

EEEHNERT , V8HopenSharedCacheFile VY JFFETZSY:. 1ZRAEfEsSharedCacheDirll& 12T ,

ISR 5 2ARICPUZEHIILERHIETZS 1 |, tBHiE/var/db/dyld/dyld_shared cache_x86_64h , &
ERNEFESFRIRIS192F TS |, T Fkdyld_cache_headerfI(E R , BHETIFNEFEEEA
mappings & , B/ JaFH_shared_region_map_and_slide_np()FeiEIEAIRET T{E, BB RS HER

wnr

static void mapSharedCache()
{
uint64_t cacheBaseAddress = O;
if ( _shared_region_check_np(&cacheBaseAddress) == 0 ) {
sSharedCache = (dyld_cache_header* )cacheBaseAddress;

#if _ x86_64

const char* magic = (sHaswell ? ARCH_CACHE_MAGIC_H : ARCH_CACHE_MAGIC);
#else

const char* magic = ARCH_CACHE_MAGIC;
#endif

if ( strcemp(sSharedCache->magic, magic) != 0 ) {
sSharedCache = NULL;
if ( gLinkContext.verboseMapping ) {
dyld::log("dyld: existing shared cached in memory is not compatible\n");
return;
b
b
const dyld_cache_header* header = sSharedCache;
if ( header->mappingOffset >= 0x68 ) {
memcpy (dyld::gProcessInfo->sharedCacheUUID, header->uuid, 16);

else {
#if __i386__ || __x86_64__
uint32_t safeBootValue = O;
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size_t safeBootValueSize = sizeof(safeBootValue);
if ( (sysctlbyname("kern.safeboot”, &safeBootValue, &safeBootValueSize, NULL, 0) == 0) &&
(safeBootValue 1= 0) ) {
struct stat dyldCacheStatinfo;
if ( my_stat(MACOSX_DYLD_SHARED_CACHE_DIR DYLD_SHARED_CACHE_BASE_NAME ARCH_NAME,
&dyldCacheStatinfo) == 0 ) {
struct timeval bootTimeValue;
size_t bootTimeValueSize = sizeof(bootTimeValue);
if ( (sysctlbyname("kern.boottime", &bootTimeValue, &bootTimeValueSize, NULL, O) ==
0) && (bootTimeValue.tv_sec 1= 0) ) {
if ( dyldCacheStatlnfo.st_mtime < bootTimeValue.tv_sec ) {
::unlink(MACOSX_DYLD_SHARED_CACHE_DIR DYLD_SHARED_CACHE_BASE_NAME

ARCH_NAME);
gLinkContext.sharedRegionMode = Imageloader::kDontUseSharedRegion;
return;
}
}
¥
}
#endif

int fd = openSharedCacheFile();
if (fd!=-1){

uint8_t firstPages[ 8192];
if ( ::read(fd, firstPages, 8192) == 8192 ) {
dyld_cache_header* header = (dyld_cache_headerx )firstPages;

#if _ x86_64

const char* magic = (sHaswell ? ARCH_CACHE_MAGIC_H : ARCH_CACHE_MAGIC);
#else

const char* magic = ARCH_CACHE_MAGIC;
#endif

if ( strcmp(header->magic, magic) == 0 ) {
const dyld_cache_mapping_info* const fileMappingsStart =
(dyld_cache_mapping_info+ )&firstPages[ header- >mappingOffset];
const dyld_cache_mapping_info* const fileMappingsEnd =
&fileMappingsStart[ header->mappingCount];
shared_file_mapping_np  mappings[header->mappingCount+1]; // add room for
code-sig

if (_shared_region_map_and_slide_np(fd, mappingCount, mappings,
codeSignatureMappinglndex, cacheSlide, slidelnfo, slidelnfoSize) == 0) {
sSharedCache = (dyld_cache_header* )mappings[0].sfm_address;
sSharedCacheSlide = cacheSlide;
dyld::gProcessiInfo->sharedCacheSlide = cacheSlide;

else {
#if __IPHONE_OS_VERSION_MIN_REQUIRED
throw "dyld shared cache could not be mapped";
#endif
if ( gLinkContext.verboseMapping )
dyld::log(" dyld: shared cached file could not be mapped\n");
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b
}
else {
if ( gLinkContext.verboseMapping )
dyld::log("dyld: shared cached file is invalid\n");
b
b
else {
if ( gLinkContext.verboseMapping )
dyld::log("dyld: shared cached file cannot be read\n");

t
close(fd);

b
else {
if ( gLinkContext.verboseMapping )
dyld::log("dyld: shared cached file cannot be opened\n");

HERENEHTER IZERTISENREACES, I XFEBII RS checkVersionedPaths ()
5ERk. 1ZERENSEENDYLD_VERSIONED_LIBRARY_PATHSDYLD_VERSIONED_FRAMEWORK_PATH
IMETE , NXFNMNMEZEIEENRETERISE | IREEPEIEER current_version=2ER

ELELINAIdYIIbRIMRATT | BRERHTR AR = BhR A RO,
4. BWE, MBEBANTESE
— > ¥R ¥ [ DYLD_INSERT_LIBRARESINIE T E RIS ENIN S EFIER , FEH

loadinserted- Dylib(GEINZ. 1ZEREEBload ()5SRINET{E. load()2VEMloadPhase0()=iM
SUHINEL | loadPhase0 ()& [A N T—/ZPhaseS REIKANSEERIEER | HElloadPhase6(), &k
A9l 5= 79 DYLD_ROOT_PATH— LD_LIBRARY_PATH— DYLD_FRAMEWORK_PATH— [RIA IR 12—
DYLD_FALLBACK_LIBRARY_ PATH, $%Zlf&iEFImagelLoaderMachO::instantiateFromFile () 3ESL{5I{4,

—“NimageLoader , Z f51EFcheckandAddimage ()3 IEBUEFHSEIIAZI £ BI&GSIFRS., R
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loadPhase0OIREIAZ , MIFRFERRFRERIDNTE , ie=SIMNEZEEEFFTER. RK
ZFtiEBImageLoaderMachO:: instantiateFromCache V)MEFHNNZ , BFUFHIH ISR EIRE S

. HBoBRERAT :
ImageLoader* load(const char* path, const LoadContext& context)

if ( context.useSearchPaths && ( gLinkContext.imageSuffix 1= NULL) ) {
if ( realpath(path, realPath) != NULL )
path = realPath;

b

ImageLoader* image = loadPhaseO(path, orgPath, context, NULL);
if (image != NULL ) {

CRSetCrashLogMessage2 (NULL);

return image;

image = loadPhaseO(path, orgPath, context, &exceptions);
#if __IPHONE_OS_VERSION_MIN_REQUIRED && DYLD_SHARED_CACHE_SUPPORT
&& ITARGET_IPHONE_SIMULATOR
if ( (image == NULL) && cacheablePath(path) && !context.dontLoad ) {
if ( (myerr == ENOENT) || (myerr == 0) )
{
const macho_header* mhinCache;
const char* pathinCache;
long slideInCache;
if ( findiInSharedCachelmage(resolvedPath, false, NULL, &mhinCache, &pathinCache,
&slideInCache) ) {
struct stat stat_buf;
bzero(&stat_buf, sizeof(stat_buf));
try {
image = ImageLoaderMachO::instantiateFromCache(mhinCache, pathinCache,
slideinCache, stat_buf, gLinkContext);
image = checkandAddimage (image, context);
k)
catch (...) {
image = NULL;
k)
b
}
k)
#endif
else {
const char* msgStart = "no suitable image found. Did find:";
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throw (const char# )fullMsg;
b
+

5. 8HE, #MIEEIEF
X—E A Tlink () TSR EFEFFRIBEEIRIE. 1ZREAR T ImageLoaderB 5 /Jlink ()EREY , XISC
UL ERRFENSEURHITELE  XBLEHETANERN. tHRBENHELTEFFHHFTSE

IEIER(E , BRI RERAT !

void ImageLoader::link(const LinkContext& context, bool forceLazysBound, bool preflightOnly, bool neverUnload, const
RPathChain& loaderRPaths )

context.clearAllDepths ();
this->recursiveUpdateDepth(context.imageCount());

this->recursiveRebase(context);
this->recursiveBind(context, forceLazysBound, neverUnload);

if ( !context.linkingMainExecutable )

this->weakBind(context); //HERBETRERF , XEIET2RT

std::vector<DOFInfo> dofs;
this->recursiveGetDOFSections (context, dofs);
context.registerDOFs(dofs );

if ( lcontext.linkingMainExecutable && (fginterposingTuples.size() != 0) ) {
this->recursiveApplyInterposing(context); //MERLEFEETRERF , XERIUET2RIT

recursiveLoadLibraries () RIS T IIEAE KRB AOENSE | INERY 5 ERVEFcontextfy



164 FHAE HHEAE

loadLibrary}§¥t73i%. %A AEBIEINAIL , EsetContext()iZEfJlibraryLocator() , IZERENRZTE
FA T 10ad )ESERINE , load OINEENSEERISTEE E—PBEDE T,

#2518 FrecursiveUpdateDepth () X3 UK S K EF £ F IR T TUHITHEF.  recursiveRebase ()
STBRIGSEREITMRE | IZBREIR2IAF T 2R #doRebase(), doRebase()#imageloaderMachOEE
# , LR RSB S/SIER T rebase(), fEImageloaderMachOCompressed™ , 1%
RS BRGNS EE B frebase_off Srebase_sizeSKHfiEEErebase FUEURIRIE S A/ , A
BMEIEEIRIHER,

recursiveBind () FERIBI4PERFSRAURIE, SN EIRERIMENASE RO E2REA
T doBind(), fEImageLoaderMachOCompressed 5 , 1% R {3 BY B (& 50 75 554215 B A bind_off 5
bind_size RHAER AP EAEIRRB S KN , REENHITHE. FBEERIEREFbindAt()BREL | 1Z
BREE Aresolve VRHTSERFSXRIE . £IEMbindLocation ()5 RERHISPERIE, EELHENHFS
SEBLAT3#,

O BIND_TYPE_POINTER : 2 ERNE—MEH. BRSBTS ERER.

O BIND_TYPE_TEXT_ABSOLUTE3?2 : EE4BEAIE— 32 AI4a3T L,

Q BIND_TYPE_TEXT_PCREL32 : EEMNFFS, FEFERAMERERZEERNIHERITE

HEEME.

recursiveGetDOFSections () SregisterDOFs () FZE I FEFAIDOFTIX |, fitdtracefFEFE.,
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6. BRE, HEERANNEE

EEBANNSESRETRERF—F | #82FRAIk(). BANNSEINREIEBR
addimage (V{RFZsAllmagesHl , Z2f5 , IEREEE— 5175 ER ImageLoader , TARlink ()X E

HATHHE. TR, sAllmagestPRIFAISE—IIR EFEFFAIIER.

ETRBRAE &R registerinterposing 0 737% , S EMENSEEBEN SV applyinterposing ()R FEE
NEBAE (BIMERFSHBUIEIR ), registerinterposing (VEE#X__DATARRHY_interpose 5 X, IKEIFRE
MABANEFNEE  AEH—LRER  BEBRNFSSHEBLRNFSEEREA
fginterposingTuplesFIZR LSBT SEHRITEIR. applyinterposing ()BT T EE73i%doInterpose ()
RMAFSBIRIBEIE , 7 ImageLoaderMachO- Compressed 1, SE R 2 8 A 7 eachBind() 5
eachLazyBind() , D BRI EMAFSTIRER NEAFFSEHITRBBNRIE. BIAERAIRinterposeAt()
%757 VA RinterposedAddress ()EfgInterposing Tuples P F R HRAIFTSHELL | HEIFHITREN
FEithER,

7. 8E®, PITHHSHE

weakBind () EREHITISHE4FE. B BT AcontextfigetCoalescedimages ()i sAlllmagesH
BEEEMSHRGEFHE—1FIR | GF5T/EERinitalizeCoallterator ) XJBREFHITHER , HF
F5eRt 58 FincrementCoallterator W EB EYBEAIZIFTS . incrementCoal- Iterator() 2 —NREER
£ , 7EImageLoaderMachOCompressed 1 , 1% R £ 15 B Bk 15 50 & 5% $% {5 5. AU weak_bind_off 5

weak_bind_size RIETSFFSHIEIERBSAN , REEMTEEIRMIER. ZEHEA
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getAddressCoallterator() , IZRIMGHMNEFHINFESHEFEKRFTEN MU , KAFER
updateUsesCoallterator VA TEREEHISBERRIE, HUTHBERTIRbindLocation() , FfiERIET | It
SARBER,

8. 8B/\&, PATHIRLTE

WATHIIALRY 75 & RinitializeMainExecutable(), TZEREIEE W {Truninitializers() , BIERT
ImageLoaderfiJruninitializers () /3;% , BRZIEHHIT T ImageLoaderMachOfdolnitialization ()733% , f&

EFEiFHdolmagelnit()f0doModInitFunctions() , HTHRMG SIEHRPITE FinitBIREFIFRSHIIAL

73k, ARR3AIT ¢

bool ImagelLoaderMachO::dolnitialization (const LinkContext& context)
{
CRSetCrashLogMessage2 (this->getPath());

dolmagelnit(context);
doModInitFunctions (context);

CRSetCrashLogMessage?2 (NULL);

return (fHasDashlnit || fHaslnitializers);

b
9. BNF, ERAOSFHIRE

X—EARERFR G getThreadPC () RELREHKEIEFAILC_MAINIIEE S , SREVEFHY
AB. R HE | #iERgetMain OZILC_UNIXTHREADINFE AR AR , HEIEMMEINC R

IEEAHEIFHRE],

FIXE |, dyldinEahSERIEE NIRRT T .

TE , BT —TEEMFSIENEAAT. EATEREERIIEMASAIMach-03 4
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B, fF8FRP—EBE—Ndyld_stub_helperfFS , EEILIEFTSIIEAILHE. ERHEFSANEIE

TESRHTETREY. FEMSERAILAERXcodef@HtHan <1

LA LAEEPythonI4FEER. ¢

xcrun dyldinfo -bind /usr/bin/python
for arch i386:
bind information:

segment section address type addend dylib symbol
__DATA __cfstring O0xO00040F0  pointer 0O CoreFoundation
__DATA __cfstring 0x00004100 pointer 0 CoreFoundation
_ DATA __nl_symbol_ptr OxO0004010 pointer 0O CoreFoundation
__DATA __nl_symbol_ptr OxO0004008 pointer O libSystem
__DATA __nl_symbol_ptr OxO000400C pointer O libSystem
__DATA __nl_symbol_ptr OxO0004000 pointer O libSystem

bind information:

segment section address type addend dylib symbol
_ DATA __cfstring 0x1000031D8  pointer 0 CoreFoundation
__DATA __cfstring Ox1000031F8  pointer 0O CoreFoundation
__DATA __got 0x100003010  pointer 0O CoreFoundation
_ DATA __got 0x100003000  pointer O libSystem

_ DATA __got 0x100003008 pointer O libSystem
__DATA __nl_symbol_ptr Ox100003018 pointer O libSystem
ATERYEEIR

ERAELTHXF  ZTEERA 7 BX, HRE

impBkAEIE < | BYAERIMBALIT__DATARR _la_symbol_ptr T X , FEMAIR—FRMES |

THUES :
push xxx
imp yyy
XXX B S ENSEIRE B PERIER

stub_helper I X3LEB. IEALAIASERE I TR

lea
push
imp

r11, qword [ds:zzz]
r
qword [ds:imp___nl_symbol_ptr_dyld_stub_binder]

TIT Bdyldinfosk&EZE , FUTLAT

___CFConstantStringClassReference
CFConstantStringClassReference

_kCFAllocatorNull
___stack_chk_guard
_environ
dyld_stub_binder

___CFConstantStringClassReference
___CFConstantStringClassReference
_kCFAllocatorNull

__stack_chk_guard
_environ

dyld_stub_binder

A ERTSEAAEE_TEXTERAstubs TI X, JmiRaS e R U BUERORT SRR

fEstubsH RE—%%

ES gl

SHIENREE  yyyl 2R _TEXTERAY
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jmpBkEEAYMEIER _ DATAERH_ ni_symbol_ptr3[X , $EABNERFSdyld_stub_binder(), 1ZEREL
HdyldSH |, SETFdyldiECEBAYdyld_stub_binder.s3Z{4Hh |, JEIFAdyld: fastBindLazySymbol () 345
EERMBPFTS. MXEB—NERE , xR 78 F ImageLoaderMachOCompressed Y
doBindFastLazySymbol() , 1ZER&0E Fbind At IR BIEFBRIFTSHELL |, dyld_stub_binder()fEER
[EHERIRFSHIIRINIT, X—E5e/a , __DATAER__la_symbol_ptr 5 XA{FERIFT SRR
BIERRNIULTY , T—RERZAFSE , eEEREIREENFSHIERIT AR

dyld_stub_binder()>REFHEITIZTTS 1.

4.7 FESEE

BSPE SESEABRMach-ONSIIS Y | BHASEEEF.dylibfEASIHROY RS | BaSEEE
FLalERSIIHOY R, 1EREE | ShASEEEI ShA e S R R AR A |, TR
MSThEEA B E BRI B iRMach-OX iR Zs, SMERERR— SIS AR INERY
(AN | (EFBRSEENI SIS BN THAL RS ERE IR BRI oh, MIEATSE 3Rt , SRR
EENEEMESHERE  MSSENDERERIFEFRET. Fit , Bme b , Fhg

SEREI TR NS ERES L.

4.7.1 MEBERSEE
Xcodet2 it T BiREHSEN TIEENR |, SIEBFSENG ES0IRBNSELFE— | E—ARE

HRAEBIRERT , TypeltiEstatic, FTEESEIENEE—IFANES :
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#import <Foundation/Foundation.h>

@interface mystaticlib : NSObject
-(void) hello;
@end

#import "mystaticlib.h"

@implementation mystaticlib
-(void) hello {

NSLog(@ "hello world");
¥
@end

2 BNRTEImystaticlib.nSmystaticlib.m , SAf5{ERxcodebuild@FEE U NEH :

$ xcodebuild
=== BUILD TARGET mystaticlib OF PROJECT mystaticlib WITH THE DEFAULT CONFIGURATION (Release) ===

Check dependencies

Write auxiliary files

write-file

/Users/macbook/Documents/macbook / macbook/code/chapter4 /mystaticlib/build/ mystaticlib.build/Release /mys
taticlib.build/ mystaticlib-generated-files.hmap

write-file

/Users/macbook/ Documents/macbook /macbook/code/chapter4 /mystaticlib/build / mystaticlib.build/Release/mys
taticlib.build/ mystaticlib-all-target-headers.hmap

/bin/mkdir -p

/Users/macbook/Documents/macbook /macbook/code/chapter4 /mystaticlib/build / mystaticlib.build/Release/mys
taticlib.build/Objects-normal /x86_64

write-file

/Users/macbook/Documents/macbook /macbook/code/chapter4 /mystaticlib/build/ mystaticlib.build/Release/ mys
taticlib.build/Objects-normal /x86_64 /mystaticlib.LinkFileList

CompileC build/mystaticlib.build/Release/mystaticlib.build / Objects-normal /x86_64 /mystaticlib.o
mystaticlib/mystaticlib.m normal x86_64 objective-c com.apple.compilers.llvm.clang.1_0.compiler

cd /Users/macbook/Documents/macbook/macbook/code/chapter4 / mystaticlib

export LANG=en_US.US-ASCII
/Applications /Xcode.app/ Contents/ Developer/Toolchains / XcodeDefault.xctoolchain/ usr/bin/clang -x objective-c
-arch x86_64 -fmessage-length=94 -fdiagnostics-show-note-include-stack -fmacro-backtrace-limit=0
-fcolor-diagnostics -std=gnu99 -fobjc-arc -fmodules -gmodules -fmodules-prune-interval = 86400
-fmodules-prune-after=345600
-fbuild-session-file= /var/folders/rd/mts0362j0n92rqOz1cnmdb580000gn/C/org.llvm.clang/ModuleCache /Sessi
on.modulevalidation -fmodules-validate-once-per-build-session -Wnon-modular-include-in-framework-module
-Werror=non-modular-include-in-framework-module -Wno-trigraphs -fpascal-strings -Os -fno-common
-Wno-missing-field-initializers -Wno-missing-prototypes -Werror=return-type -Wunreachable-code
-Whno-implicit-atomic-properties -Werror =deprecated-objc-isa-usage -Werror=objc-root-class
-Wno-arc-repeated-use-of-weak -Wduplicate-method-match -Wno-missing-braces -Wparentheses -Wswitch
-Wunused-function -Wno-unused-label -Wno-unused-parameter -Wunused-variable -Wunused-value -Wempty-body
-Wconditional-uninitialized -Wno-unknown-pragmas -Wno-shadow -Wno-four-char-constants -Wno-conversion
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-Wconstant-conversion -Wint-conversion -Wbool-conversion -Wenum-conversion -Wshorten-64-to-32

-Whpointer-sign -Wno-newline-eof -Wno-selector -Wno-strict-selector-match -Wundeclared-selector
-Wno-deprecated-implementations -DNS_BLOCK_ASSERTIONS=1 -DOBJC_OLD_DISPATCH_PROTOTYPES=0
-isysroot

/Applications/ Xcode.app/Contents/ Developer/Platforms /MacOSX.platform /Developer/SDKs /MacOSX10.11.sdk
-fasm-blocks -fstrict-aliasing -Wprotocol -Wdeprecated-declarations -mmacosx-version-min=10.11 -g
-Wno-sign-conversion -iquote
/Users/macbook/Documents/macbook/macbook/code/chapter4 /mystaticlib/build/ mystaticlib.build/Release
/mystaticlib.build/ mystaticlib-generated-files.hmap

-1/ Users/macbook/Documents /macbook/macbook/code/chapter4 /mystaticlib/build/mystaticlib.build /Release/m
ystaticlib.build/ mystaticlib-own-target-headers.hmap

-1/Users/macbook/Documents/macbook /macbook/code/chapter4 /mystaticlib/build/ mystaticlib.build/Release/m
ystaticlib.build/mystaticlib-all-target-headers.hmap -iquote

/Users/macbook/Documents/macbook /macbook/code/chapter4 /mystaticlib/build/ mystaticlib.build/ Release/ mys
taticlib.build/ mystaticlib-project-headers.hmap

-1/Users/macbook/Documents /macbook /macbook/code/chapter4 /mystaticlib/build/Release/include
-1/Users/macbook/Documents/macbook /macbook/code/chapter4 /mystaticlib/build / mystaticlib.build/Release/m
ystaticlib.build/DerivedSources/x86_64

-1/ Users/macbook/Documents /macbook/macbook/code/chapter4 /mystaticlib/build/mystaticlib.build /Release/m
ystaticlib.build/DerivedSources

-F /Users/macbook/Documents/macbook/macbook/code/chapter4 /mystaticlib/build/Release -MMD -MT
dependencies -MF
/Users/macbook/Documents/macbook/macbook/code/chapter4 /mystaticlib/build/ mystaticlib.build/ Release / mys
taticlib.build/ Objects-normal /x86_64 /mystaticlib.d --serialize-diagnostics
/Users/macbook/Documents/macbook/macbook/code/chapter4 /mystaticlib/build/ mystaticlib.build/Release/mys
taticlib.build /Objects-normal /x86_64 /mystaticlib.dia -c

/Users/macbook/Documents/macbook /macbook/code/chapter4 /mystaticlib/ mystaticlib/ mystaticlib.m -o
/Users/macbook/Documents /macbook/macbook/code/chapter4 /mystaticlib/build/ mystaticlib.build/Release /mys
taticlib.build /Objects-normal /x86_64 /mystaticlib.o

Libtool build/Release/libmystaticlib.a normal x86_64

cd /Users/macbook/Documents/macbook/macbook/code/chapter4 / mystaticlib

export MACOSX_DEPLOYMENT_TARGET=10.11

/Applications /Xcode.app/Contents/Developer/Toolchains / XcodeDefault.xctoolchain /usr/bin/libtool -static
-arch_only x86_64 -syslibroot
/Applications / Xcode.app/ Contents / Developer/Platforms /MacOSX.platform/Developer/ SDKs/MacOSX10.11.sdk
-L/Users/macbook/Documents/macbook/macbook/code/chapter4/mystaticlib/build/Release -filelist
/Users/macbook/Documents/macbook/macbook/code/chapter4 /mystaticlib/build/ mystaticlib.build/ Release / mys
taticlib.build/ Objects-normal /x86_64 / mystaticlib.LinkFileList -o
/Users/macbook/ Documents/macbook/macbook/code/chapter4 /mystaticlib/build/Release/ libmystaticlib.a

** BUILD SUCCEEDED #*

BANMRIZIED S . HMEKER ( Check dependencies ). £ERREHBNST{E ( Write auxiliary files ),

i ( CompileC ). ¥TEIAERLEE ( Libtool ) 435, REFTEEMRERFATFERIZLibtool TR | 1Z
TERTERSSE  OILERESE,. E—TEmaSEFEREESd , CREDEEY

libtoo SRRV, BREITR , BHSEARTEER  FSETHIANRESWBAZIBHME
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Freh . EHETMERRE

4.7.2 BSERI

BRI EE S BT R N ERIMach-03 4, SMach-OAJ T AERIZ | oh

SEEEMach-OLEMEEH2EEL IMH_DYLIB , FJHfTFERF AMH_EXECUTE, TIEFSEMEARE

ttERIMach-O32 14 , BRIEZVIN TR

Start

Symtab Header
Symbol Table
String Table
Object Header O
ObjName0.o
Object Header N
ObjNameN.o

Start NEFSERTTR | ER— M EERERIE R E! <arch>\n , T71#H7921 3C 6172 63 68

3E OA,

Symtab HeaderIfFE%:k , A TRFEXRIER. BfFEFsymtab_headerEHAZRT , BIRE

N :

struct symtab_header {
char name[16]; /% BFR x/
char timestamp[12]; /* FERIEM AT AIE */

char userid[ 6]; /* FAFid x/

char groupid[char]; /* 4id */

uinté4_t  mode; /% XHHRER «/
uint64_t  size; /x FEREBFET KD +/
uint32_t endheader; /% SKEERIRE «/

char longname[20]; /* HSREKR */

*
Symbol Table A4 FIEHSESHIIFTER., ©EMsymbol_tableZ5HaKE TR , BRENT :

struct symbol_table {
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uint32_t size; /* FEREAPVEFTH «/
symbol_info syminfo[ 0]; /x BEER , EWNERE size / sizeof(symbol_info) */

b

struct symbol_info {

uint32_t  symnameoff; / S EEFRBREBEPHRBE «/

uint32_t objheaderof;  /+ RFSFIEHY B AR XN XK EXHFHRBE «/
b

Sting Table/JFFFERR , IXEMIMFHERIF T RSB HIT SRR | (£ string_tableZ5HA{A

=, BIREN

struct string_table {
uint32_t size; /x FRERSEANEZTE «/
char data[size]; /* ERFBHIE «/

%

Object HeaderJ BIFR3 4RIk | flidk 7% FRAVBIRMRIER | (£ object_headerfEHaiAK

=, BIREN

struct object_header {
char name[16]; /* B x/
char timestamp[12]; /* B#R3HFAIZH A EE «/

char userid[ 6]; /+ BFRid */

char groupid[char]; /* 4id x/

uinté4_t  mode; /+ XHHEER «/
uint64_t  size; /* FEREEZET KD +/
uint32_t endheader; /% SKEERIRE +/

char longname[20]; /+ HERESR »/

b

object_headerfEHAARTR /5 S5symtab_headerEEA—#E,

fEobject_header A FTHZZEMNEREFNETXHRETT. BIRXHRLL oEREMN

Mach-Of8 RIS | ERHRIFF/EMIPE M, BR X4 EERIMach-O kBB ARIR

MH_OBJECTZERIRYSI 4,

& . ALAMERMachOViewEE AT ERAIlibmystaticlib.afEEER | RUERUNE4-11F7R.
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. » libmystaticlib,a
BT &
¥ Static Library Ditset Daia Description Walse
e SORBORAS  2IF12FIZIGZA000INZEI. Nane #1728
Symtab Header DOBRREEE  31343E313TIIIAILIIIINA Time Stang Thu Apr 28 15:55:21 28
Symbel Table GORROACY  353BI1Z6I020 UserIn 581
String Table GIRRRACA  32IBI0CATZR GrouplDd b1
omject Header BONEDA0Y  I130ILI6I4IATNIG Hode 1Hesad
¥ mystaticlib.o DOARRADE  3535ITIATNTATAIG Size 5524
Much®d Header BIBRODER  ZRIBGRAA End Heater W
* Load Commands BORBGAES  BDTATITAEITAEUEIECENEIE. Long Mare aystaticlib.o

* SectionBa |_TEXT, text)

* Sectionia |_TEXNT,_estring)

F Sectiondd |__TEXT, _objc_clas...

b SectionBd |__DATA, _objc_const)

* SectionBd (_DATA, _objc_data)

F Sactiondd {_TEXT, _obje_mat...

F Section®d |__TEXT, _objc_met..

k SectlonBd {__DOATA,__oh|c_clas...

* SectionBd {_DATA, _objc_ima—
Sectiondd {_DWARF, _debug_...
SectionBd |_ODWARF,_debug_l...
SectionEd | DWARF, debuwa ...

E4-11 &FlibmystaticlibafIEHaEE

473 EIEEBHSE

FE—BEIDH , FAIFE |, BSERHE—LERRM—FRIIH. 0B UHHERM. 5
HrEs SRR BR BARSUERT |, TR B EL R ( BRIERIESOT TRESISE
BOSEEHSEEPRIB R ). (BNFRBEEEESET BRXHHIRNE | MiEESB RS
B | (EUEBEEREE. TR TESEXMHSINE | 2T UECHFENLERHHS

PRIERS . (BT EARRIX AR , STLAEREETE T BarkSepiX T I,

AT T ap <SRRI LA _E— T pAIES EE PRI B RSt

$ ar -x ./libmystaticlib.a

BEpNEIRBEEER | BRLIKI , SRIERFELER T mystaticlib.o3 4, EIEK
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TEIEXME | ATLUSEF ORISR | BB ERENETIIRRSE , FUTIATG<S ¢

$ ar rcs libmystaticlib_new.a *.0

EFIREHHER  BaBLBhr B R TERBIR X 4ERpIIF TR T libmystaticlib_

new.aq,

4.8 #EZE

(ERESESMEERATE , BFTIEMRRS | RIMNBERRAEE , 22 ( framework ) &
BN TRRIEFIATABBAY. macOSRAXEMFEM THELSA, TESystem/Library/Frameworks
BEXTHERTRRNIIBREMANVER , XEERTUHIIBNAEFER. S5,
System/Library/PrivateFrameworks B REFHHERZANFABEL , HEXHRETAH. FrameworksH
RTFHREIAFIER | BREMacOSRIFF AP ENERRIIN B SR | TAAEIESN
28 BAMEERRHIEDEEAARE. 258, MENTLILRRENIEE , R
EAREERLTAE , RULERMEERIZERF 2V EADD StoresP &£ 1HHT.

EGRXEEHSIMERBA DY | RAHRIRA IR S R IFEMERRE B BE | L
gn#EmacOs 10.11ARAIENN T 40 THESR,

0 Contacts.framework : BRARATEER, (ERIEERXSSRATE R ERLARRIBIHEES,

O GameplayKit.framework : GameplayKitiisXeHE2R, IR THIZIIFREIBMZA , FFRE

AILAFERGameplayKittEZE , BLEmRERS [EESceneKit 5 SpriteKit , SRFFATTEAIREIL
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LR

0 Metal framework : Metal{EZ242 44t 7 B F GPURISDEI.ER S H MR EURITEAYED | £
F350penGLEE(EL,

0 MetalKit.framework : Metal KitlEZEE & 7 Bl Meta FEFFAISE SR,

O Modell0.framework : Model /OHESRIR{H 7 RGURERISDIREL STEX R RAIRREINREZ O,

O NetworkExtension.framework : P81 EiEO. ATFEESEEVPN,

LI Y macOSHYFFASDKSE , SDKERFEBE—MERER , EEFRAIESHELAMELR |

JUEERTERTR. BERRALRAISDKIBEATLIITIN GRS

$ xcrun --sdk macosx --show-sdk-path
/Applications /Xcode.app/ Contents/ Developer/ Platforms/MacOSX.platform/Developer/SDKs/MacOSX10.12.sdk

ESDKERT |, {E2ER9B R /9$(SDK_PATH)/System/Library/Frameworks , FAGTEZRHIIE RN
$(SDK_PATH)/System/Library/PrivateFrameworks, XLBR FHMERFAREHIFAUER , RE215
BRFHELRI— "ZRB[HEZR", ZContacts.framework3it , iZHELZEHE— HeadersHRE , TFH

EERBEHERZONY | LERERGFERBRPEAFEN. B, FREECL#E

AHELRE RSB S B R, Contacts.frameworkFp—NContacts.thd3 {4 , B S T iZHELLRI—L

S5, TR

archs: [ x86_64 ]

platform: macosx

install-name:  /System/Library /Frameworks/Contacts.framework/Versions/A/Contacts
current-version: 0.0

compatibility-version: 0.0

exports:
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- archs: [ x86_64 ]
symbols: [ _CNActivityAlertCallActivityKey, _ CNActivityAlertSoundKey,
_CNSocialProfileUsernameKey, _CNTelephonyServiceName,
_CNWorkLabel ]
objc-classes: [ _CNAccount, _CNActivityAlert, _CNCDContactFetcher,

_CNPredicate, _CNPredicateValidator, _CNSaveRequest,
_CNSaocialProfile, _CNSuggestedSaveRequest, _CNTCC ]

objc-ivars: [ _CNCDContactFetcher._fetchRequestDescription, _CNCDContactFetcher._
persistenceContext,

_CNPostalAddress._subAdministrativeArea ]

archst5BE T HEZRSTHFAYCPUZEYS |, ContactstEZR R S745x86_64 , WIRTIFLZANEE , &l
QFIHSK ; platformiBBE THEZRIZITHR SIS ; install-namet5BE TIEZRAVERIR | XA BIEREME
1EFRTE ; current-version5compatibility-versionfgBH 7 L EIIRA S SFHBRAS ; symbols 2HEZEE

IMBIHAIFFSHIZR. objc-classesSobjc-ivarstEfit T Objc R 5T =,

48.1 #EIEZ
Xcodet2 it T HIRRIELRA TAZIENR , 75 A SEUERSENIRISE—HE , EERINBEERA
&% Cocoa Framework ,7AIG s NextBEI NI B AR FREN AT, FFAMEZRATLAfSE A SwiftakObjective-C

ES , BOIESRG , BALERmyframework h3L3244 , BRI :
#import <Cocoa/Cocoa.h>

FOUNDATION_EXPORT double myframeworkVersionNumber;

FOUNDATION_EXPORT const unsigned char myframeworkVersionString[ ];

4.6 T3 mylibIR B AImylib.h Emylib.m3EHFINEITE F , RfE1EEmyframeworkIiE |, &

Build Phasestm& A , EFFHeaders—Ii , &mylib.hi&E 9Public , #1E4-12F7R,
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BRE A f & @ o B BH | < B mytramawark

¥ B mytramework B el ramewank o Genaral Resowes Tags it Build Sertings Buld Prasas
r rrod ra s i
b milibh
ra it

¥ Tangst Dispendencies |0 e )
b mlramessanie.h

7
A
Info. plist L] * Gompile Sources {1 ibem)
" il ramawo e Tasts A

* [ Producs ¥ Link Binary With Libraries [0 Heme]

T Headars (2 itam)
¥ Peblic [T]
b mdibh

b myiramewar.h

v Pivats (0

¥ Project (0

E4-12  Emylib.hiZEJPublic

EEfEmyframework. hAZsII—4T{CAS : #import "mylib.h",

PUEsRininiED |, #aLUGL 4 InE] myframework.hdr, (FRIEZSRES , REEGE
myframework hEIIRE PRI LAY . LA ERESERE |, i XcodeSkEProduct—Build , B & 1%HE
EfYcommand+BFL S INERLHELE.

EASwIftBIFRIEZRAY A AR, SwiftBlFRIEZRAIR 2L SwWiftAR  BEASESHL Y ,
REERRSHEENRERpublicBIT |, miFEsmIFRINESBENERSL . FERAT ERE

FEmyframeworkswift{{A3,

482 EENFERASRE
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ERLAIEZRRT L BZRERMEFEA | BIEEFAICocoa Application TFZEmyframeworktest , &

LF—ERAImyframework. framework EEHEAEIBE H , 58 HUNE4-13F7RRIXHERE,

A5k “Copy items if needed” 1EIfG , mEFinishTeREZRAISN., EEIEF “myframeworktest”
IRE , 7£Generalfy “Embedded Binaries” EIRFmEMNS “+" , Emyframework.framework S\,

Chioosa options far adding these files:

Destinatien: B Copy Mems f needed

Added foldars: Craate groups
ﬂ Craale laldes ralerencas

Add to targets: S myframaworktest

Cancel | Finish
E4-13  1EZREERIEIE
HEZRENFERE . SImyframeworktestZRIIHEZRSNIEA] #import "myframework/myframework.h" ,

SRS EapplicationDidFinishLaunching () 73 EFRFRINA0TEES :

- (void)applicationDidFinishLaunching: (NSNotification * )aNotification {
mylib* | = [[mylib alloc] init];
[I hello];

b

REFARRE . RiEEXcode R E LRI TIRIIERMIFIETIER | AIREMSERHE R

H “hello world”,
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SwifthR ARIMELRERRTS AR | WAEARBREIT | F AT EER myframeworkswifttestd

(REN

EZELMEB MR |, RESTRAZIAEFREY  BIULERIR AT |, HEMWER
{F3. macOSEAIIFFF A A RIGHELR L 2R ~/Library/Frameworks R T LAESE=HEFEH.
DT REZET =82/, \Tf0Smart SwitchiZFE IR Fch L SEnHELe,

$ Is -I ~/Library/Frameworks /

total O

drwxr-xr-x 7 ... May 3 18:55 SamsungKiesFoundation.framework
drwxr-xr-x 6 ... Mar 6 06:02 SamsungKiesSerialPort.framework

4.9 pkg
RN ERABERIVRAREEIEN. MUbuntuZR S ERdebZ3EE. WindowsRF £
AImsiZt%, macOSRAEApkglFARMLEEER.
macOS_EFFRHIASHIEFEARTELE , Blil2L appfEREAIBundlet), BHELAzipE4EE
FEIMGREAARBITR. A, —LAppTBEERENER , (il , BRAEREEIRSHE
EiEF. REFRHRMER. EERTENERENHE. WTXLRANER | saTLUBE Hi1E

PkoZFRIERFRZER. S, BTIXEATIRNYE | pkoZ R AR SE R B EIER A,

49.1 #3 pkg
pkoRIIEFREEY RREFRENBLARIEERE BRIV, SR pkosIFRIBIARHE |

PkgRIEF R RAREREFLZRIET |, 5178 CRERIBashillATZRr.
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ERESERIRARIXcode TR AR T FIskHIf FpkghIPackageMaker, 2 THIREHZEES
EXcode FREMF  FERIFRNALREENLTH. THREFZIAR , 1517
PackageMaker.appaiE] LAFIVEpkg 7.

ATBHIE—1pkoeES , TR TER : 8 L —T A myframeworktest g Fr &2 32 £
Applications HRT , #myframework.framework #2582 % El| ~/Library/frameworks B R . Bz
PackageMaker , rE3EAFile—New , FESEHATNHEES , FEOrganization—t=ATIWAER , a0

“com.machook” , RIEOKIREIFEFERME , miFile—Save , & TFE{R7FIpkg_install.pmdoc.

15— 89myframeworktestFEFE R ElappER T , F4Fapp B RHE N\ PackageMakerf =5 |

SBEMAERRIEEER. REConfiguration LIIRE—LLEMNNEEES |, ME4-14F7R.

A rawens vatn
- Package: app
BRI Cortects  Compormsts  Scrists

instalt  User ADocuments/mac bookimacsosk/codeichapterdipip. 0

Destnation: /Apgd
Pach. €

Package Meniier.  COMmacbOCk mira mewirknstalion ago phy
Package Varsion: 1.0
Heatart Actior:  Noma %]
€3 Reguire admin suthestication
PRCndgns (a0 [0 VIred #ade yous DB ales ive lapainage o 41 8 LU

Pochage Location: Sell.Comaned °

E4-14 RETENNEERER

instal 5 EELTRIEFIRE , XBEEIEEIF T ; DestinatonfETEREFELTENNE , BUA
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FlApplications BE ; BUEAEE “Allow custom location” 1EIR , 1.LFEF R BEZEER/Applications
HRT ; Package Ildentifierf§ELZEAAIFRART , macOSICRLEEIHIpkgH BT EFRIRFIH |
FahiElEkpkglt TR EREIE | Package VersionfEELZRBANRA , MRAS2IRBpkohRAFHRAIK
%, JpkofEEH R ARTFZERZ! ; Restart ActionfEXEPkgRETTHG . BRBABEHITIHE. X
HEKESZFER{F ; Require admin authentication S HEISE L RE T 22 e Le PR | AR FIpkgtsE

HNLENAFTEESERNR , EEEL G L,

BTk, SdhContentstnss |, BEBEELEMNMNZ. PackageMaker BEBINIEIRIF 7 EL%E

IR Samyframeworktest.app , FEXHRNESESHITIIRtEEINZETF 7 , W0E4-15F 7.

¥ [pRg_install.pmdoc

N 4

Bulld  Basdid amed Aun EdR Interiace:
mlffamamaik indtallar
v Disaribition Package: app
Conbents .
Configuration Componants.  Scripts
¥ @ oD
Path s Group Moda
¥ W anp android  § stalf o alrwar
DS_Sore oot & admin o -

admin

Inchude roat in package Film Fitam Apply Recommandations

Owrer: B Aead [ Weite B Execuie

Dwrer:  noo %)
Group: B Resd | write B Execute :
Cehers: B Aoed  wite B Esecule i odmin B

E4-15 EESHITIREBMNRE
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KT XHEREEIIR | —MENANRBEINRA- 1.

#+4-1 ContentstUfRigE

Owner Group Permissions
Applications root admin FWXIWXr-X
System root admin FWXIWXr-X
Library root admin FWXIWXr-X
Extensions root admin FWXIWXr-X

SFFHEA ContentsHRAYFERF , macOSREASHIR/FIT BG4 R —MaiEiAY.DS_StoreXX
4. MREFATTE T BREERUGHNEDR | M4 BEE I BEFaTEREEHEAk25EAY.DS_Store

X, B, FEEAContentsBIREIS A 12ERMIPR | (ERI Tas<SRIA !

find ./ -name ".DS_Store" -exec rm -f {} \;

miEComponentsti& |, BEEEHMHER. BUE “Allow Relocation” Si%HE , BNRMERTRLR

5B , 1£/Applications B R MBEAREILIEEAER , WIE4-16F7.
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AN B - o

£y miramework installer
v Distribution Package: app
Contents
Configuration  Contents Components  Scripts

¥ O app

Component Allow Relocation Allow Downgrade

¥ . myframeworktest.app

myframewark framework
Canfigure:

+ O- I}

E4-16 EREHEHER
RiScriptsti® |, FeB B TRESRNEENITHMA., BREFMA D BIRF Apreflight

Spostflight , ZARBEMNEEscriptERT , FUTIA TS HEMNR T AIHFUTHIIR :

$ chmod a+x ./preinstall
$ chmod a+x ./postflight

BscriptBREEEHEAScripts Directory5=aI AHES |, tkAT , Preflight SPostflightiflASEE)

IRE5THY , IE4-17FT.
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AN B .-
v Trram:nm instabiar Package: app

¥ @ app

Configuration  Contents  Components  Scripls

Scripts directory: | fUsers/androidDocuments/macbock machock Joade/chapterd/pkg_instal_scriptls | @-

May contaln scripts and script resources.

Preinstalk -
Pastiratalk
Praflight: Specified in scrigbs dinectory
Postflight: Specified in scripts dirschory
Praupg e &

Fostupgrade: o8-

E4-17 BanREMA

HLURERIMAE6N , FEERREMNRITIF—N 2.

Q preflight : REZRFRE LA Instal IHRNE TR, ZMAEREFERX LIRS

Q preinstall/preupgrade : $t3TERIEFLER , ZHASEpreflight I RIZITZ/FIETT ; #3
ZIEFLRES ZHASTERFRE Finstal EEHfEH14T. preinstall SpreupgradefIX BITET
preinstal RREF P B —IRLEIZIEFEIHAT | Mpreupgradetffk , RBZRIREITIZIE
B ZBIAA ST , Bt |, preupgrade BERMTFHREER. KOBRFREAE XK

BRI @IT pkgZeZE SR Installer.app5efkfY , Installer.appiBidE &/ /private/var/db/receipts B R
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EEEUERSRBHENIkeX  IRFE | HIAEERET , BNAEIRLE,
O postinstall/postupgrade : ZHIAEREFLTETZEAiE1T. BN X 55 preinstall/
preupgrade—#¥E,

O postflight : {ZBZAEpostinstall/postupgradefl A 2 fFi=1T.

PackageMaker3z3Shel AR SPerl A |, A RERIZShellBIA | preinstal AR S

W

#!1/usr/bin/env bash
echo "Running myframeworktest.app preinstall script."
echo "Killing myframeworktest.app.”

killall "myframeworktest"

echo "Finding old versions of myframeworktest."
mdfind -onlyin /Applications "kMDItemCFBundleldentifier= ='fc.myframeworktest'" | xargs -1 % rm -rf %

echo "Removed old versions of myframeworktest.app, if any."”
echo "Ran myframeworktest.app preinstall script.”

exit O

X ES B 78 B S 3 F killall 3% 38 1E 7E1Z 17 HY myframeworktest.app 52 , 35 (& F mdfind 7
IApplications B R NEIKFZFIFRFTA" fo.myframeworktest "HIFEFELERER , HKEIGEERAm g

EER.

BkEEpostflighti I AIIANZ :

#1/usr/bin/env bash

echo "Running myframeworktest.app postinstall script."
echo "Installing myframework.framework."

rm -rf ~/Library/Frameworks/myframework.framework
mkdir ~/Library/Frameworks/myframework.framework
cp -r /Applications/myframeworktest.app/ Contents /Frameworks / myframework.framework / *
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~ /Library /Frameworks/myframework.framework

chmod -R 6777 ~/Library/Frameworks/myframework.framework
echo "Ran myframeworktest.app postinstall script."

exit O

EiZM Az 178 , myframeworktestapp e F B E L L %2 T /Applications B R T , &
myframework.framework &#lZ|~/Library/Frameworks BR T , ASIEXE IR S EA A EBATisE

AS8IH4T | FUT5S/EVERexit OIRHMIZR,

MEFELENASSHITHAS , REContents FERIER , Xpkg#HiTEE. M

Configuration , FETitleSZHISL AEF I N L ZEGDHIFRRR |, 5120 “mframeworktest installer” ; FEUser

SeesfMiFEiEEasy Install Only ( fEERZZE ) BE] ; #EInstall DestinationZbA)1%EVolume selected by user,
miERequirementsiigs | IREpkIZTHRARER. REREAL MERIMS" + " , &
PRSI © —£&2System OS Version(e.g. 10.x.X) , B—5&E Target OS Version(e.g. 10.x.x) , EHZE

F>=10.6 , 4NE4-18Ff7.
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N

Bold  Build and Run

T B =

Conterns

¥ 6 app
e
Mpgiications
+ Q-

v pkg_install pmdoc

mframework installer (Distribution)

Configuraton sciors

Required Pass Dascription

N S ~ System OS Version (e.g. 10.x.x)
Bqu . . ¥ s greater then of equal 10 '10.6

- ~ Targot OS Version {e.g. 10.x.x)
Required T true T oo eater thin of equal to '10.6

E4-18  FOI0EEN

&

Edit Interface

REActionstrRERAHE. BiEx VG mERE4GLAAYEdt interfaceiZl |, fRiERSE

EFNRME , 845 : Background, Introduction, Read me. License5Finish up, 8—I&EFE—

E , REATLUSERRFEVAR Default , HRTLAEIRE —RMABRANGZE | SEIEE—INBEY

rtfSALEhtmIKITT,  E4-19F7RA—ERFEHIRead Me,
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Important Information Read Me Panel
myframeworktest.app Read Me
© Background instadl mytramawarkiest. app and mytramework, framework None
© Introduction l © Embeaded
© Read Me ] File:
© License - &
© Finish Up y Ditferent localizations carnot
mix embedded and flle-based
resources for the same panel.

L~ B Fin Oans

E4-19 Read Me
VA ERE#ESERfE . RidiPackageMaker s L fRIBUIldSZERBTHIEE | BE mdEBuild and
RunfZtEME TN IR B T, MRS AR REFR RN SEFTEEEN— kol
mpkgX {4 Z AR AILARBRY M , F FRRFBENEHTLEUL | iRAERATLARSG T .
FTARAHIX codeiAt T an ST TR productbuildF TR HIFpkg. A5 PackageMaker i FRIZER

BT LUBIIHUTLA T an S 5Tk
$ productbuild --component app/myframeworktest.app /Applications --scripts script ~/Desktop/out.pkg

wOHITRE FeEH B S _ EARpkgXE | HARIFI T LIBRE--signS &3k kg
F2. (BpkgSEAFEcodesign , AR EIFERpkgIiREXNEHITER & FNMEXUT pkoINS |
BILAER T Bproductsign>&Xdpkgi 78583,

METELRIpkeEZTRE , TEFREERRIHE LEBIIkeHF LR, ERGLTHR
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FHAEAR—ESENR T ELuggage® , BT —FBE XA T RmFIMIER pkg S,
ZITENFERGERESR , REEIEGitHub ERISUEEHF/usr/local/share/luggagefi el 7 &2,
ETHANMERS |, vJLASE Luggaget2HAIEFIO, LIRFEEGFIfIEFEAF] , ST

PATIAT S

$ make

Usage

make clean - clean up work files.

make dmg - roll a pkg, then stuff it into a dmg file.

make zip - roll a pkg, then stuff it into a zip file.

make pkg - roll a pkg.

make pkgls - list the bill of materials that will be generated by the pkg.

$ make pkg
Password:
make -f Makefile -e pack-fex

Disabling bundle relocation.
If you need to override permissions or ownerships, override modify_packageroot in your Makefile
Creating /tmp/the_luggage/Fex-20160902/payload/Fex-20160902.pkg with /usr/bin/pkgbuild.
sudo /usr/bin/pkgbuild --root /tmp/the_luggage/Fex-20160902/root \
--component-plist /tmp/the_luggage/Fex-20160902 /luggage.pkg.component.plist \
--identifier com.huronhs.Fex \
--filter " /CVS$" --filter " /\.svn$" --filter "/\.cvsignore$" --filter " /\.cvspass$"
--filter " /(\._)?\.DS_Store$" --filter " /\.git$" --filter " /\.gitignore$" \
--scripts /tmp/the_luggage/Fex-20160902/scripts \
--version 20160902 \
--ownership preserve --quiet \
/tmp/the_luggage/Fex-20160902 /payload/Fex-20160902.pkg

$ls
Fex-20160902.pkg Makefile fex

MEIHFRILIEY | BRT#52pkg | LuggageifSzisEmMdmeSzipf TERIER | IFETSE.

5lLuggageZ{LIBYA G createOSXinstalIPkg® (FREAARRER BEANEE T LAZIGitHUb

@ Luggage FEkibHE © https://github.com/unixorn/luggage,
@ LuggageREfIttbiE : https://github.com/unixorn/luggage-examples,
® createOSXinstallPkg REHBHE : https://github.com/munki/createOS XinstallPkg,
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EFEEWNIER.

BfE  AE—EE KB RENpkR =B HIET Biceberg® , iz T HRILMENZIRIEFHEH

BERER. WHARKTCENEET  BXEBIOEETLEEN TEIXA.

4.9.2 pkg MRESEE

LhepkofRiEie , REWEpkg , BN EMpkg  ASRHLENS | IZBLEAMERTENext
BRIR4E5enk, EREEES BT LIRFrIReREeIEssilR , RASHEIRR  ERAF
MABERTS , RBREMABBEE., RTWNEREN , EALUERG ST I Rinstalleri

1TERTR. PUTIA TSR RS E—T5Rdpkg :

$ sudo installer -pkg ./myframework_installer.pkg -target LocalSystem
Password:

installer: Package name is myframework installer

installer: Upgrading at base path /

installer: The upgrade was successful.

PkoRIENERISX AR T RERATIRBRAEREHpkofITiE. E—HHEANRBH Epkg
BINEEER  MRES T —MERHE , REENTIZTEM A LAEIE E—T5HFRIpkg

7. BIARORRZANT

#1/usr/bin/env bash

if [ -d ~/Library/Frameworks/myframework.framework ]; then
/bin/rm -rf ~/Library/Frameworks/myframework.framework
fi

if [ -d /Application/myframework.app J; then
/bin/rm -rf /Applications/myframeworktest.app
fi

@ lceberg FERHEAL © http://s.sudre.free.fr/Software/lceberg.html,
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echo done.

T IRBIRMENHAEFAIpkg , UABEFANENR , BiE RS =771 R , flalUninstallPKG® ,
XE—ERY | &RETE  ERRERFTRRIIFTE kgt , ARLAFIRF SRR

3k, aNE4-20Ff7.

‘ ' PKG Uninstaller ‘

? - Compietely remave unwanted packages from your system

[ At packages T L

Pachags identitior Package Fiename resal| Doto Comtern Size  Veryion
| W COm.ooCos 20K kg COTOS 20X pKY L0604 18Zab MY 210020
1@ com.github osxtus, pkg Cone 10.9/0SXFUSECare, phg W6, 14:26  6AME 2829
1 @ com.github osxiuse, pkg PrelPane OSXFUSEPrefPane.phg 1218, %4:26 1IMB 282
1@ com.imelkext.haxm.1.1.1 Iethaxm_1.1.1.0kg E{30/15, 1749 0QONMB m

| @ com.intel kext.haxm. 1156 Imethaxm _1.1.5 pkg 11/231E, 16:23

02 MB 11.5
B com macbook 3 memmwork 1M

| @ com,micrenoltmau ol maoupdate pkg. 2 32 ma_nl_mAoupdste pkg 10515, 14:26 11 MB 232
@ com.micreaoltmerp allarroreporting okg.2.26  merp_al_errarrepernting.phg 1005015, 14:26 34MB 226
| @ com.microsoft.merp.allerrorreporting 0ig.2.29  mevp_all_errorreporting.pkg 10/715,17:18  34NMB 229
| @ com.microsoft office. licensingV2. pkg commicroscftotfcelcensingv2.pkg 10/2816, 15086 0OMB 0
I ¥ com.microsoft package, Fonts Office_fonts pkg 10113185, 19:41 - QI MB Q
| @ com.micresolt package, Frameworks Cffica_lramaworks pkg 1001315, 1941 24 M8 Q
¥ com.microsoft package. Micrasoft_AutoUpdate... Office1S_asoupdate_updater.pkg 39016, 15:51 54M8 34
» com.microsoft.package. Microsoft_Exoel.opp Microsoft_Exoel.pkg 3/%8N16, 22:63 4B4 5 MB 52016031500
» com.mcrosoft package Microsoft OreNote.opp  Microsoft OreNote.phkg JANe, 22:83 5o wE . 2016031500
a com.microsolt package Microsoft Outicok spp  Micrasoflt_ Outiook. pkg 318, 1904 WELIME %191
A com.microsoft package. Microsolt_PowerPoin...  Micresolt_PowerPoint pkg 318116, 22:52 443EMB 152018031500
aL0m miccosalt sackaoa Micoosott Wood 200, Micoosoft Wood oo, ~33806.22.53_ STROMB__ 252016031500
78 Packages 86250 @ © View Package © Urinstall Package.

El4-20 RFEhLEAIFTEpkgRMt
R View Package..3%Z8H , AILABBpkgER AT E N THL X HRNS , MR Uninstall
Package... , BTLABZEIFpkg.
UninstalPKG 2 2N AIINE S HH R R R ERIpkgRIIE ? EL/RERBE R, BiElN
Iprivate/var/db/receipts FHIpkgFIZE , SRS {ERIsbomBE BEIXLEpkgSZ{4HIbomSE., #HZbom3Z{4

SPREFAISIMSIZR | BENFIZELE |, BERIMRIS ISR, T T ar<SFIRmMAT
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LEE L—TpkahIER

$ cd /private/var/db/receipts

$ Is | grep macbook
com.macbook.myframeworkInstaller.pkg.bom
com.macbook.myframeworkInstaller.pkg.plist

$ Isbom -pf ./com.macbook.myframeworkInstaller.pkg.bom

./myframeworktest.app

./myframeworktest.app/ Contents

./myframeworktest.app/ Contents /Frameworks

./myframeworktest.app/ Contents /Frameworks/myframework.framework

./myframeworktest.app/ Contents /Frameworks /myframework.framework/Resources
./myframeworktest.app/ Contents /Frameworks/ myframework.framework /Versions
./myframeworktest.app/ Contents /Frameworks/myframework.framework/Versions /A
./myframeworktest.app/ Contents /Frameworks/myframework.framework /Versions /A/Resources
./myframeworktest.app/ Contents /Frameworks /myframework.framework /Versions /A/Resources/ Info.plist
./myframeworktest.app/ Contents /Frameworks/myframework.framework/Versions /A/_CodeSignature
./myframeworktest.app/ Contents /Frameworks/myframework.framework/Versions /A/_CodeSignature/ CodeResources
./myframeworktest.app/ Contents /Frameworks/myframework.framework/Versions /A/myframework
./myframeworktest.app/ Contents /Frameworks/myframework.framework /Versions /Current
./myframeworktest.app/ Contents /Frameworks/myframework.framework/myframework
./myframeworktest.app/ Contents / Info.plist

./myframeworktest.app/ Contents /MacOS

./myframeworktest.app/ Contents /MacOS / myframeworktest

./myframeworktest.app/ Contents /Pkglnfo

./myframeworktest.app/ Contents /Resources

./myframeworktest.app/ Contents /Resources /Base.lproj

./myframeworktest.app/ Contents /Resources /Base.lproj/MainMenu.nib

./myframeworktest.app/ Contents /_CodeSignature

./myframeworktest.app/ Contents /_CodeSignature/ CodeResources

MBI APHITHGS , JLLEEL , & ~/Library/Frameworks B R 222 AImyframework.
framework & EFIHE MRBEEContentsHEENNES. FEEEbomEEFEHARIRIsbomips S ,
HiL , EFpkgFHIRBTEE—MEBETGE - WihiafTpka/a . AEmEContinuelzl , M2

FATESEERFile—Show Files , pkg B ZRIMNHRBTH—B TAT |, WE4-21F7,

@ UninstalPKG ZgHBAE : hitp://www.corecode.at/uninstallpkg,
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.-
Welcome to the mfr rk installer | |l
[ ] L) Files from mframework installer
a " 3tall this

4

| Yare

of._05_Store
| «/nytraneworktest, app

JJSmyframeworktest,app/Contents

JSmyTraneworktest, app/Contents/Framevorks
Jyframeworktest,app/Contents/Frameworks/myframework, framework
JSayfraneworktest,app/Contents/Franeworks/myframework, framevork/Reso.
JJSyfraneworktest,app/Contents/Frarevorks/nyframework, framework/Vers.

JSuyfraneworktest, app/Contents/Fraveworks/myframework. franework/Vers..
JSmyframeworktest.spp/Contents/Fravevorks/nyfranework. framework/Vers.

/myfraneworktest.app/Contents/Franeworks/nyfranework. franework/Vers..
JJ/ayfraneworktest.app/Contents/Frazeworks/nyfranework. franework/Vers..
«/nyfraneworktest.app/Contents/Frazevorks/nyf ranework. framework/Vers..

JJSuyframeworktest.app/Contents/Frameworks/nyf ranework, franework/Vers.. VT'
T -~

E4-21 pkghEEHNXEARE
BR7 Ell/private/var/do/receipts B HIFFMERpkgFIZR 1A RTLAERApkgEE T EpkgutisREE R
FHTENPKIER , FAIREEERE , FegHE. TN THSHUEE L—H%%&ERIpkg

=5 MRS LEE—HF

$ pkgutil --pkgs | grep -i com.macbook

com.macbook.myframeworkInstaller.pkg

$ pkgutil --files com.macbook.myframeworklnstaller.pkg

myframeworktest.app

myframeworktest.app/Contents

myframeworktest.app/ Contents / Frameworks

myframeworktest.app/ Contents / Frameworks/myframework.framework

myframeworktest.app/Contents / Frameworks/myframework.framework /Resources

myframeworktest.app/ Contents / Frameworks/myframework.framework /Versions

myframeworktest.app/ Contents / Frameworks/myframework.framework /Versions /A
myframeworktest.app/ Contents/Frameworks/myframework.framework/Versions /A/Resources
myframeworktest.app/ Contents /Frameworks/myframework.framework /Versions /A/Resources/ Info.plist
myframeworktest.app/ Contents / Frameworks/myframework.framework /Versions /A /_CodeSignature
myframeworktest.app/ Contents/ Frameworks/myframework.framework/Versions /A/_CodeSignature /CodeResources
myframeworktest.app/ Contents / Frameworks/myframework.framework /Versions /A/myframework
myframeworktest.app/ Contents / Frameworks/myframework.framework /Versions /Current
myframeworktest.app/ Contents / Frameworks/myframework.framework /myframework
myframeworktest.app/Contents/ Info.plist

myframeworktest.app/ Contents /MacOS

myframeworktest.app/Contents /MacOS/myframeworktest
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myframeworktest.app/ Contents /Pkglnfo

myframeworktest.app/ Contents /Resources

myframeworktest.app/ Contents /Resources/Base.lproj
myframeworktest.app/ Contents /Resources/Base.|proj/MainMenu.nib
myframeworktest.app/ Contents/_CodeSignature
myframeworktest.app/Contents /_CodeSignature/ CodeResources

4.9.3 pkg XHER

pkg#3/pkgSmpkg , BIZZRIIREFLE  FRERHNSERFTE  s@a— g1
FE (subpackage ). pkgABXEMMIE | —Fh5Bundle—Hf , BERFEARGHNER , £
—ERAIPkgN R EHMRIXFME | BE—MRxart8AE, FHES BIIXFEFMEIR
ERHTH.

B5tEmyframework_installer.mpkg ,fftreedn S ( RABIAIRBILES  AILAERbrew install

treelft{T%% ) EECREREN , T

$ tree ./ myframework_installer.mpkg/
./myframework_installer.mpkg/
L—— Contents
}—— Packages
| “—— app.pkg
| L—— Contents
| —— Archive.bom
| I— Archive.pax.gz
| —— Info.plist
| —— Pkglinfo
| L Resources
| }—— en.lproj
| |  L—— Description.plist
| I— package_version
| }—— postflight
|

L—— preflight

}—— Resources
| L—— en.lproj
L—— distribution.dist

8 directories, 9 files

STFAIMNERImMpkg , EBYPackages R NMFHAYRrkgX 14513 | B2 FE5IZE ; Resources
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BT pkoFIEIRYAR , AL, B, rtfSTAY. pdfSTREs ; distribution distSZHE—

miME , BETERERNFE. ETHHASFER. XM TIRRImpkg , BRIRETU T

<?xml version="1.0" encoding="utf-8" standalone="no"?>
<installer-script minSpecVersion="1.000000" authoringTool = "com.apple.PackageMaker"
authoringToolVersion="3.0.6" authoringToolBuild="201">
<title>myframework installer</title>
<options customize="never" allow-external-scripts="no" rootVolumeOnly="false" />
<installation-check script="pm_install_check();" />
<volume-check script="pm_volume_check();" />
<script>
function pm_volume_check() {
if(1 (my.target.systemVersion &amp;&amp; /* &gt;= */
system.compareVersions(my.target.systemVersion.ProductVersion, '10.6') &gt;= 0)) {
my.result.titte = 'Failure’;
my.result.message = 'Installation cannot proceed, as not all requirements were met.';
my.result.type = 'Fatal’;
return false;
b

return true;

b

function pm_install_check() {
if(1(/* &gt;= */ system.compareVersions(system.version.ProductVersion, '10.6') &gt;= 0)) {
my.result.titte = 'Failure’;
my.result.message = 'Installation cannot proceed, as not all requirements were met.";
my.result.type = 'Fatal’;
return false;
¥
return true;
b
</script>
<choices-outline>
<line choice="choice0" />
</choices-outline>
<choice id="choice0" title="app" >
<pkg-ref id="com.macbook.myframeworklInstaller.pkg" / >
</choice>
<pkg-ref id="com.macbook.myframeworklInstaller.pkg" installKkBytes="108" version="1.0"
auth="Root" >file:./Contents /Packages / app.pkg< / pkg-ref>
</installer-script>

pm_install_check()5pm_volume_check ()3 B EER I ESEMEE , TEHIchoices- outline

EBOIEE T =ARAIEARchoice BRI EIEFEHUTIHNFE. W TZHaImpkg® BRE—" pkg ,
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choicefYidgchoice0 , 5MAAIERIR Efile:./Contents/Packages/app.pkg.

app.pkgBRELZENFE , B2—Mokot&VAIBundleZEIE R , 82— Contents 7B R ,

BEG4NE 51 BRResources , FEDBIHTNE.

Q Archive.oom : bomfER. FHAIRELEENNXMFIZER | AILAERIsbom -pfisSEE |
BRE E—HEIR—#.
O Archive.pax.gz : {EBpaxi8FTBEBERZipEREINESES | ERRTHEELRNIRN

B, lEabEiEmyframeworktest.appfEfF. ATLAMITLA TR SHHATHEE ¢

$ cd ./myframework_installer.mpkg/ Contents / Packages /app.pkg/Contents /
$ gunzip -d ./Archive.pax.gz
$ pax -rvf ./Archive.pax

./myframeworktest.app

./myframeworktest.app/Contents

./myframeworktest.app/Contents/_CodeSignature

./myframeworktest.app/ Contents/_CodeSignature/CodeResources

./myframeworktest.app/Contents/Frameworks

./myframeworktest.app/Contents/Frameworks / myframework.framework

./myframeworktest.app/Contents/Frameworks / myframework.framework / myframework

./ myframeworktest.app/Contents /Frameworks /myframework.framework /Resources

./myframeworktest.app/Contents/Frameworks / myframework.framework /Versions

./myframeworktest.app/Contents/Frameworks /myframework.framework /Versions /A

./myframeworktest.app/Contents/Frameworks/myframework.framework/Versions/A/_CodeSignature

./myframeworktest.app/Contents/Frameworks /myframework.framework /Versions /A/_CodeSignature
/CodeResources

./myframeworktest.app/Contents/Frameworks/myframework.framework /Versions /A/myframework

./myframeworktest.app/Contents/Frameworks /myframework.framework /Versions /A/Resources

./myframeworktest.app/Contents/Frameworks /myframework.framework /Versions /A /Resources/ Info.plist

./myframeworktest.app/Contents/Frameworks / myframework.framework /Versions /Current

./myframeworktest.app/Contents/Info.plist

./myframeworktest.app/Contents/MacOS

./myframeworktest.app/Contents/MacOS / myframeworktest

./ myframeworktest.app/Contents/Pkglnfo

./myframeworktest.app/Contents /Resources

./myframeworktest.app/Contents /Resources /Base.lproj

./myframeworktest.app/Contents /Resources /Base.|proj/MainMenu.nib

Q Info.plist :pkgEAMSE., CFBundleldentifier/apkgAJtRiR ;IFMajorVersion51FMinorVersion
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P RIAPkgBIERRASFHRAS | IFPkgFlaginstalledSize IpkgZa=/ERrBE S ANFT
KN

Q Pkglnfo : 8= AR, FEAR— kgL,

Resources BRIR T RBRIRXMIL , BB TLATXM,

O package_version : ShRAIZH, BMfsEFIPackageMakerBlfEpkgR iR BRIMRAS,

Q postflight/preflight : pkgBHUTHIBIASIE, E—Thihd |, AR FREITINEA S ZHAY.
0 Bob—FhExart§TCAIS Y | FTLAEARIN T s S EE myframework_installer.pkg 3 4HI

B

$ file ./ myframework_installer.pkg
./myframework_installer.pkg: xar archive - version 1

O xar2EERYRT RIS | AILAERxaras SXTEBHTHEE | 0 TATR

$ xar -xvf ./myframework_installer.pkg
Distribution

app.pkg/Packagelnfo

app.pkg/Bom

app.pkg/Payload

app.pkg/ Scripts

app.pkg

Resources/en.lproj

Resources

Distribution SEIEIITiSHYdistribution.distSTEEZA—4E |, Resourcess R SFIERN—F , T
A IEEFapp.pkg . BEEZLATANUE,
0 Bom : bom{B8. , FHELEENNHFIZR. AJLAERIsbom -pfiSEER , REE—

TIHER—HE.
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Q Packagelnfo : XAXM , BT BRIER. JLUERcatiSEEEHNRS !

$ cat app.pkg/Packagelnfo

<pkg-info format-version="2" identifier="com.macbook.myframeworkInstaller.pkg" version="1.0"
install-location="/Applications” auth="root" >
<payload installKBytes="108" numberOfFiles="25"/>
<scripts>
<preinstall file="./preflight" />
<postinstall file="./postflight" />
</scripts>
<bundle id="fc.myframeworktest” CFBundleldentifier= "fc.myframeworktest"
path="./myframeworktest.app" CFBundleVersion="1">
<bundle id="fc.myframework" CFBundleldentifier="fc.myframework"
path="./Contents/Frameworks/myframework.framework" CFBundleVersion="1"/>
</bundle>
<bundle-version>
<bundle id="fc.myframeworktest" / >
<bundle id="fc.myframework" / >
</bundle-version>

Q Payload : ZiJgzip/FAEIIAIEUERT | AL EZZEAImyframework.app , ATLAERSNT

SHATIRE. MBREAINERESRIER TERmyframework.app.

$ cat ./Payload | cpio -i
3 blocks

O Scripts : ZidgzipEFEAIRIAR, ATLMERI TaRSHTHRE. BERNESESERT

AR INE R preflight SpostflightBiiZs,

$ cd app.pkg
$ cat ./Scripts | cpio -i
181 blocks

4.9.4 H#E pkg
XIpkgtl&B—E T #RT | IEEEAEPkgFIAME Y . BiEpkgFCAFE LA T 3FRIENL,
0 FRNEIRBEN | FXIHIERA kg , SRINGT , ATETHS IS | $tiharka

Apkg , TESCHEFxar , AIEBREIENZRIRG . EfELExar,
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0 LEMARRIBRTASH : RIS ENIpkg , RINE | TEIRHITIENER ; $tXIxar
KAMpky , BESLMEEXar , BEEScripts , AEEIRIEHTHIAST | TR ESEScripts |
BIaEHEYExar,

0 LEABHIBIRTUEN : FHRIAIEEIpkg , KRINE | (BFZESCXSArchive. pax.gzi#tfT

fRE [BNEE EESEFTERE FdxarEBpkg BB Exar JAGEREPayload |

BRaEedciiER  EEYaPayload , BIGEHTE Exar.

A ESERRIRERE , LR tmIfes | (e T ERM—Eima) TFR LAKKIRESER.
E=Zpkofa | BCRIEN SpkgX M | RS HTH kg TAS T RERMANRIF. HEF—FT
Suspicious Package® , b T EIRM T HRIEAISTIEIT | Za=5chkfa  ERIRFRIpkg LR FEE | Hi

AJLUREEEPKg , MRBLENRARE | ME4-22FT7.

@ Suspicious Package FEiHEAE : hitp://www.mothersruin.com/software/SuspiciousPackage,
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o8 myframework_installerpkg Open with Installar ]

Opan in Suspiciows Pecage

? myframework_installer.pkg

Instalier Fackage S

) funs 2 install scripts )

34 KB for package — 111 KB installed on disk

Frewiously installed on “Macintosh HO® using Jusrisbinfinstallar = May &, 2016

¥ [ Applications
¥ s mylramesorkiesiapp Version 1
¥ [ Cantents

* 0 _CodeSignature

B [0 Framewaorks
W info.plst

B MacOs
B Prginfa

* I Resources

—

E4-22 E&pkg

ERTAERERTHIMARS | Q0E4-23F 7.

o6 mytramework_nataber, phog Opan with staber t
< tacx Inatall Seripts
v
s spp.pkalprefiight
W posthight er

Script 5 rus by stalier, 35 e reot user, batre moving fFes nto place.
2 pathw sorigt “predig*
$1 petho pectege
S22 ppicasons® on selecied inetad divk
31 path b seboried inatsd Bk
M 7 enmertep chk

Stranr/atniew Deay

barwivg w"-“l"lﬂ‘ ”' Dfll ratell script.”
b 11ivg wyiramewarktent
MLLTT “wyf renmmritent”

"”T L6 wersioes of mfresevertiesl.”
-mv onlpis figelicotivn wn-—c UL P et | .
ethe “Ramian] L8 wersiins of mTroseeniest ap. L1 g,

T e L T i P
wit e

E4-23 BEEHTHIHARS

XpkgBTHIE TR  KAIFTERENSE , T—LHEREDEIERAT. Suspicious
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Package X IFEUEEREN , {#F3Suspicious Package¥TFFpkg3X{4H/5 , EEFRMEAYAIN FilesHIFHATLIE
EFENHE | aTLUSTESHEINE |, EisEHEIFinder , B8iE mdiAction—Export , EERTLUESC

HSH | BERIEL-24F7.

[T ] & mrtmmawork_instadier, picg
- #- I J 7] 1N
Hisih Fars LA Wil Fadi k. EngunT Fe
i Paciaga Inie B AIFm § pelipht
HaTe e ik fad B wirad
T Apzcalom

Sk B

FenkA  Decumer

Lg Comiasis BFER  Folkder N

E4-24 XHSH
&7 Suspicious Package , IFEBIM—FAEBARITE : Pacifist® , IXFA T ESIFS 41

FERVIREX , i EiEpkg , WNE4-25FT.

@ Pacifist FEBHE : http://www.charlessoft.com,
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/f%\ Pacifist

- myframewk_mtaller pkg

; = BB O Q  se
nsied  Extract Tow.  Varlly  Show info View Files Find

Package is 8 metapackage

! suthenticati

o Package doas not have a signature
Size: 33.0 Ki2 compressed, 108.0 Ki8 uncompressed
Size of selected files: 201 KiB8

Filename Size Cwner Group Permission

¥ @ myframework_installer.pkg 87.7 KiB andr... wheel drwxr-xr-

Distribution 18KiB andr.. wheel -rw-r--r-
» [ Resources 0 bytes andr.. wheel drwxr-xr-
¥ @ app.pkg B659K8 andr.. wheel drwxr-xr-
Bom 357KiB  andr.. wheel ~rwer--r-
Packageinfo 726 bytes andr.. wheel -rw-r--r-

wheel
¥ [ Scripts 435 bytes andr.. wheel -rwxr-xr-
M postflight 460 bytes andr.. wheel ~rwxr-xr-
M preflight 405 bytes andr.. wheel -rwxr-xr-

[E4-25 Pacifist
R ERANAISY |, AIEE "Extract to Custom Location...” , BiE EEHERIBRIFAIUG:

Sk | ERETLAS SUAREN K,

FHRENHSRASUS | TR HERF TIe  MIEHTREIET . Pacifisti S FHSEIE T2 E

%, NREKAYEPayload , FJLAERIN TS EFapp B R THImyframeworktest.appFJE[EIE :

find app/* | cpio -0 > ./Payload
WRZMAS M |, BRI LANEEH. REMEBIERFaIPayloadskScriptsEFiFJBEIE , &

P iTxar oviip SRR | XEBHEEFS—FER LT R : Flat Package Editor , iZTER¥RES
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R, LA pkoEEGHITIE. M. SURME. FIFFEBR(ERpkg . BHESIFAIPayloadElScripts

HEalZE |, REmtisEEFile—SavesiiIREMRIN Y |, E4-26 7,

L » w myframework_installer.pkg &
Mew Folder Delete  Info
Marme Size
Distribution 1,869
v Resources

> en.lproj

¥ '« app.pRg
Packagainfo FI6
=5 36,537

Secripts 435

E4-26 {$EFAFlat Package Editori#{T4] 6

BE7eRk/E | pkoRiBRIERUTF T | BT RMINLAR RV B AT T .

4.10 dmg

dmg R RN EERIERE (diskimage ) 304 , SR{EIFWindowsSE& ERTisof &, dmg
FUTF—NEGEHS SHFERSINE SEFRS 3 TEMdmgE— Mt T ks & fiz=t.
4.10.1 #33 dmg

¥REAFARFGETHESIET BEDisk Utilityr] LIRS EMME3EdmgSY |, HRiEEBEIEER
E25h/Applications/Utilies/Disk Utility , stz BaFile—New Image—Image From Folder... , \3Z{4

KEIERER, EFEL—TrappER , WE4-27AT7R.
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fESave ASREEIANERIFRIN 4R | TEEnCryptionfbIEFEZBHITINE | noneR=AINE |,
128-bit AES encryption/&macOS 10.3LAR1Z BISZHFHI128fIRYAESHNZE , 258-bit AES encryption[l]
EmacOS 105 A FHAKII256{UAESING ., EERER—MINELNE  SBHBANES
HIXHEIE | IRTBANZIDARAESEIZNIIZ ey , RE— AR BEIRENER. RETFSE
f3f5 , #EImage FormatMRERGRAIET! |, read-onlyZR7<BIE RIZARIR , compressedRAI R
BB ITESE | readiwriteF=~ESEEIEAE , DVD/CD masterF~EIiEDVDIEE , hybrid imageZ=

TEIERGIRG. IRFEIE |, RdSavei&i , dmgmi UZRIN T .

BT ERER REEIEImgs , AT LUERE<SIT TRhdiutilskelEZ |, flanJsappBRTAHY

myframeworktest.appBlJEE—NAES128/NZR, 2545 fabc123fdmoEtg: , REEHITAN T e <SRN :

$ hdiutil create -fs HFS+ -volname myframework -srcfolder ../pkg_install_script/app -encryption AES-128 -stdinpass
-0 myframeworktest_cmd.dmg
Enter disk image passphrase: // ttAb%i A B 5123

created: /Users/macbook/code/chapter4/dmg/myframeworktest_cmd.dmg
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Save As: | Untitled -

Tags:
E o~ a0p

Claind Diive
s hppication
0 Desktop
B Documents

0y Domnlnacs
£ tka

-
4% Miusic

I8 Piciures
H sarvins

1 Library

Ercrpption:  none )

imaga Forman:  comenessed E

Niwi Faldar cancal  [EEEEN

E4-27 EFappBR
SNERTASM U BIEZAIdMg AT MEL |, St RILAERIDIsk UtilityBU2 BE X AJdmg
BEXAdmgBENdmeisEER. BRERIARIMgXXHHNERG VR KN, RFEFTFDisk
Utility , A3 E2File—~New Image—Blank Image... , I 2 —M=HEEE | EREXNEESTIRE
REIAN MESN. PREAURFREER. FEISHRE | W REEIFER G read/write
disk image., BUZMINIG , FTFHES | HappBRFINGESHE. MRFEFRERER , R

FESLTRERSHEIREGT | fEHchilagsi SIRBMIEREIE , HER— R " EENER

(BMA\SIEHER ), EEG EaTaE | ERHAYSERFIEEGet Info , RFIRES SR FEIA,
BE5ElE . mihDisk UtilitySZE2f9Images—Convert... , IERRERIIdMoRE | BZ BB ELE R

FRALIRMT .
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PR T EFRAEMAIDIsk Utilitysh , tBe] LUMERA_ E—T M BHLuggage TE, MFHAT , T

make dmg3RAERIMIX ., e , BE—EE=F TEBAILIAREIEIMgHRE , LWRAEHNE
DropDMG® , WERARIZFR AT LAFIMT , ETFEII 3 HERRIRESIE dmgiRgk, BT

IEEALUN , ERLLRER | WA EEA,

4.10.2 &I dmg

dmgS ST IR  BEIRERCRISUST | ATLAERE R T Rhiduti St EdmgRIER
PR, FEERdMgANT RS , — T sEBRI A R RIS dmgEHAEE  AEWindowsEkLinux
e EER. HRERARdmg , M EBFE =75 T Edmg2img® , AJLARTSEG dmgtEaplnT
PATELinuxERFe EHEERRI5RE. EF— 1T HRdmg2iso® , AL dmg#EERkWindowsF-& _EfERIAY

isofsf%. PR EiZTERERERTER T hdidtil,

Hst , fEAhdivtiREIRIMiER RS T. B TES. SR, ¥ifdmgFIheE. fln , &

ZEmyframeworktest.dmgHISERTLHITII RS -

$ hdiutil imageinfo myframeworktest.dmg
Format Description: UDIF read-only compressed (zlib)
Class Name: CUDIFDisklmage
Checksum Type: CRC32
Size Information:
Compressed Ratio: 0.022532451628704386
Total Empty Bytes: 500224
Sector Count: 5060
Total Bytes: 2590720
CUDIFEncoding-bytes-wasted: 7963
Total Non-Empty Bytes: 2090496

@ DropDMG &L : hitp://c-command.com/dropdmg,
@ dmg2img NERHEAE : https://github.com/Lekensteyn/dmg2img,
® dmgiso REFBHE : https://sourceforge.net/projects/dmg2iso,


https://sourceforge.net/projects/dmg2iso。

4.10
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CUDIFEncoding-bytes-in-use: 47410

Compressed Bytes: 47410

CUDIFEncoding-bytes-total: 55373
Checksum Value: $404B6F 25
Segments:

Name: Protective Master Boot Record (MBR : 0)
Partition Number: -1

Checksum Type: CRC32

Checksum Value: $0492F534

Name: (Apple_Free : 3)
Partition Number: 2
Checksum Type: CRC32
Checksum Value: $00000000
Format: UDZO
Backing Store Information:
partitions:
partition-scheme: GUID
block-size: 512
partitions:
0:
partition-name: Protective Master Boot Record
partition-start: O
partition-synthesized: true
partition-length: 1
partition-hint: MBR

partition-name: GPT Header
partition-start: 5059
partition-synthesized: true
partition-length: 1
partition-hint: Backup GPT Header
burnable: false
udif-ordered-chunks: false
Properties:
Encrypted: false
Kernel Compatible: true
Checksummed: true
Software License Agreement: false
Partitioned: false
Compressed: true
Resize limits (per hdiutil resize -limits):
min cur max
5060 5060 5060

Emyframeworktest_cmd.dmgidZEi8abcl 23 K 123abc RBEHITUN THS -

$ hdiutil chpass ./myframeworktest_cmd.dmg
Enter password to access "myframeworktest_cmd.dmg": //abc123
Enter a new password to secure "myframeworktest_cmd.dmg":  //123abc
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Re-enter new password: //123abc

Fgmyframeworktest.dmgi&HERKisot& BT LAY TR T an < -

$ hdiutil convert ./myframeworktest.dmg -format UDTO -o ./myframeworktest.cdr
Reading Protective Master Boot Record (MBR : 0)...

Reading GPT Header (Primary GPT Header : 1)...

Reading GPT Partition Data (Primary GPT Table : 2)...

Reading (Apple_Free : 3)...

Reading disk image (Apple_HFS : 4)...

Reading (Apple_Free : 5)...

Reading GPT Partition Data (Backup GPT Table : 6)...

Elapsed Time: 7.868ms

Speed: 314.0Mbytes/sec

Savings: 0.0%

created: /Users/.../code/chapter4/dmg/myframeworktest.cdr
$ mv ./myframeworktest.cdr ./myframeworktest.iso

534 , DropDMGHBIRM T 75/ERYdmgETEINRE. BdN , ik EmdAasE | fsstAsRa
FRifE$EServices—DropDMG:Use Current Configration , DropDMGHi & {FFA=HRIBNARIEL B 3014
KAEZEIEROIE— N dmg, BB R LATEdmg L REaHE 1% DropDMG:Ask for Options3EXgdmg

—EASK , FUNREER. %8, BXEF.

4.11 KRB

macOSEFTE R T BBRING | THRXENANANENTRERFENEEEELE
EEE(FA. AEXERT T macOSRFTE WAISUHET | FHFEHAE T Mach-ORYSZAHSL
P T dyldINERdylibENSEITIE | REDITHAE 7 MR BB kg SiR&Rdmg 4. EHERNTIE
o, REESEEEN AT ABRE=STE  XETEN TS 2EE R, Bk

WERCNRERTTE | TLERURE S I HETURIRER.
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BRE  AETIHSHFE R EmacOSRFE TR/ DI—ERy |, IRTHRIE | EBRES S
BN, LIRS Quicklookid{d, Servicelf4. Internetidifd. Xcodefdif. PItZzkextl FE.

FREIFER. RRERS  SEEXBIEETLBTRER.
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