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NSLOOKUP: #ifj—/Mg4 (FE5L5s—Heal F)
HTTP: Vil —/NM L
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BTET L, RTEERAE A Bt AT bR, ] LR SR TR IR . (R SEIEMBR A E]D .
<> Part One
® {TJF WireShark, FFERIRMEBLHRBE)E, IRERTHA? FEFEYHS

RHF) “(5) W(V) M(G) ME(C) ﬁﬁ(k) %if(S) wiEY) FRWw) ITRT) =RH)
i Q&= TS aQ_l g
AR 3 B
i stinati

Frot. Langth Info

-~

Source

3787 230.599771  2600:1402:800:190 240e:d6:811a:5141:b TCP 1288 80 + 21635 [ACK] Seq=2193699 Ack=1 Win=242 Len=1214

2600:1402: = 74 21635 » 80 [ACK] Win=257 Len=0
240e: 1288 80 + 21635 [ACK] a =1 Win=242 Len=1214
2600: 74 21635 + 80 [ACK] Win=252 Len=0
240e: 1288 80 + 21635 [ACK] Seq=2196127 Ack=1 Win=242 Len=1214
2600: 7421635 + 80 [ACK] Seqe1 Ack=2197341 Win=257 Len=0
240e: 1288 80 » 21635 [ACK] 197341 Ack=1 Win=242 Len=1214
3796 231.291628  240e:d6:811a: 2600: 7421635 + 80 [ACK] Ack=2198555 Win=252 Len=0
3797 231.319440  2600:1402:800: 240e: TCP 1288 80 -+ 21635 [ACK] 198555 Ack=1 Win=242 Len=1214
3798 231.369855  240e:d6:811a:5141:b.. 2600:1402:800:199::.. TCP 74 21635 » 80 [ACK] Seq=1 Ack=2199769 Win=257 Len=0
3799 231.411863  2600:1402:800:190::.. 240e:d6:811a:5141:b_ TCP 1288 80 » 21635 [ACK] 5eqe2199769 Ack=1 Win=242 Len-1214
3800 231.465651  240e:d6:8113:5141:b.. 2600:1402:800:190::.. TCP 74 21635 » 80 [ACK] Seq=1 Ack=2200983 Win=252 Len=0

3790 230.682167  240e:
3791 230.889324 2600
3792 230.940132  240e:
3793 231.007504 2600
3794 231.049254  240e:
3795 231,245367  2600:1402:500

Frame 3751: 86 bytes on wire (688 bits), 86 bytes captured (688 bits) on interface @
Ethernet II, Src: ln!el(or_YS:is:ca 5:38:ca), Dst: HuaweiVe 69:29:83 (Oc:70:43:69:a

Internet Protocol Version 6, Src: 240e:d6:811a:5141:bc75:112d: fb6:c13e, Dst: 2600:1402:800:190: :201c
Transmission Control Protocol, Src Port: 21635, Dst Port: 89, Seq: 1, Ack: 2173061, Len: ©
0060 Oc 70 4a 69 29 83 UNTITNEEIRE 86 dd 60 00 -pli-- NI
90 8d 00 20 96 41 24 0e 00 d6 81 1a 51 41 bc 75 A$ QAu
11 2d of b6 c1 3e 26 60 14 02 63 60 01 90 00 60 &
00 00 00 60 20 1c 54 83 00 50 5f 4f 10 06 0a b8 T PO
be of 80 10 01 01 f9 ab 00 00 01 01 05 0a 0a bs
€3 5d 0a b8 cc do ]
@ 7 source or Destination Hardvars Address (sth.addr), 6 ¥% 514: 3800 - EBF: 3800 (100,08 EH: Default

Ho&ﬁﬂlm)\w@%ﬁ:mwg i - § S RRP cport-wiresha... | f@ "WLAN

FR T — RHEELG ) EAMER SIS s a2, DL BE Ja s 60 8 25 Fn 25 e i d
A ICMP. ARP. HTTP. TCP ZHhil.

o H—EF Ethernet MIFIRR, KR AWIN? FRHIEM EHIF MAC k.
dww e

RIHR) “(n MEY) TIG) MERC) SHTA) RAHS) B W) TRT) ERH)

m RE QewEFLEIEaaql ];

|+

Tine Sourca Destination Pratecol  Langth Info
6800 404.183676 192.168.43.237 61.175.193.58 TLSv1.1 147 Appli(atinn Data
6801 404.162933 2600:1402:300: 190 240e:06:811a:5141:b.. TCP 1288 80 + 21635 [ACK] Seq=3853237 Ack=1 Win=242 Len=1214
6803 404.200415  61.175.193.50 192.168.43.237 ce 50443 + 22680 [ACK] Seq=1 Ack-1990 Win-363 Len-0
6884 404.200641 61.175.193.58 192.168.43.237 TLSV1.1 135 Application pata
6305 264.246268  192.168.43.237 61.175.193.58 1P 5422679 » 443 [ACK] Seq=1 Ack=1518 Win=32754 Len.

6809 404.319668 2406 811, 86 21635 + 89 [ACK] Seq-1 ACK=3854451 Win=257 Len=0 SLE=3855665 SRE=3856879

6812 404405930  fe80::e70:4aff:fe6o. 24Pe:d6:811a:5141:b.. ICMPV6 86 Neighbor Solicitation for 24@e:d6:811a:5141:bc75:112d:fb6:cl3e from @c:70:4a:69:29:83

Frame 5718: 1288 bytes on wire (18384 bits), 1288 bytes captured (183e4 bits) on interface @

Ethernet 11, Src: HuaweiTe 69:39:83 (@c:70:4a:69:a39:83), Dst: IntelCor 75:38:ca (94:b@:6d:75:38:ca)
Internet Protocol version 6, Src: 2609:14P2:889:199::201c, Dst: 24@e:d6:811a:514
Transmission Control Protocol, Src Port: 88, Dst Port: 21635, Seq: 3200817, Ack: 1, Len: 1214

43 34 94 d2 @6 2e 26 00 14 @2
20 00 00 00 20 1c 24 de 00 d6 Bl 1a 51 41 bc 75
11 2d of b6 ¢1 3e 8@ 5@ 54 83 @a ¢8 90 73 5f af
10 96 50 10 2@ f2 cd 26 00 00 eb ee 45 99 01 84
67 18 ed e@ c2 7f 14 82 2c ¢5 11 88 62 32 d5 71
20 7d 54 3a b9 53 a3 c8 54 05 @6 €9 d9 a2 11 6b
f7 6c Be 2 9b fd 42 ¢7 33 38 68 de 20 B b? 07
69 21 3¢ Sa a8 59 52 ¢d ed af 75 86 9e f1 f3 64
78 24 ec 49 be fa d5 83 31 96 a7 93 ff 7f 50 97
32 63 47 22 df ba 8c b9 Be aa 28 ¢7 81 46 df 4a
20 dd @3 7a 71 5b cc d1 7b a3 7f be 14 2d 7c 1d
@a 5c dc 87 B2 4f a6 d6 40 2e Ge 34 ef Oc 48 d5
1d a7 34 32 of 88 64 20 ce bc 20 ce 7d f4 1c @ v
@ 7 Ethernet (sth), 14 ¥F S a1z - B8 ea12 (100, 08 BH: Default

O ERE@ATERRNINE
XA TCP #rild
P HEAT B Bk




v Ethernet II, Src: HuaweiTe 69:a9:83 (©c:70:4a:69:a9:83), Dst: IntelCor 75:38:ca (94
V|Destinati0n: IntelCor 75:38:ca (94:b8:6d:75:38:ca)
Address: IntelCor_ 75:38:ca (94:b8:6d:75:38:ca)
evs +2@0 Liis wuee waes ... = LG bit: Globally unique address (factory defau
tens 4248 4w wews saws wae. = IG bit: Individual address (unicast)
v Source: HuaweiTe 69:a39:83 (©c:7@:4a:69:29:83)
Address: HuaweiTe 69:a9:83 (@c:70:4a:69:a9:83)

o H—EEIPHEIEE, XRMHAWMIN? fRHVE IP #ibk. Bix 1P bk,

XA EEE WAV WG B0 SN RHS) mE TEw) TRT EEH)

Aamae e Qew=EFiTElaaal g

(Mlie BES ) B

[Ke. Tias Sourca Destination Protocol  Length Info -
12484 665.119207  61.175.193.50 192.168.43.237 TLsvi.l 139 Application Data

12485 665.174614  192.168.43.237 61.175.193.50 TCcP 54 22652 + 443 [ACK] Seq=6997 Ack=11221 Win-255 Len-@

12406 665.608784  192.168.43.237 226.181.38.158 e 5422843 + 443 [ACK] 5q=2093 Ack=4767 Win=65792 Len=8

12498 665.601010  192.168.43.237 220.181.38.150 TLSV1.2 85 Encrypted Alert
12499 665.601025  192.168.43.237 180.101.49.11 TCcP 54 22842 + 443 [ACK] Seq=1739 Ack=4539 Win-66048 Len-e

12501 665.681196  192.168.43.237 180.101.49.11 TLSV1.2 85 Encrypted Alert

Frame 12352: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface @

Ethernet 11, Src: lntE][nr‘_?S:iB:(a (M:hB:BdﬂS:BB:(E)J Dst: HuaweiIE_E&:aQ=B! (Bc:70:4a:69:a9:83)
Internet Protocel Version 4, Src: 192.168.43.237, Dst: 168.63.153.205

Transmission Control Protocol, Src Port: 22856, Dst Port: 443, Seq: 4619, Ack: 4010, Len: @

@c 70 4a 69 a9 83 94 b8 6d 75 38 ca 08 00 45 00 -pli mug- - -E
©0 28 bo 53 40 00 80 06 00 00 0 a8 2b ed a8 3f (5§ 402

@020 99 cd 59 48 01 bb sb fa 8c b7 50 18 - - ([ - - P
o0 ff 2e bd o 00 .

@ 7 Interface 14 (ras, interface id) 54 12524 - EEF: 259% (20,7 BE Default

O EEBANEEENNS o =l i Bl report-wiresha
& TCP Hhi¥s
PP Hudik. HAR 1P Hidik:

~ Internet Protocol Version 4, Src: 192.168.43.237, Dst: 168.63.153.205
0100 .... = Version: 4

.... 9101 = Header Length: 20 bytes (5)

Differentiated Services Field: exe@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 4@

Identification: exbes3 (45139)

Flags: 0x4€00, Don't fragment

Time to live: 128

Protocol: TCP (6)

Header checksum: @x@e0@ [validation disabled]

[Header checksum status: Unverified]

Source: 192.168.43.237

Destination: 168.63.153.205

o R—NMARPHHEL, XERFERELNE? HREKRIEETR MAC Hilt.

= ARP iR,

e - — e

v

v




4 "wWan \_‘_-—

P EIRE) ME(V) WIG) MERC) SHTA) RTHS) WiEY) TR(T) "RIH)
LR lesEF LT L & ]
arp Al o) FE- .
¥ Destinatisn Prat Length Infc
265 18.680641 Intelcor_75: ARP 42 Who has 192.168.43.2377 Tell 192.168.43.1
206 10.680650 ARP 42 192.168.43.237 is at 94:b8:6d:75:38:ca
665 41,140051 ARP 42 Who has 192.168.43.2377 Tell 192.168.43.1

666 41.140059 ARP 42 192.168.43.237 is at 94:b8:6d:75:38:ca
1198 71.604465 ARP 42 who has 192.168.43.2377 Tell 192.168.43.1
1199 71.684473 ARP 42 192.168.43.237 is at 94:b8:6d:75:38:ca
1688 95.111974 ARP 42 who has 192.168.43.17 Tell 192.168.43.237

1609 95,114905 ARP  42192.168.43.1 is at 8c:70:4a:69:29:83
1727 101.812153 ARP 42 Who has 192.168.43.2377
1728 101.812163  IntelCor _75:38:ica Y ARP  42192.168.43.237 is at 94:ba:ed:75:38:ca
2193 130.484358 HuaweiTe_69:a9:83 IntelCor_75:38:ca ARP 42 who has 192.168.43.2377 Tell 192.168.43.1
2194 130, 484372 IntelCor_75:38:ca  HuaweiTe_69:a0:83  ARP 42 192.168.43.237 is at 94:b8:6d:75:38:ca
Frame 205: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface @ -
Ethernet 11, Src: HuaweiTe 69:29:83 (@c:70:4a:69:39:83), Dst: IntelCor 75:38:ca (94:b8:6d:75:38:ca)
pestination: Intelcor 75:38:ca (94:b8:6d:75:38:ca)
Source: HuaweiTe 60:a9:83 (@c:70:4a:69 83)
Address: HuaweiTe_69:29:83 (Bc 69:39:83)
. . = LG bit: Globally unique address (factory default)
o . = 16 bit: Individual address (unicast)
0000 94 b8 6d 75 38 ca [TEETIEPNCTIETNCE] o8 o6 oo 01 --nus-HOEIEE. -
@8 00 06 04 00 01 Oc 70 4a 69 a8 83 c@ a8 2b @1 p -+
80 @0 @0 00 00 0@ @ a8 2b ed B

@ 7 Source or Destination Hardvare Address (ath.addr), 6 58 2740 12 (0, 2K BH: Default

O ExER)rERRnRE t "] <8 (4 . W8 report-wiresha.. | [ "WLAN

VHTE N R IR 55 56 G, ORAF Wireshark FUELIESE Cpeap #&20D, Bl S —it
Ao BRI, SO RIS E T B AR
< Part Two
® fHH Ping A4, WRIEA IP #hbbAEEE:, JHERXRKEREC. HEEEHIL
BB oA 4 ? EFE—EREBMA—IRNG, RBITREEI
KEEANE, RHEREAINES. KRB, F5.

107
107 {1l
107 ]
g

.
R fRanin]
= 41m




RIHF) ERE) WEV) WISG) MER(C) SHETA) SREH(S) miEY) Ew) TR REERH)

AmZ® RE QenEFEEaqall

(L1511 e R B3 ) mik- +

e, Tine Soures Destination Protocel Length Info
1 0.000000 192.168.43.237 188.97.33.107 oHP 74 Echo (ping) request id-exeee1, seq=13/3328, ttl=128 (reply in 2)

i 2 0.857406 180.97.33.107 192.168.43.237 TCHP 74 Echo (ping) reply  id=6x88B1, seq=13/3328, ttl=53 (request in 1)
31.012042 192,168.43,237 180.,57.33,107 oM 74 Echo (ping) request 1d=0x0091, seq=14/3584, ttl=128 (reply in 4)
41.077807 180.97.33.107 102.168.43.237 IcHp 74 Echo (ping) reply  id-9x@ee1, seqe14/3584, ttle53 (request in 3)
52.016956 180.97.33.107 1cnp 74 Echo (ping) request id-0x0001, seq-15/3840, ttl-128 (reply in 6)
6 2.857421 192.168.43.237 oHP 74 Echo (ping) reply 1d=8x0881, seq=15/3848, tt1=53 (request in 5)
7 3.033547 180.97.33.107 IcHp 74 Echo (ping) request id=ex8BB1, seq=16/4896, tt1=128 (reply in 8)
83.078382 180.97.33,107 192,168.43,237 ICHP 74 Echo (ping) reply  id=0x0001, seq=16/4896, ttl=53 (request in 7)

Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface @

Ethernet 11, Src: IntelCor_75:38:ca (94:b8:6d:75:38:ca), Dst: HuaweiTe 69:39:83 (0c:70:42:69:a9:83)
Internet Protocol Version 4, Src: 192.168.43.237, Dst: 180.97.33.167

Internet Control Message Protacal

|aaoa ac 70 4a 69 29 83 TN 75 38 ca 08 00 45 0O
08 3¢ 14 de 80 00 20 ©1 00 00 <@ a8 2b ed ba 61 <-ceo- -
' 21 6b 08 00 4d 4e 00 1 00 Od 61 62 63 64 65 66 Lk MN abedef
67 68 69 6a 6b 6¢ 6d 60 6F 70 71 72 73 74 75 76 ghijklmn opgrstuy
| 77 61 62 63 64 65 66 67 68 69 wabcdefg hi

@ 7 ping. peapng A4 8 - g B Default

H O EREMMTEERIINE
H =B A PR ipv4 BT icmp Hi
TR A :

Type: 8 (Echo (ping) request)

Sequence number (BE): 13 (0x000d)

> Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface @
> Ethernet II, Src: IntelCor 75:38:ca (94:b8:6d:75:38:ca), Dst: HuaweiTe 69:a39:83 (@c
> Internet Protocol Version 4, Src: 192.168.43.237, Dst: 180.97.33.107
v Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: @
Checksum: @x4dde [correct]
[Checksum Status: Good]
Identifier (BE): 1 (exeee1l)
Identifier (LE): 256 (@x0100)
Sequence number (BE): 13 (exeeed)
Sequence number (LE): 3328 (oxedee)
[Response frame: 2]
v Data (32 bytes)
Data: 6162636465666768696a6b6c6d6e6T707172737475767761..
[Length: 32]
< >

NE=XEP

Type: 0 (Echo (ping) reply)

Sequence number (BE): 13 (0x000d)



Frame 2: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface @~
Ethernet II, Src: HuaweiTe 69:a9:83 (©c:70:4a:69:a9:83), Dst: IntelCor 75:38:ca (
Internet Protocol Version 4, Src: 180.97.33.107, Dst: 192.168.43.237
v Internet Control Message Protocol

Type: @ (Echo (ping) reply)

Code: @

Checksum: @x554e [correct]

[Checksum Status: Good]

Identifier (BE): 1 (©@xeeel)

Identifier (LE): 256 (@xelee)

Sequence number (BE): 13 (@xeeed)

Sequence number (LE): 3328 (exedee)

[Request frame: 1]

[Response time: 57.406 ms]
v Data (32 bytes)

Data: 6162636465666768696a6b6c6d6e6T707172737475767761...

® f#H Tracert 5% (Mac T Traceroute #74), REEFEASE 1P HuhkKIBEH,
HHRXKBEE . FEREEHLEHR? SHRMA 41?2 BEHFRicE
MEREK IP HUER TTL FB, R TH2M8? EFE—MEREN—
R, RIFREEHKHEAAR, HHER. FEEREFR. 5 Ping &K
BRAFHAARR?

dm (] RE 1}

80,57,33.107

esponse found!)

Frame 1: 106 bytes on wire (848 bits), 186 bytes captured (848 bits) on interface @

Ethernet 11, Src: IntelCor_75:38:ca (94:b8:6d:75:38:ca), Dst: HuaweiTe_69:a9:83 (Oc:70:4a:69:29:83)
Internet Protocol Version 4, Src: 192.168.43.237, Dst: 180.07.33.167

Internet Control Message Protocol

9000 ©c 70 43 69 a9 83 94 b8

80 5c 14 €5 00 00 01 01
21 6b @8 8@ f7 ed 80 01
00 00 00 0@ 00 00 00 00
00 60 00 08 00 00 00 0O
00 00 00 00 00 00 00 0O
80 00 0 00 0O 00 00 0O

6d 75 38 ca [TIE 45 00
80 @0 <o a8 2b ed bd 61
20 11 ee ee 00 ee ee ee
20 @0 @0 02 02 0 20 20
80 60 00 08 08 0 00 00
80 00 00 00 0@ 00 80 80
0 0

pii
A
Tk

s
v

© 7 rracert. peapne

S8 49 - BRI 46 (100,08
Q EEANFEERNNS ?

) osmm W report-w,

H = Z U e ORI M ipv4 B3R icmp #%
TT1 BN 1 ITIRIEH

THRA:

Type: 8 (Echo (ping) request)

Sequence number (BE): 17 (0x0011)

EH: Default




Frame 1: 106 bytes on wire (848 bits), 106 bytes captured (848 bits) on interface @
Ethernet II, Src: IntelCor 75:38:ca (94:b8:6d:75:38:ca), Dst: HuaweiTe 69:a39:83 (@c
Internet Protocol Version 4, Src: 192.168.43.237, Dst: 180.97.33.107
v Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: @
Checksum: exf7ed [correct]
[Checksum Status: Good]
Identifier (BE): 1 (@xeeel)
Identifier (LE): 256 (@xe10@)
Sequence number (BE): 17 (@x0e11)
Sequence number (LE): 4352 (©x11e@)
[No response seen]
v Data (64 bytes)
Data: ©000000000000000000000RERRLNNRERERELERERVERLRER0....
[Length: 64]

MRS
Type: 11 (Time-to-live exceeded)

Sequence number (BE): 17 (0x0011)

v Internet Control Message Protocol

Type: 11 (Time-to-live exceeded)

Code: @ (Time to live exceeded in transit)

Checksum: exfaff [correct]

[Checksum Status: Good]

Unused: 00000000

v |Internet Protocol Version 4, Src: 192.168.43.237, Dst: 180.97.33.187
@100 .... = Version: 4
@101 = Header Length: 20 bytes (5)

Differentiated Services Field: @x@@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 92
Identification: exl4e5 (5349)
Flags: ©x0eee

v Time to live: 1

[Expert Info (Note/Sequence): "Time To Live" only 1]
Protocol: ICMP (1)
Header checksum: ©xe25a [validation disabled]
[Header checksum status: Unverified]
Source: 192.168.43.237
Destination: 18@.97.33.107
v Internet Control Message Protocol

Type: 8 (Echo (ping) request)
Code: ©
Checksum: exf7ed [unverified] [in ICMP error packet]
[Checksum Status: Unverified]
Identifier (BE): 1 (@xeeel)
Identifier (LE): 256 (@xe1ee)
Sequence number (BE): 17 (@xee1l1l)
Sequence number (LE): 4352 (@x1100)

v Data (64 bytes)

Hl ping A A AHLL, tracert KIX[1) ICMP $4f 0 data B N 0, HNEGHEE T TTL

B9 O BN ERAE S .




fEH nslookup %, EWRMEAL, FHFHRZROEFEE. FEEHLEHHA

B? SrRIRAT A FRiE UDP hil2 M%7 Bl B MEREA—/ MR R
B, BIARREHUKFANE, HHRA, F5. S4ER.

W

=3

x
1 @
3 &
3
=
M nslookup.peapng
) WA(E) MER(V) MSS(G) MEE(C) SHTA)
4 ® RE QA e==Ej
¥e Sourcs
10.000000 192.168.43.237
2 0.004102 192.168.43.1
3 9.805293 192.168.43.237
4 8.008302 192.168.43.1
5 0.008862 192.168.43.237
6 08.011604 192.168.43.1

Frame 6: 103 by
Ethernet IT, Sr
Internet Protoc
User Datagram P
Domain Name Sys

o4 bg
@0 59
2b ed
aa a1
a3 63
a0 82
65 6e

&d
]
aa
&f

a3

e

¥ EEEREIHEMR

H O EXEEATEEENAE
H Y E PSR, 432 BAKIM, ipv4. UDP. DNS

UDP W i3Z B 7 B

ac 70
40 11
o0 45
83 77
1c oo
77 77
L]

3 (ec
192.168.43.1, Dst: 192.168.43.237
rotocol, Src Port: 53, Dst Port: 61658
tem (response)

HiH(S) WEY) FEW)

192.168.43.1
192.168.43.237
192.168.43.1
192.168.43.237
192.168.43.1
192.168.43.237

2:69:20:83),

83 B8 00 45 BO
a8 2b 01 0 a8

03 81 80 00 01+

TR wRH)
T mER- e
Frotaco th Info
ONS 85 Standard query 6x6081 PTR 1.43.168.192.in-addr.arpa
DNS. 85 Standard query response @x@001 No such name PTR 1.43.168.192.in-addr.arpa
DNS. 3 Standard query 8xepez A wew.baidu.com
DNS 199 Standard query response Bx@882 A www.baidu.com CNAME www.a.shifen.com A 228.181.38.149 A 180.97.33.188 A 180.14.
DNS 73 Standard query Bx@883 AAAA www.baidu.com
ONS 103 Standard query response 0xP003 AAAA wew.baidu.com CNAME www.a.shifen.com

tes on wire (824 bits), 103 bytes captured (824 bits) on interface 8
HuaweiTe 6912
ol Version 4, Src

Dst: IntelCor_75:38:ca (94:bB:6d:75:3,

mug-p i€

Y@@ s
5.F =

W w-baidu

62 61 69 64 75

00 05 00 01 60 com

06 73 68 69 66 et w-a-shif
en-com

S 6 - BET: 6 (00,00 - SEF: 0 0,00 EH: Default




<| |

v User Datagram Protocol, Src Port: 53, Dst Port: 61658

|Source Port: 53

Destination Port: 61658
Length: 69

Checksum: ©@xb33d [unverified]
[Checksum Status: Unverified]

<]

0000 94 b8 6d 75 38 ca @c 70 4a 69 a9 83 08 @@ 45 ee cemug- e

p Ji++--E-

0010 8@ 59 3f cf 40 ee 4@ 11 22 86 ce a8 2b @1 ce a8 Y@@ e
0020 2b ed [ENEE fo da @@ 45 b3 3d ee 3 81 80 ee o1 + [ E =

2030 00 91 00 PO @ B0 83 77 77 77 85 62 61 69 64 75 -

0040 83 63 6f 6d @0 @@ 1c @8 ©1 c@ @c 00 05 60 01 08 com: o

W ww-baidu

Q050 0@ 92 02 ve 12 @3 77 77 77 @1 61 @6 73 68 69 66 ww w-a-shif

2060 65 6e 03 63 6 6d ee en-com-

IERNEE

» User Datagram Protocol, Src Port: 61657, Dst Port: 53
v Domain Name System (query)
Transaction ID: exeee2
v Flags: exelee standard query
- = Response: Message is a query
L8008 B, saah aaan = Opcode: Standard query (@)
eee. ..@. ..., .... = Truncated: Message is not truncated
....... 1 ..4. +... = Recursion desired: Do query recursively
eve wwes @0 ... = 26 reserved (@)
........... @ .... = Non-authenticated data: Unacceptable
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: @
~ Queries
~ www.baidu.com: type A, class IN
Name: www.baidu.com
[Mame Length: 13]
[Label Count: 3]
Type: A (Host Address) (1)
Class: IN (@xeeel)

|Resgonse In: 4
> TRANSUM RTE Data

A Flags: 0x0100 Standard query
J¥*5: Transaction ID: 0x0002
W45 E: www.baidu.com: type A, class IN

M 7 -



~ Domain Mame System (response)
Transaction ID: @xeee2
v Flags: ox818@ Standard query response, No error
1... ++++ ... = Response: Message is a response
.000 @... .... .... = Opcode: Standard query (@)
\@.. ..., ... = Authoritative: Server is not an authority for domain
..@. .... .... = Truncated: Message is not truncated
..1 ... ..., = Recursion desired: Do query recursively
. 1... .... = Recursion available: Server can do recursive queries
.@.. .... = Zi reserved (@)
..8®. .... = Answer authenticated: Answer/authority portion was not authenticated by
..®@ .... = Non-authenticated data: Unacceptable
e . @000 = Reply code: No error (@)
Questions: 1
Answer RRs: 7
Authority RRs: @
Additional RRs: @
Queries
v Answers
www.baidu.com: type CMAME, class IN, cname www.a.shifen.com
www.a.shifen.com: type A, class IN, addr 220.181.38.149
www.a.shifen.com: type A, class IN, addr 180.97.33.108
a.shifen.com: type A, class IN, addr 180.101.49.12
www.a.shifen.com: type A, class IN, addr 180.97.33.107
a.shifen.com: type A, class IN, addr 180.101.49.11
www.a.shifen.com: type A, class IN, addr 22@.181.38.15@

Reguest In: 3

[Time: ©.003009000 seconds]

KA. Flags: 0x8180 Standard query response, No error
J¥*%5: Transaction ID: 0x0002
HAE R

v |Answers
www.baidu.com: type CNAME, class IN, cname www.a.shifen.com
www.a.shifen.com: type A, class IN, addr 220.181.38.149
www.a.shifen.com: type A, class IN, addr 180.97.33.1@8
www.a.shifen.com: type A, class IN, addr 180.181.49.12
www.a.shifen.com: type A, class IN, addr 180.97.33.1@7
www.a.shifen.com: type A, class IN, addr 180.181.49.11
www.a.shifen.com: type A, class IN, addr 220.181.38.158
[Reauest In: 31

< Part Three
® iz17 ipconfig /flushdns fr&J5% DNS &7, RETAMESR, UWH—NRIK,
HHPXREHRE (MIELEITITE, FIEHR . SEadUEHER? 2
BIRA2WI? 5 HBARERTEMN B AR 1P bk, YA B iR .



tp.peapng
HAHF) EEE MEV) BREC) IO SA) BRHS) mEY) TR0 TRT ERH)
) .

Qe
o mipE- +
Ho, Tine Seurce Destination Pratocol | Lemgth Info e
1 8.600000 192.168.43.237 116.62.118.248 Tce 66 25122 + 89 [SYN] 5eq=8 Win=64240 Len-@ MSS=1468 WS=256 SACK_PERM=1
2 8.064098 116.62.110.248 192.168.43,237 Tcp 66 80 » 25122 [SYN, ACK] Seq=8 Ack=1 Win=29200 Len=8 MSS=1368 SACK_PERM=1 WS=128
3 9.064160 192.168.43,237 116.62.110.248 TP 54 25122 + 8@ [ACK] Seq=1 Ack=1 Win=6656@ Len=@
% 4 1.156876 192.168.43.237 116.62.110.240 HTTP 464 GET / HTTP/1.1
51.245942 192.168.43.237 117.25.133.177 e 5525110 - 80 [ACK] Seq=1 Ack=1 Win=26@ Len=1
61.311320 117.25.133.177 192.168.43.237 Tcp 6689 » 25110 [ACK] Seq=1 Ack=2 Win=6@ Len-8 SLE=1 SRE=2
7 1.345976 116.62.110.248 192.168.43.237 Tce 54 80 » 25122 [A(K] Seq=1 Ack=411 Win=30336 Len=0
+ 8 1.351166 116.62.110.248 192.168.43.237 TP 483 80 » 25122 [PSH, ACK] Seq=1 Ack=411 Win=39336 Len=349 [TCP segment of a reassembled PDU]
91.383436 116.62.110.248 192.168.43.237 TP 1414 80 » 25122 [ACK] Seqe35@ Ack=41l Wine=3@336 Len~136@ [TCP segment of a reassembled PDU] L
10 1.383475 192.168.43.237 116.62.110.240 Tce 54 25122 » 80 [ACK] Seq=411 Ack=171@ Win=6656@ Le
11 1.383637 116.62.110.248 192.168.43.237 Tcp 1414 89 + 25122 [ACK] Seq=1718 Ack-411 Win-38336 Len-136@ [TCP segment of a reassembled PDU] |
12 1.382085 116.62.118.248 192.168.43.237 1ce 1414 80 » 25122 [ACK] Seq=3070 Ack=411 Win=38336 Len=1360 [TCP segment of a reassembled POU] =
13 1.384036 116.62.110.248 192.168.43.237 TP 1414 80 » 25122 [ACK] Seq=443@ Ack=411 Win=39336 Len=1360 [TCP segment of @ reassembled PDU] =
14 1.384118 192.168.43.237 116.62.110.240 TP 54 25122 + 8@ [ACK] Seqed41l Ack«5700 Win=6656@ Len=@ =
+ 15 1.385075 116.62.110.240 192.168.43.237 HITP 259 HTTR/1.1 200 OK (text/html)
. 161385137 192.16R8.43.237 116.A2.11A.74A e 5425122 + A [ACK] SpAn=411 Ark=5095 Win=AG3A4 |en=A

Frame 4: 464 bytes on wire (3712 bits), 262 bytes captured (3712 bits) on interface @
Ethernet 11, Src: lntE]Enr‘_?S a (M:hﬂ:ﬁﬂ:?S:BB:(a), Ds’ Huaueiie_ﬁ&:aQ:ﬂ! (ﬂ[:?ﬂ:la:ﬁQ:JQ:B!)
> Internet Protocol Version 4, Src: 192.168.43.237, Dst: 116.62.110.240
» Transmission Control Protocol, Src Port: 25122, Dst Port: 89, Seq: 1, Ack: 1, Len: 410

TRANSUM RTE Data

T et TR

5148 31 - ERF: m w.ow - EEH: 0 0. B Default

http.pcapng

o7
ﬂ QO ExERFEERNRE i 5187 s, WH report

H R AR, 2 HRLAKM. ipvd. TCP HTTP
Source Port: 25122

Destination Port: 80

Source: 192.168.43.237

Destination: 116.62.110.240

REEV TCP HEEN=AKEE FRA=ZRET), RIF TCP HHZEHK Flags F

B, A BFRE =AM EEEAR SYN AR EALA ACK FFEAL,
F—IK:



No. Time Source Destination Protocel Length Info
1 @.000000 192.168.43.237 116.62.118. 2480 TCP 66 25122 + 8
2 0.064098 116.62.110. 240 192.168.43.237 TCP 66 80 » 2512
3 9.064160 192.168.43.237 116.62.118. 248 TCP 54 25122 + 8
< | 3

> Ethernet II, Src: IntelCor 75:38:ca (94:b8:6d:75:38:ca), Dst: HuaweiTe 69:a9:83 (@c:70:4:

> Internet Protocol Version 4, Src: 192.168.43.237, Dst: 116.62.110.240

v
source Port: 25122
Destination Port: se
[stream index: @]
[TCP Segment Len: 8]
Sequence number: @
[Next sequence number: @
Acknowledgment number: @
1080 .... = Header Length: 32 bytes (8)

(relative sequence number)
(relative sequence number)]

A
@90, .... .... = Reserved: Not set
...@ .... .... = Nonce: Not set
ves. Bo.. .... = Congestion Window Reduced (CWR): Not set
vee. .@.. .... = ECN-Echo: Not set
cees 248, ..., = Urgent: Not set
veee +..@ .... = Acknowledgment: Not set
vess +eas @... = Push: Not set
tase saaa @.. = Reset: Not set
W
> [Expert Info (Chat/Sequence): Connection establish request (SYN): server port 80]
vess +eas +2.@ = Fin: Not set
[TCP Flags: .......... S-]
Window size value: 6424@
[Calculated window size: 64240]
<] >
0010 8@ 34 f9 32 40 90 80 96 00 @0 c@ ag 2b ed 74 3e 4-2@ +-t>
0020 6e T@ 62 22 00 50 fa de 4b 90 00 00 00 00 80 n:b"«Prv Kreeves I
0030 fa fo cf ea 00 90 92 84 85 b4 81 93 83 88 1 D1 ----ccrr sraeeann
oo a4 a2 .




- . e L |18 & | == ESINEMNSNSE

N[ AR widiEes ~ Ctrl-/> | FAR-

Ho. Tinme Seurce Destinatien Protocel Length Infe al
1 0.000000 192.168.43.237 116.62.110.248 TCP 66 25122 » 8 -
2 0.064098 116.62.110.240 192.168.43.237 TCP 66 80 » 2512
3 0.064160 192.168.43.237 116.62.110.248 TCP 54 25122 » 8 ™

< | B

> Ethernet II, Src: HuaweiTe 69:a9:83 (©c:70:4a:69:a9:83), Dst: IntelCor_75:38:ca (94:b8:6d ~
> Internet Protocol Vversion 4, Src: 116.62.110.240, Dst: 192.168.43.237 -

v Transmission Control Protocol, Src Port: 88, Dst Port: 25122, Seq: @, Ack: 1, Len: @
Source Port: 8@
Destination Port: 25122
[Stream index: @]

[TCP Segment Len: @]

Sequence number: @ (relative sequence number)
[Next sequence number: @ (relative sequence number)]
Acknowledgment number: 1 (relative ack number)

1000 .... = Header Length: 32 bytes (8)

@e0. .... .... = Reserved: Not set

+e.® ... ..., = Nonce: Not set

veas @04, ... = Congestion Window Reduced (CWR): Not set
ve.. .8.. .... = ECN-Echo: Not set

vees 2.8, ... = Urgent: Not set

veas 2aal ... = Acknowledgment: Set
= Push: Not set
= Reset: Not set

e -

-

> [Expert Info (Chat/Sequence): Connection establish acknowledge (SYN+ACK): server [
vess saes +4.@ = Fin: Not set
[TCP Flags: ++sre+» A:S]

Window size value: 29200

[calculated window size: 29208]

<

<| | >
0010 00 34 00 00 40 00 31 06 7a 00 @ as 4 @1 z- M- [~
0020 2b ed 00 50 62 22 S5b 91 8 84 fa de 4b 91 80 12+ Pb"[- - K- B
0030 72 10 60 98 00 @0 02 04 05 50 01 01 04 02 01 03 - .- P

0040 @3 e7 v

O 7 icknowledgnent {tcp.flags.ack), 1 ?il_"“ S 321 - BER: 321 (00.0%) - EEF: 0 (0. 0%) || ELE: Default .

F=K:



|| AR T aEEs - dotrl-/> -] F|iET- | F
No. Time Source Destination Frotocel Length Info A
1 0.000000 192.168.43.237 116.62.11@.24@ TCP 66 25122 » 8
< 2 ©.064098 116.62.110.240 192.168.43.237 TCP 66 80 » 2512
3 9.964160 192.168.43.237 116.62.116.240€ TCP 54 25122 > 8 -

<

>

Ethernet II, Src: IntelCor 75:38:ca (94:b8:6d:75:38:ca), Dst: HuaweiTe 69:a9:83 (@c:7@:4a~
Internet Protocol version 4, Src: 192.168.43.237, Dst: 116.62.110.240
~ Transmission Control Protocol, Src Port: 25122, Dst Port: 8@, Seq: 1, Ack: 1, Len: @

Source Port: 25122
Destination Port: 80
[Stream index: @]
[TCP Segment Len: @]
Sequence number: 1
[Next sequence number: 1
Acknowledgment number: 1

v Flags: exe1e (ACK)

(relative sequence number)
(relative sequence number)]
(relative ack number)
@181 .... = Header Length: 20 bytes (5)

000 .

[TCP Flags: ---
Window size value:

. = Reserved: Not set
. = Nonce: Not set
Congestion Window Reduced (CWR): Not set
. = ECN-Echo: Not set

. = Urgent: Not set

. = Acknowledgment: sSet
. = Push: Not set

. = Reset: Not set

. = Syn: Not set

= Fin: Not set

260

[Ccalculated window size: 66560]
[Window size scaling factor: 256]

@c 70 4a 69 a9 83 94 b8 6d 75 38 ca 03 @0 45 @0
20 28 f9 33 40 €0 80 @6 0O BB cP a8 2b ed 74 3e

0920 6e f@ 62 22 @@ 5@ fa de 4b 91 5b 91 c8 85 50 EE
01 @4 cf de @e ee

mus E
+-1>

n-b"-p-« k-[---P}

O 7 icknowledgment (top. flags.ack), 1 T%| 44: 321

- BEm: 321 (100, 0%)

- BEF: 0 0.0%) | EE: Default

HwE—AM, REAR, REEE— TCP I, BEEEN HTTP E:RIE B3
SR S, FRIE HTTP &KL K Method FZBt. URI FEEF Host B, #id

HTTP M5 3KERH Status Code FBt Content-Type 1 Content-Length FBt, Ll

B X 70 LG R AVA R BOAR . (CBAZREK) B ZE AT ) o

Method FBt. URI FB A Host Bt :

GET

/wp—content/themes/kratos—pjax—master/static/css/kratos. min. cs

s?ver=0. 4.0 HTTP/1. 1

Host: www. yunweil23. tech

HTTP WL ER ) Status Code FEX :

HTTP/1.1 200 OK

Content-Type I Content-Length 7B :


http://www.yunwei123.tech/

Content-Type: text/css

Content-Length: 15522

Host: www.yunweil23.tech
72.0

Accept: text/css,*/*;gq=0.1

Connection: keep-alive

Cache-Control: max-age=0

HTTP/1.1 200 OK

Accept-Ranges: bytes

Vary: Accept-Encoding
Content-Encoding: gzip
Content-Length: 15522

Connection: Keep-Alive
Content-Type: text/css

Keep-Alive: timeout=5, max=99

Referer: http://www.yunweil23.tech/
If-Modified-Since: Sun, 13 Oct 2019 ©5:12:17 GMT
If-None-Match: "1471d-594c3cb879a41-gzip"

Date: Tue, 14 Jan 2820 ©1:34:43 GMT
Server: Apache/2.4.25 (Debian)
Last-Modified: Sun, 13 Oct 2819 ©85:12:17 GMT
ETag: "1471d-594c3cb879%a41-gzip"

GET /wp-content/themes/kratos-pjax-master/static/css/kratos.min.css?ver=0.4.@ HTTP/1.1

User-Agent: Mozilla/5.@ (Windows NT 10.8; Winb4; x64; rv:72.8) Gecko/20180101 Firefox/

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-U5;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

P Fuovrnn (Q+3. . #%......

.......... h.n...D..z...5{.....e..VO.....WR..Z../.

o fHAITUES tep.stream eq X, ik X M 0 FEEES Mk, BIENRAEHE. WELItHE
KRBT JIAS TCP #E# (—A TCP WX —A TCP %E#) ? FE/LA HTTP &1iF
(—Xf HTTP ERMBE SN —K HTTP £1%) ? HER: —4> TCP i LA 847

EZA HTTP &%,
EIEHARE] T 114> TCP 3%+
tep.stream eq 0 6 />
2 —4

324

S

< Part Four

® fTFFHRMZ /% Foxmail B Outlook, 5 —3BFHiM: CERUCRABEERE ),
FRRZROBIEC. HRIANBECRIUEHIHIR? 25— AT Frl



PEEARUEA H AR 1P #ibk. JEA B A O

“WLAN
MAHF) R HEY) BHSG) MENC) SEA) TS mEy) TEw) TR E8H)
dm @ . | aQQff
LI E
Ko, Tixs Sourca Des tination rotocol  Lensth

11 0.720582 192.168.43.237 220.181.12.15 SHTP 72C: Pass: MTM3INjHAN]YxOThi

13 0.840554 220.181.12.15 192.168.43.237 SMTP 85 5: 235 Authentication successful

14 8.857221 192.168.43.237 220.181.12.15 SHTR 87 C: MALL FROM: <yurwei3aso@1e3.com>

16 8.963427 220.181.12.15 192.168.43.237 SMTP 67 5: 258 Mail ok

17 0,963621 192.168.43,237 220,181.12.15 surp 85C: RCPT TO: <yunwei3as6@163. com>

18 1.045307 220.181.12.15 192.168.43.237 SHTP 67 5: 250 Mail Ok

19 1.045564 192.168.43.237 220.181.12.15 SHTP 60 C: DATA

28 1.120448 220.181.12.15 192.168.43.237 SMTP 915: 354 end data with <CR><LF>.<CR><LF>

21 1.124598 102.168.43.237 220.181.12.15 SMTP 6536 C: DATA fragment, 6482 bytes

23 1,249543 192,168,43,237 220,181.12.15 SMTP/T. 59 from: ¢yunweildss@lsd.com>, subject: =?gb23127B716q30jogdGVzda==7=, (text/plain) (text/html)

27 1.361117 220.181.12.15 192.168.43.237 SHTP 128'5: 250 Mail OK queued as smtpll,DBCOWACILboalR1eVe_FDg--.1793652 1578970401

41 3.875985 192.168.43.237 220.181.12.15 SHTP 60 C: QUIT

45 3.963327 220.181.12.15 192.168.43.237 SMTP 63 5: 221 Bye

x|

Frame 21: 6536 bytes on wire (52288 bits), 6536 bytes captured (52288 bits) on interface @
Ethernet 11, Src: IntelCor_75:3B:ca (94:bB:6d:75:38:ca), Dst: HuaweiTe_69:a9:83 (Oc:70:4a:69:a9:83
Internet Protocol Version 4, Src: 192.168.43.237, Dst: 220.181.12.15

Transmission Control Protocol, Src Port: 25878, Dst Port: 25, Seq: 148, Ack: 381, Len: 6482
simple Mail Transfer Protocol

6240 43 of ce 74 [IFEICNEIRCont
65 6e 74 2d 54 79 70 65 3a 20 74 65 78 74 2f 70 ent-Type : text/p
6¢ 61 69 6e 3b od @a @9 63 68 61 72 73 65 74 3d lain; charset=
22 67 62 32 33 31 32 22 od @a 43 6f Ge 74 65 Ge “gh2312" Conten
74 2d 54 72 81 Be 73 66 65 72 2d 45 e 63 &f 64 t-Transf er-Encod
69 6e 67 3a 20 71 75 6f 74 65 64 2d 70 72 69 6 ing: quo ted-prin
74 €1 62 6c 65 d @a @d @a 3d 32 30 od @a od @a table =20
3d 32 30 od @a ed @a 3d 42 37 3d 41 32 3d 42 a3 =20 B7=A2=BC
3d 46 45 3d 43 38 3d 43 42 3a 20 70 75 6e 77 65 =FE=C8«C B: yunwe
69 33 34 35 36 40 31 36 33 2e 63 6f 6d 20 3c 79 iJﬂSh_ﬁlb 3.com <y
75 68 77 65 69 33 34 35 36 40 31 36 33 2e 63 6f  umweilas o@163.co
6d 3e 3d 32 30 od @a 3d 42 37 3d 41 32 3d 43 42 m>=29- = B7=A2=CB

O ¥ yireshark_YLAN_20200114105317_a13580. peapng.

H Q EEANFEERNNS

HUEHBGERL, 2HRUARM. ipvd. TCP SMTP
Source: 192.168.43.237

Destination: 220.181.12.15

Source Port: 25878

Destination Port: 25

BRER TCP i, &HE SMTP BFHEXMAKEMA (HELO & EHLO) ? iRl
SMTP PRI P IHLERE . RN, W Aht. IUERI A P42 %
B (WRL EHLO #BF 530 M EX (WESKATBRCEED).

SMTP #FH 2 RAKZ EHLO

& P34 LAPTOPFSMLGFUO

RAEANFHE MAIL FROM: yunwei3456@163.com

et AHidk TO: yunwei3456@163.com
ERH F 2R

AUTH LOGIN

334 dXNlecmShbWU6
eXVud2VpMzQINKAXNjMuY29t
334 UGFzc3dvemQ6

MTM3NjM4NjYxOThi



mailto:yunwei3456@163.com
mailto:yunwei3456@163.com

235 Authentication successful

220 163.com Anti-spam GT for Coremail System (163com[2@1412@1]) -~

EHLO LAPTOPFSMLGFU®@

250-mail

250-PIPELINING

250-AUTH LOGIN PLAIN

250-AUTH=LOGIN PLAIN

250-coremail 1Uxr2xKj7kGexkI17xGruU7I0s8FY2U3Uj8Cz28x1UUUUU7Ic2I0Y2Ur1fASMUCa@xDruuuuj

250-STARTTLS

250 8BITMIME

AUTH LOGIN

334 dXnlcmShbwWue

eXvud2VpMzQ1NKkAXNMuY29t

334 UGFzc3dvemQs

MTM2NFMANGYxOThi

235 Authentication successful

MAIL FROM: <yunwei3456@163.com>

250 Mail OK

RCPT TO: <yunwei3456@163.com>

258 Mail OK

DATA

354 End data with <CR><LF>.<CR><LF>

From: <yunwei3456@163.com>

To: <yunwei3456[@163.com>

References:

In-Reply-To:

Subject: =?gh2312?B?16q30jogdaVzda==?=

Date: Tue, 14 Jan 2020 18:53:13 +98P0O

Message-ID: <@@2701d5ca85%$c805ebb@$5811c310%@163.com>

MIME-Version: 1.0

Content-Type: multipart/alternative;
boundary="----=_NextPart_eee 0028 01D5CACS.D629ABEQ

X-Mailer: Microsoft outlook 16.0

Thread-Index: AQINvVCN7anIznCkaMAqDBm3kQsDSjqdSkzOA

Content-Language: zh-cn

This is a multipart message in MIME format.

______ = NextPart AAA AAIR ATNDSCACR. DAIGAREA
10 ESW HE. 10 WEE A 18 ran(s)

[E431E (7103 bytes) v] BRANEENER o 2
&1 | | [T — ]

® ITFFERMHZ F ¥4 Foxmail 3% Outlook, WCEH CHBFE IR GETEBREARS2%
WEAY POP3 B#E IMAP), FHHIRXKMEFEA. MR EEAH/LEHN
MY AR FrESEEE VRN E s 1P Hubk. JEMBiasw 0.




SWLAN

O ExER)rERRnRE t v - wiAN

RS, 23 RLUKRM. ipv4. TCP IMAP
Source Port: 143
Destination Port: 25945
Source: 220.181.12.100
Destination: 192.168.43.237
® [REZ TCP ¥, #5H POP3 B IMAP thill)Z BTN /2 42 A5G
BRIESC (AT KBRS ).

UID 1578968936

DA R #R S F iR

TEHF WEE WEV) WRG) WO SITA) S RS TEW) TR Rk
AN 18 I ORE A==E7EZ[Faqar
LI B ) Ml +
[ Tire Source Des tination Protocel Length Info
4.8.032510 192.168.43.237 220.181.12.100 M 75 Request: tjmy SELECT "INBOX"
5 8.148242 220.181.12.180 192.168.43.237 IMAap 276 Response: tjmv OK [READ-WRITE] SELECT completed
6 8.141986 192.168.43.237 2208.181.12.188 IMAp 74 Request: jﬂdw FETCH 4 (UID)
78.251463 220,181.12.100 192.168.43,237 AP 107 Response: j8dw OK Fetch completed
818.252224 192.168.43.237 220.181.12.100 AP 104 Request: pmjl UID SEARCH UID 1578968936 SINCE 12-Jan-2020
9 8.328365 220.181.12.100 192.168.43.237 MAp 101 Response: pmjl OK SEARCH completed
10 8.329882 192.168.43.237 220.181.12.188 MAP 130 Request: c9h8 UID FETCH 1578968936 (UID FLAGS RFCB22.SIZE BODY.PEEK[] INTERNALDATE)
23 8.454851 220.181.12.188 192.168.43.237 IMAP/T 499 from: <yunweilase@63.coms, subject: =2gh2312?8?16q30jogdevzda==?=, (text/plain) (text/html)
25 8.459470 192.168.43,237 220,181.12.100 MAp 86 Request: n9ci UID FETCH 1:* (UID FLAGS)
26 8.538121 220.181.12.100 192.168.43.237 MAP 242 Response: ndci OK Fetch completed
« >
Frame 23: 499 bytes on wire (3992 bits), 499 bytes captured (3992 bits) on interface @ -~
Ethernet IT, Src: HuaweiTe_ﬁg:ag:sB (BC:70:43:69:39:83), Dst: ]n[al[m‘js;]a;ca (94:bB:6d:75:38:ca)
Internet Protocol Version 4, Src: 220.181.12.100, Dst: 192.168.43.237
~ Transmission Control Protocol, Src Port: 143, Dst Port: 25945, Seq: 8515, Ack: 168, Len: 445
Source Port: 143
Destination Port: 25345
[Stream index: 0]
[TcP segment Len: 445]
sequence number: 8515  (relative sequence number)
0900 94 b8 6d 75 3B ca Oc 70 4a 69 ad B3 08 00 45 [ mug-p il
@1 e5 d1 3e 48 80 35 86 9d 25 dc bS @c 64 ¢@ a8 @5 Xoood
2b ed 00 Bf 65 50 0 21 3 dc 38 €7 49 68 50 18+ - e¥.| -B-IhP
83 2 ¢5 bl 88 80 2e 65 64 75 2e 63 Be 22 3e 33 e du.cn">3
31 38 30 31 30 32 37 36 30 40 7a 6a 75 28 65 64 18010276 frju.ed
75 2e 63 6e 3c 2f 61 3e 26 67 74 3b 3c 62 72 3¢ u.cn</a> Sgt;<br>
3c 2f 3d @d @a 73 70 61 6e 3e 3¢ 62 3e 3d 44 36 </=-spa n><h>=D6
3d 46 37 3d 43 43 3d 45 32 3c 73 70 61 Ge 20 6c  «F7CCeE 2<span 1
61 6e 67 3d 33 44 45 de 2d 55 53 3e 3a 3¢ 2f 73 ang=3DEN -US>:</s
70 61 68 38 3c 2f 62 38 3c 73 7@ 61 68 20 6c 61  pany</b> <span la
Ge 67 3d 33 44 45 de 2d 55 53 Je 20 3d 0d 0a 74 ng=IDEN- US> =t .
Frane (499 bytes) | Renssembled TOP (3637 bytes)
@ ¥ feader checksun {ip. checksu), 2 F HiE: a7 - 2BF: 10 0L - BEF: 0 (0.0 BB Default

tjmv SELECT "INBOX"

* 4 EXISTS

* 1 RECENT

* OK [UIDVALIDITY 1] UIDs valid

* FLAGS (\Answered \Seen \Deleted \Draft \Flagged)

* OK [PERMANENTFLAGS (\Answered \Seen \Deleted \Draft \Flagged)] Limited
tjmv OK [READ-WRITE] SELECT completed

j8dw FETCH 4 (UID)

* 4 FETCH (UID 1578968936)

j8dw OK Fetch completed

pmjl UID SEARCH UID 1578968936 SINCE 12-Jan-2020

* SEARCH 1578963936

pmjl OK SEARCH completed

co9h8 UID FETCH 1578968936 (UID FLAGS RFC822.SIZE BODY.PEEK[] INTERNALDATE)

8502 BODY[] {8500}

Received: from LAPTOPFSMLGFU® (unknown [140.243.192.213])
LA I (oI EN IR SMTP id DcCowACXETDKLx1e717ZDBQ--.1532752;
Tue, 14 Jan 2020 11:04:43 +0800 (CST)

Sviinuei IMASAMIAT Frams

Frnm:*

1EX:

* 4 FETCH (UID 1578968936 INTERNALDATE "14-Jan-2020 11:04:44 +0800" FLAGS () RFC822.SIZE



------ = NextPart 000 2039 01D5CACA.6CD6AAFO
Content-Type: text/plain;

charset="gb2312"
Content-Transfer-Encoding: quoted-printable

=20

=28

=B7=A2=BC=FE=C8=CB: yunwei3456@163.com <yunwei3456@163.com>=2@
=B7=A2=CB=CD=CA=B1=BC=E4: 2020=C4=EA1=D4=C214=C8=D5 18:53
=CA=D5=BC=FE=C8=CB: 'yunwei3456@163.com’ <yunwei3456@163.com>
=D6=F7=CC=E2: =D7=AA=B7=A2: test

=2a

=20

=20

=B7=A2=BC=FE=(C8=CB: yunwei3456@163.com <yunwei3456@163.com>=20
=B7=A2=CB=CD=CA=B1=BC=E4: 2020=C4A=EA1=D4=C214=C8=D5 1@:49
=CA=D5=BC=FE=C8=CB: '3180102760@zju.edu.cn’ <3180102760@zju.edu.cn>
=D6=F7=CC=E2: =D7=AA=B7=A2: test

=26

=2a

=20

=B7=A2=BC=FE=(C8=CB: yunwei3456@163.com <mailto:yunwei3456@163.com> =
<yunwei3456@163. com

<mailto:yunwei3456@163.com> >=20

=B7=A2=CB=CD=CA=B1=BC=E4: 2020=C4=EA1=D4=C214=C8=D5 1@:47

=CA=D5=BC=FE=C8=CB: '3180102760@z]ju.edu.cn’ <3180102760@z]ju.edu.cn
<mailto:3180102760@zju.edu.cn> >

LR 2+ - SR coa AldE A a amoem —rm=a= |1 SR

< PartFive

® 21T FTP xxx.com W<, EEFEFRREGHE, WA/ ZNKS (RERRR
%4%, W UMEFHEAK'S Anonymous, FIDRAERMNIE). FHIRBMBEERHL
BHBRIER? 3 RIRAT AT ? A5 HE S HIRA B Ax 1P #uhk. YR H A% H .
HUEBBGEL, 2H—UAKM. ipvd. TCP FTP
Source Port: 21
Destination Port: 27798
Source: 127.0.0.1

Destination: 127.0.0.1
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Ho. Tiae Seurce Des tination Frotocol Lensth Info

17 2.184489 127.0.8.1 127.0.8.1 TCP 4427798 » 21 [ACK] Seq=1 Ack=1 Win=8192 Len=0
18 2.184731 127.0.0.1 127.0.0.1 FTP 84 Response: 220 Welcome to JOFW FTP Server V4.0.0

19 2.184752 127.0.0.1 127.0.0.1 e 4427798 » 21 [ACK] Seq=1 Ack-41 Win=8152 Len-@

20 2.190067 127.0.8.1 127.8.8.1 3] 58 Request: OPTS UTF8 ON

21 2.190085 127.0.0.1 127.0.0.1 Tep 4421 + 27798 [ACK] Seq=41 Ack=15 Win=2619648 Len=a

22 2.198195 127.0.8.1 127.0.8.1 FTP 82 Response: 538 Please login with USER and PASS.

23 2.198225 127.0.0.1 127.0.0.1 TP 4427798 + 21 [ACK] Seqe15 Ack=79 Win=8114 Len=@

24 3.494257 127.9.0.1 127.9.0.1 FTR 52 Request: USER a

25 3.494208 127.0.0.1 127.9.8.1 Tcp 4421 » 27798 [ACK] Seq=79 Ack=23 Win-2619648 Len-

26 3,495000 127.0.0.1 127.0.0.1 F1p 73 Response: 331 Password required for a

27 3.495136 127.0.8.1 127.0.8.1 TCP 44 27798 » 21 [ACK] Seq=23 Ack=108 Win=8085 Len=0 =.

» Frame 24: 52 bytes on wire (416 bits), 52 bytes captured (416 bits) on interface @
Null/Loopback

» Internet Protocol Version 4, Src: 127.8..1, Dst: 127.8.8.1

» Transmission Control Protocol, Src Port: 27798, Dst Port: 21, Seq: 15, Ack: 79, Len: &
File Transfer Protocol (FTP)
[current working directory: |

02 00 00 00 45 0 00 30 56 C2 40 B0 8O 06 00 00 Eov@
7f 60 80 01 7f 00 60 81 6C 96 B0 15 26 ee f2 75 1 & -u
20 d6 @c a@ 23 50 18 1f b2 cd bf 80 0O 55 53 45 52 # USER
20 61 od 0a a
© 7 vireshark NFF_Loopback_202001141.20316_a1948. poapng SH8: gar7 - BET: 77 (0.9 - BEEM: 16 (0.2%) FEH: Default
ﬂ O ERE@ATERRNINE 1]

BRER TCP ¥, PMEZR AR HKIERGS A% B RARSFREIMEN .

RS

530 Please login with USER and PASS.
H P 4

USER a

331 Password required for a

BT
PASS a
230 Client :a successfully logged in. Client IP :127.0.0.1



220 Welcome to JDFW FTP Server V4.0.0

OPTS UTF8 ON

53@ Please login with USER and PASS.

USER a

331 Password required for a

PASS a

230 client :a successfully logged in. Client IP :127.08.0.1
PORT 127,0,0,1,108,151

200 Port command successful.

NLST

158 Opening ASCII mode data connection for directory list.
226 Transfer complete.

CWD qq

250 "//qq" is current directory.

PORT 127,0,0,1,108,154

200 Port command successful.

NLST

158 Opening ASCII mode data connection for directory list.
226 Transfer complete.

CWD 1e67

55@ "1@67": Directory not found.

CWD 1867852565

250 "//qq/1867852565" is current directory.

PORT 127,0,0,1,108,161

200 Port command successful.

NLST

158 Opening ASCII mode data connection for directory list.
226 Transfer complete.

PORT 127,0,0,1,108,163

200 Port command successful.

RETR Info.db

158 Opening BINARY mode data connection for file transfer.
226 Transfer complete.

QUIT

220 Bye

o HATFI HFRERAE (Is), FEFHIREIRCHERER TCP I, FREE ) K <
PARAR S HImIRL. HERTE T — DI TCP E#, BRERZERK TCP A
BUCERBRARS S, MRRFH/ELS, THRFBELEDIT passive ird (TRED.

BT —ANHH TCP 8.

NLST
150 Opening ASCII mode data connection for directory list.

226 Transfer complete.



$RECYCLE.BIN
.Trash-1000
3DMGAME

Android

arcgis
BaiduNetdiskDownload
C

CloudMusic
Config.Msi
debug.exe
Downloads
eclipse-workspace
GACacheV1

Game

msdownld.tmp
MSOCache

music

MyDownloads
Program Files
Program Files (x86)
ProgramData

aq

Recovery
Recovery.txt
result.txt

steam

SuperMap

System Volume Information
Users

VC_RED.cab
VC_RED.MSI
Virtual Machines
WeChat Files
win32-loader
Windows Kits

o HITEHARBME (cd), EFHRPBIECFIER TCP #, FHEZR WK LK

rd DA BB S5 28 R B
CWD qq
250 ”//qq” is current directory.

®  HATTEICMRIE (get filename), TR ZHHIXH:, FKPAT binary ird. 7
FHROBIE AP ERER TCP Jil, R iR e URRSSIIEN, &
FERBENT —HTH TCP E#, BREFZEZN TCP it (AABHKKN BT

REAZD.

RETR Info. db
150 Opening BINARY mode data connection for file transfer.



75~

226 Transfer complete.

-----------

------------------------------------------------------------------------

------------------------------------------------------------------------
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® Ping KIENRA A KB CEIRE? K HI ARP JEE? Ping —/M# 4
M Ping —A> 1P ik tE I A B A7 A+ A AN IR 2
Ping R ICMP H i 8E
Ping — /M8 4 F Ping — > 1P ik H 3R 2508 G0 AH LU IS 22 i 30 DNS AT AH OC 1) %k
/ol

®  Tracert/Traceroute K I&IEAT A B B PMCHE L, HEAN %t BRER IS A2 /2 an (T k4T



¥ ?

& ICMP AL,

W TTL FBOZ S HIIOR I, RIEN) TTL BN 1R B0k 58— Bk % b 2%
MR FEI, AHLA T LASCE] ICMp error 15 B ANIE B Fh 33t 2 BCR 2 100
W Bk, DAL

FEOL TCP B R A B LA & H I SYN Fl ACK #r & Bt 47

SYN=1, ACK=1
ACK=1
WEEATH— ML, TTREFH B2 TCP 4%, £ XK HTTP 2xifi. —A> TCP i&
B ERGRAELA HTTP 215 ? 41500 T2 3 DNS #df 1.2
2.
A5 FE 3 A4 U ) D9 DR, T AR b SO A DA S a2 H I DNS #50i f
AR O 36— L IS, T LRI SR L WAL SRR EL 2 VLI — feks X
AT A M IESCEAS R bR AT A4
A5 FH smtp PRSCAR IS 125 IS 1 IR 55 2 e 75 BN A SR . i T R K2 L
« A4 "ehlo"fir & AN H#EHE L1 smip MRS AT A 4RIT, 10
2. fiiH]"auth login"#if & & 3% £ Smtp k55 %%
ENE =L CRiOY SN CL N
mail from:<gacl@sohu.com>
rept to:<xdp_gacl@sina.cn>
4y GRS ECEIMAT A2, WEPFIgR SR R —E U, — =gl
U7 PR RIS 127 35 IS Sk AR BRI ey Ak P 25
MBSk A6 THT A = AN BOR AR
from B T-4R IR IR A% A
to 7B F T4 B M1 (g ie 1
subject B I 48 W HIS A fr) 2
MR PR P 2560 T IR S5 B2 5 AR — % 2 R AT B £F



@. #HiN"data"fy S

data
@, SN
from:<gacl@sohu.com> ---- IS 3k
to:<xdp_gacl@sina.cn> - 12k
subject:hello -3k
----- 4T
hello gacl —-=- M2 L A A 25

5. AN A EURIRAEAR S AR E N R DS 5E T
6+ HA quit i Wit 5 IEIF AR 55 45 RE

quit

® HR{RRE T U R AR, TR B LOGER . MRS MR R A
ettt ar [P ARl 7N AR ?
KE&P 7N P R
1. LOGIN
2. SELECT INBOX
3. SEARCH NEW
4. FETCH
5. LOGOUT
— A%
ISk

Received: from .......
by smtp9 (Coremail) with SMTP id DcCowACXETDKLx1e¢71ZDBQ--.15327S2;
Tue, 14 Jan 2020 11:04:43 +0800 (CST)

From: .....

To: ...

References:

In-Reply-To:

Subject: .....

Date: ......

Message-ID: .......

MIME-Version: 1.0



Content-Type: multipart/alternative;
1EXC
A E RS 2 1 s ab .

® G FTP IRSTENS, /B LA TCP #42? 41 H R EAREEE T HOCH, &7
A LA TCP & #:?
BRI A AN ] TCP JE#:,
AP H s AR
THOCHE AN

’b\ VJ“I’% ‘LA‘
FTP JRIAfE TR fip — TGRS B EBHE AR 2L TLS EIE I, §ide A ait 1
6] IR ftp RS54 SR 5 A Hl [m] FR 4 10 b i)



