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WHO ARE WE

• Banded together by the love of 0days, 
fuzzing, making oem/bad guys lives 
harder, hot sauces 

• Random out of work collaboration and 
pursuit of up-leveling the community 

• Disclosures / Code / Lessons available 
on GitHub 

• rednaga.io 

• github.com/RedNaga

RED NAGA

http://www.rednaga.io
http://github.com/RedNaga


WHOAMI

• Security Engineer @ Cloudflare 

• Previously 
Directory, Mobile Research @ SentinelOne 
Research & Response Engineer @ Lookout 

• Obfuscation, Fuzzing and Packer Junkie 

• Makes own hot sauce - cause why not? 

• @timstrazz 

• github.com/strazzere

DIFF

http://github.com/strazzere


More importantly - why should you care?

WHY AM I HERE

• How to approach a “new” language when  
reversing  

• As malware and other binaries evolve, 
we must too  

• If we break our tools now, 
we’re more prepared when we come across 
real life examples 

• Building & expanding your reversing toolsets



It’s an interesting beast…

WHY IS GO DIFFERENT?

• Gaining popularity… sort of similar concepts as Java with speed of C  
“Write once, run on any platform and is memory safe!”  
 
 
 
 
 
 
 
 

• Easy, powerful coding setup which is often memory efficient and fast! 
• Easy byte to byte reproducible builds (this helps us!)

Source: https://medium.com/@kevalpatel2106/why-should-you-learn-go-f607681fad65



Yea but, I don’t care for the sales pitch… I’m reversing…

WHY IS GO DIFFERENT?

#include  <stdio.h> 

int main() { 
  printf("Hello, World!"); 
}



Yea but, I don’t care for the sales pitch… I’m reversing…

WHY IS GO DIFFERENT?

#include  <stdio.h> 

int main() { 
  printf("Hello, World!"); 
}

Very “low level” and minimal, 
one function and an import (essentially)



Yea but, I don’t care for the sales pitch… I’m reversing…

WHY IS GO DIFFERENT?

package main 

func main() { 
  fmt.Println(“Hello, World!"); 
}

Executable 
PE / ELF / MachO 

Go Runtime 

“Hello, World!” code



Yea but, I don’t care for the sales pitch… I’m reversing…

WHY IS GO DIFFERENT?

main.main 
target function

_start -> main -> runtime.rt0_go -> runtime.newproc(*runtime.main) -> main.main



Yea but, I don’t care for the sales pitch… I’m reversing…

WHY IS GO DIFFERENT?

package main 

func main() { 
  fmt.Println(“Hello, World!"); 
}

String load

Context wrapping for 
panics

~2,000 or so runtime 
methods



Yea but, I don’t care for the sales pitch… I’m reversing…

WHY IS GO DIFFERENT?

PrintLn method



Yea but, I don’t care for the sales pitch… I’m reversing…

WHY IS GO DIFFERENT?

PrintLn method

Simple, right?!



That was easy!

WHY IS GO DIFFERENT?

GOOS=linux GOARCH=386 go build -o hello-stripped -ldflags "-s" hello.go 
                                                                                                 (“strip”)



Well… Crap

WHY IS GO DIFFERENT?

~2k or so methods… 
Now all unknown

GOOS=linux GOARCH=386 go build -o hello-stripped -ldflags "-s" hello.go 
                                                                                                 (“strip”)

Start of main.main, 
Issue understanding it 

Is a function :(



Well… Crap

WHY IS GO DIFFERENT?

Still not cross references

GOOS=linux GOARCH=386 go build -o hello-stripped -ldflags "-s" hello.go 
                                                                                                 (“strip”)

Force change to function



Malware, Offense and defense!

WHY SHOULD I CARE?



Malware, Offense and defense!

WHY SHOULD I CARE?

Toss in a few libraries…  
BAM! Malware with ssh 

brute forcing, ransoming 
and tor C2… ~200 lines 

of code? 

Platform independent!



Malware, Offense and defense!

WHY SHOULD I CARE?

GO is straight forward, easy to use, 
easy to replicate functionality when 

reversing it :D

• Linux.Lady 
• Linux.Rex 
• Linux/Agent.DT 
• YourRansom “educational” 

w/ wanna cry exploit 
• GoBot(2) (POC) 
• GoAT (POC) 
• EGESPLOIT (POC) 
• Ebowla (POC) 
• Go-mimikatz 
• Plenty more no one 

has classified

Pentesting: 
“what makes Go awesome for AV-Avoidance, is use ‘net/http' and 

parse it to a "import 'c'". Then in C you parse the buffer you get from 
Go and make a 'mistake' in order to trigger a vulnerability. That allows 

you to load meterpeter in memory.” - Rapt0r- (reddit)

A few malware over the past year…

Mac malware, Windows malware, 
Linux malware - oh my! So portable

https://www.reddit.com/user/Rapt0r-


AV’s Can have a hard time

WHY SHOULD I CARE?

Executable 
PE / ELF / MachO 

Go Runtime 

Malicious Code

Imported Libraries



AV’s Can have a hard time

WHY SHOULD I CARE?

Executable  
PE / ELF / MachO 

Go Runtime 

Malicious Code

Imported Libraries

Small surface area for fingerprinting 
malicious payload

Upward to ~10k functions easily

Easily ~2.5k functions for the runtime



AV’s Can have a hard time

WHY SHOULD I CARE?



AV’s Can have a hard time

WHY SHOULD I CARE?

Whoops?



AV’s Can have a hard time

WHY SHOULD I CARE?



AV’s Can have a hard time

WHY SHOULD I CARE?

Whoops again



AV’s Can have a hard time

WHY SHOULD I CARE?

Executable  
PE / ELF / MachO 

Go Runtime 

Malicious Code

Imported Libraries

Executable 
PE / ELF / MachO 

Unknown Code 
obfuscated 

and 
stripped 

Maybe 15k functions? 



Other things than defense…

WHY SHOULD I CARE?

• Many more server side apps moving towards GO  

• While “memory safe” programmers still make  
many issues 

• Lots of licensing protection is starting to make use of GO 

• Bug hunting and bounties are ripe due to lack of reverses with skill set  

• Some “expensive" bugs are better detected in disassembled code  
than auditing the code, especially since most audit tend to be 
blackboxes 

• Developers feel invulnerable! (Show them otherwise…)



TLDR

WHY SHOULD I CARE?



IDA Pro and Binary Ninja don’t have great Go support :\

FIXING OUR TOOLS…

Functions often undefined

Function are easily stripped of names



IDA Pro and Binary Ninja don’t have great Go support :\

FIXING OUR TOOLS…

String Loads are not “normal”



Issues Identified

FIXING OUR TOOLS…

• Functions are not all easily defined  

• Functions do not retain their name when stripped  

• String loads can be funky - dependent on  
architecture and Go version  

• For above, we need to easily identify 
Go version!



Issues Identified

FIXING OUR TOOLS…

• Functions are not all easily defined  

• Functions do not retain their name when stripped  

• String loads can be funky - dependent on architecture and Go version  

• For above, we need to easily identify Go version!



How do functions normally look?

TACKLING THE FUNCTIONS



How do functions normally look?

TACKLING THE FUNCTIONS

Function start

Function end, always  
“lowest” point of fun

Catch stack context 
and panics



How do functions normally look?

TACKLING THE FUNCTIONS

Function start

Function end, always  
“lowest” point of fun

Catch stack context 
and panics

We are going to target this pattern  
for “hooking” into all functions



Same function, but binary stripped - hooray reproducible builds!

TACKLING THE FUNCTIONS



Same function, but binary stripped - hooray reproducible builds!

TACKLING THE FUNCTIONS

Same context wrapping function, 
followed by the jump from bottom 

to top of fun



Look for cross references

TACKLING THE FUNCTIONS

Shows us all cross references to 
known functions



Look for cross references

TACKLING THE FUNCTIONS

Unique feature of this relatively 
unique function



Look for cross references

TACKLING THE FUNCTIONS

Unique feature of this relatively 
unique function

• Awesome - we’ve got a pseudo solution! 
 

1. Find the runtime.newstack function 
• 2. Recurse backwards into each function 

3. The reference is always 1 line from the “bottom” 
• 4. The bottom of the function is a jump to the “top of the function



Now we got things defined!

TACKLING THE FUNCTIONS

Undefined functions before 
running script



Now we got things defined!

TACKLING THE FUNCTIONS

Much less 
undefinedUndefined 

2485 new functions!



Now we got things defined!

TACKLING THE FUNCTIONS

Much less 
undefinedUndefined 

2485 new functions!



Issues Identified

FIXING OUR TOOLS…

• Functions are not all easily defined  

• Functions do not retain their name when stripped  

• String loads can be funky - dependent on  
architecture and Go version  

• For above, we need to easily identify 
Go version!



How do functions normally look?

FUNCTION NAMES RECOVERABLE?

Stripped binary Normal binary



How do functions normally look?

FUNCTION NAMES RECOVERABLE?

Stripped binary Normal binary



Enter .gopclntab!

FUNCTION NAMES RECOVERABLE?

• Oh how nice! 
A go specific segment! 

• Dig into the source and  
figure out the structure



Enter .gopclntab!

FUNCTION NAMES RECOVERABLE?

• Oh how nice! 
A go specific segment! 

• Dig into the source and  
figure out the structure

struct gopclntab { 
    char header[8]; 
    uint function_count; 
    struct function { 
        char address[4]; 
        char offsetToFuncName[4]; 

}[function_count] 
}



Enter .gopclntab!

FUNCTION NAMES RECOVERABLE?

• Let’s parse .gopclntab and map out all the function names



Enter .gopclntab!

FUNCTION NAMES RECOVERABLE?



Enter .gopclntab!

FUNCTION NAMES RECOVERABLE?

Easy to read function 
names

~7.5k functions renamed



Issues Identified

FIXING OUR TOOLS…

• Functions are not all easily defined  

• Functions do not retain their name when stripped  

• String loads can be funky - dependent on  
architecture and Go version  

• For above, we need to easily identify 
Go version!



This doesn’t seem very nice…

STRING LOADS? WHERE ARE YOU?



This doesn’t seem very nice…

STRING LOADS? WHERE ARE YOU?



This doesn’t seem very nice…

STRING LOADS? WHERE ARE YOU?

No null terminator?



This doesn’t seem very nice…

STRING LOADS? WHERE ARE YOU?

Length seems to be in code below loading of pointer!

0x10



Weird, oddly familiar… Sort of like Dalvik string tables?

STRING LOADS? WHERE ARE YOU?

0x10

• Strings grouped together with no null bytes
• Groups are collected together by length, then alpha numerical order



Weird, oddly familiar… Sort of like Dalvik string tables?

STRING LOADS? WHERE ARE YOU?

0x10

• Strings grouped together with no null bytes
• Groups are collected together by length, then alpha numerical order

Pseudo solution; 

Create string load heuristics based on pattern matching 
and whitelisting certain registers always used



Testing heuristics…

STRING LOADS? WHERE ARE YOU?



Reorganize, collect more binaries and whitelist more heuristics

STRING LOADS? WHERE ARE YOU?

More string loads!



Reorganize, collect more binaries and whitelist more heuristics

STRING LOADS? WHERE ARE YOU?



Reorganize, collect more binaries and whitelist more heuristics

STRING LOADS? WHERE ARE YOU?



Issues Identified

FIXING OUR TOOLS…

• Functions are not all easily defined  

• Functions do not retain their name when stripped  

• String loads can be funky - dependent on  
architecture and Go version  

• For above, we need to easily identify 
Go version!



Damn it, nothing is ever easy…

HEURISTICS BREAK ON NEW REVISIONS

• Heuristics can be brittle as Go evolves 

• Runtime has versioning!
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Damn it, nothing is ever easy…

HEURISTICS BREAK ON NEW REVISIONS

• Heuristics can be brittle as Go evolves 

• Runtime has versioning!

Can now programmatically tell the Go version!



Damn it, nothing is ever easy…

HEURISTICS BREAK ON NEW REVISIONS

• Heuristics can be brittle as Go evolves 

• Runtime has versioning!



Issues Identified

FIXING OUR TOOLS…

• Functions are not all easily defined  

• Functions do not retain their name when stripped  

• String loads can be funky - dependent on  
architecture and Go version  

• For above, we need to easily identify 
Go version!



Issues, handled :D

OPEN SOURCE, YAY!

• Functions are not all easily defined  

• Functions do not retain their name when stripped  

• String loads can be funky - dependent on  
architecture and Go version  

• For above, we need to easily identify 
Go version!



Issues, handled :D

MAKING ISSUES…

• If stripping doesn’t protect binaries… 
How can we make life hard?  

• Let’s prepare for the next “Bear” APT 

• Or at least make people  
step up their game…



Oh yay… Only seems fitting since Go acts like Java :D

GOGUARD!

• Preprocess source using github.com/lunixbochs/og 

• Build AST of all classes, functions and variables 

• Obfuscate! 

• Next release will contain  
encryption

http://github.com/lunixbochs/og


Oh yay… Only seems fitting since Go acts like Java :D

GOGUARD!
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Oh yay… Only seems fitting since Go acts like Java :D

GOGUARD!



Oh yay… Only seems fitting since Go acts like Java :D

GOGUARD!

Next release includes obfuscating strings  
and the runtime functions :D



Everything can be reversed…. It's also likely it already has been!

REFERENCES AND RESOURCES

• Reversing Go Primer 
• https://www.rednaga.io 
• Go malware will be posted soon after talk along with slides  

• golang_loader_assist 
• https://github.com/strazzere/golang_loader_assist 
• New version published after talk included all features with  

upgraded heuristics for Go 1.8+ 
• Binary Ninja version will be dropped shortly in same repo!  

• goguard 
• https://github.com/strazzere/goguard 
• Repo will be pushed after the talk 
• Currently obfuscates all custom code and vendor code 
• Working on runtime and adding encryption/obfuscation to strings

https://www.rednaga.io
https://github.com/strazzere/golang_loader_assist
https://github.com/strazzere/goguard


REDNAGA 

07.25.2017

GOOD LUCK HUNTING!

BugCrowd - BSides LV

Good people to follow on Twitter for 
Android / reversing / malware / hacking information:
@_jsoo_ @droidsec @jcase @marcwrogers @msolnik 

@PatrickMcCanna @rotlogix @snare @tamakikusu @trimosx  
@cryptax @virqdroid @WataShiva @againsthimself @collinrm  

@michalmalik @utkan0s @malataz @LukasStefanko @ACKFlags  
@bugcrowd @samhouston

TIM “DIFF” STRAZZERE 
@TIMSTRAZZ


