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WHO ARE WE
RED NAGA

- Banded together by the love of Odays,
fuzzing, making oem/bad guys lives
narder, hot sauces

- Random out of work collaboration and
pursuit of up-leveling the community

- Disclosures / Code / Lessons available
on GitHub

- rednaga.io

+ github.com/RedNaga



http://www.rednaga.io
http://github.com/RedNaga

WHOAMI
’ DIFF

Security Engineer @ Cloudflare é

Previously _.
Directory, Mobile Research @ SentinelOne CLOUDFLARE

Research & Response Engineer @ Lookout

Obfuscation, Fuzzing and Packer Junkie
Makes own hot sauce - cause why not?
@timstrazz

github.com/strazzere



http://github.com/strazzere

WHY AM | HERE

More importantly - why should you care?

- How to approach a “new” language when
reversing

- As malware and other binaries evolve,
we must too

- If we break our tools now,
we’re more prepared when we come across
real life examples

- Building & expanding your reversing toolsets




WHY IS GO DIFFERENT?

It's an interesting beast...

- Gaining popularity... sort of similar concepts as Java with speed of C
“Write once, run on any platform and is memory safe!”

P & &

e Efficient concurrency

= Beautiful, straight code

- Easy, powerful coding setup which is often memory efficient and fast!
- Easy byte to byte reproducible builds (this helps us!)

>

Source: https://medium.com/@kevalpatel2106/why-should-you-learn-go-f607681fad65



WHY IS GO DIFFERENT?

Yea but, | don't care for the sales pitch... I'm reversing...

~

#include <stdio.h>

int main() {
printf("Hello, World!");

}

_ J




WHY IS GO DIFFERENT?

Yea but, | don't care for the sales pitch... I'm reversing...

rbp

_

int main() A

}

printf("Hello,

N\ rbp, rsp
. . rsp, 0x1e0 {var_18}
#include <stdio.h> rdi, [rel data_1000008fa6] {"Hello, World!"}
al, 0x@
_printf

WOFI.d!"); | ecx, ecx :
dword [rbp-©x4 {var_c}], eax

eax, ecx
/ rsp, 0x10 {var_8}

rbp

Very “low level” and minimal,
one function and an import (essentially) -—




WHY IS GO DIFFERENT?

Yea but, | don't care for the sales pitch... I'm reversing...

Executable
RPE /- EEEANMache

- )

package main Go Runtime

func main() {
fmt.Printin(“Hello, World!");
} "Hello, World!"” code

\_ _J

\A 4




WHY IS GO DIFFERENT?

Yea but, | don't care for the sales pitch... I'm reversing...

runtime.main:

esp, xS - runtime.rté_gos mov ecx, dword gs:[0x0]
vax, dword [esp+Ox8 {__retlurn_addr}] rov eax, dword [esp-8x4) = e e
obx, [esp+Oxc {arg_4}] mov  ebx, dword [esp-0x8) cmp esp’ dword [ecx+0x8]
dword [esp {var_8}], eax ol sub esSp, 03" : ’

% and esp, OxfFffffffo [var_£0° jbe Ox806e6fb

dword [esp+0x4 {var_4}], ebx
nain

mov cword [esptex iR {var_&}], #ax
rov dword [esp+CxTc {var_4}], eax

a
IXS rov ebp, Bx817feiE ® 6 6 06 6 0 0 0 0 0 o o

lea ebx, [esp-Oxffo98 {var_10013}]

mov dword [ebp+ixy], abx {oxs8lL/fuis}
rov dword [ebptCxc], ebx {0x817f02c}
rov dword |ebp), ebx {rurtine.z@}
wov dword [ebptExd], esp {0x817f024}
push+d

pushfd

call ain,init

rav phx, dward [runtime.main_init_daore)
rov dword (esp [ver_24)], ebx

call runtlimne.cosech:

rav hyte [esp+Oxib {var_9}], bxo

call runtime.unlock0sThread

cEp bylLe [runlime, isarcnive], 0x0

jne Ix 006697

e 6 6 6 6 o o o o o o o ¢ "
4 byte [runtime.izliarary], G
eax, dword [esp+ox78 {var _4}) Ox806e697
dword [esp {var_Tc}], wanx
wax, dword [espeixTc {__return_adar})
dword [esp+Oxd {var_TE}], eax
runtime.args C Kk n.rain
runtime.osinit shx, ghward [roatimes.panicking)
runtime.schecinit chx o
5x813T584 J/ Pointer Lo Munclion offsel Lo starl (runline.nzin) i€ IxBOCRGE3

main.main
target function

_start -> main -> runtime.rtO_go -> runtime.newproc(*runtime.main) -> main.main




WHY IS GO DIFFERENT?

Yea but, | don't care for the sales pitch... I'm reversing...

[l
4 hello-normal (ELF Graph) x

main.main -
nain.init
type..hash, [1] interface..
typae..eq.[1]interface {}
runtime.memhashe nzin.main:

runtime.memhash8 ~2,000 Or sO ru ntlme mov ecx, dword gs:[0x0] Str”"]g |Oad

runtime.memhashlé mov ecx, dword [ecx-0x4]
runtime.memhash32 methOdS cmp esp, dword [ecx+0x3]

runtime.memhash64 ib Ox80490cb
runtime.memhashl28
runtime.strhash '
runtime.f32hash Y

runtime.fo4hash call runtimne.norestack_noctxt esp, 0x3c

runtime.c64hash jmp main.main . ebx, 0x81la4e® (["Hello, Werlc!")

runtime.cl28hash ' dword |esp+0x28 {var_14}], ebx {0Ox8llad4e0, "Hello, World!"}
runtime.interhash | dword [esp+0x2c [var_12]}], Oxc

runtime.nilinterhash ebx, ebx {0xB}

runtime.memequal ' dword [esp+0x26 [var_1lc]], ebx [0x@)

runtime.memegquale - dword |esp+0x24 {var_13}], ebx {0x@}

runtime.memequals cbx, [esp+0x20 [var_lc}]

runtime.memequalls Context Wrapping for ebx, 0x0 {var_lc}

runtime.memequal32 ] Ox30490c4

runtime.memequals4s paniCS

runtime.memequall28 :
, Sea » 4
Xrefs dword [eox [var_lc]], ecax
ARR4GAdA in main.main ] 0x3643€41
Jmp ma‘n.main

int32_t main.main()

P806e641 in runtime.madin
call ma“n.main

N
dword |esp+9x34 {var_8}|, 0x1
dword [esp+9x38 {var_4}], 0xl

Avwnrd TacrrdiDdv230 Juar ~L | akhv

A 1 Cursor: 0x8049000 Options » ELF + Graph ~




WHY IS GO DIFFERENT?

Yea but, | don't care for the sales pitch... I'm reversing...

K »

hello-normal (ELF Graph) x

main.main
nain.init
type..hash.[1] interface..
type..eq.[1]interface {}

runtime
runtime
runtime
runtime
runtime
runtime

runtime.
runtime.
runtime.
.cB4hash

runtime

runtime.
runtime.
runtime.
.memequal
.memequale
.memequals
.memequalls
.memequal32
.memequalocd
.memequall2s8

runtime
runtime
runtime
runtime
runtime
runtime
runtime

Xrefs

.memhashe
.memhash8
.memhashl6
.memhash32
.memhash64
.memhashl28

strhash
f32hash
fo4hash

clz8hash

interhash
nilinterhash

- -

ASR49AdA in main.main

Jmp

ma‘n.main

P806e641 in runtime.main

call

ma“n.main

A

int32_t main.main()

PrintLn method

ecx, dword [esp+dxc {var_30})
eax, dword [esp+3x1d {ver 2c}|
ebx, dword [esp+Ix39 [ver_c}]
dword [esp+0x18 {var 24}], ecx
dword [ebx [var_1lc}], ecx

dword [esp+6xlc {var _20}], eax
byte [runtime.writeBerrier], Ox0

@x804960b3

4 v
esi, |ebx+€Ex4 {var_18:]
dworc [esp [var_3c!], esi
dworc |esp+0x4 {var_38}], eax
runtime.writebarrierptr

Ix82493<3

dword |ebx+0x4 <var 18}], ezx

A A4

ebx, dword |esp+8x3€ {var_c}|
dword [esp (var_3c}], cbx
ebx, dword |esp+8x34 {var_8}I
dword [esp+Ox4 {var_33]}], ebx
ebx, dword |esp+Bx3& {var_4}]
dword [esp+Ox8 {var_34]}], ebx
fnt.Println

esp, Ox3c {__return_adcr]

A 1 Cursor: 0x8049000 Options + ELF + Graph ~




WHY IS GO DIFFERENT?

Yea but, | don't care for the sales pitch... I'm reversing...

[l
4 hello-normal (ELF Graph) x

main.main -
nain.init
type..hash.[1] interface.. ecx, dword [esp+dxc {var_30})
type..eq.[1]interface {} eax, dword [esp+3x1d {var_2ct}|
runtime.memhashe ebx, dword [esp+dx3d (ver_c}]
runtime.memhash8 dword |esp+6x18 {var 24}1], ecx
runtime.memhashl6 dword [ebx [var_1lc}], ecx
runtime.memhash32 dword |esp+Bxlc {var 20}], eax
runtime .memhash64 byte [runtime.writeBerrier], Ox0
runtime.memhashl128 Ox80490b3

runtime.strhash

runtime.f32hash

runtime.fe4hash

runtime.c64hash dword |[ebx+0x4 <var_18}], eax
runtime.cl28hash

runtime.interhash

runtime.nilinterhash

runtime.memequal

runtime.memegquale

runtime.memequals8

runtime.memequalls

runtime.memequal32

runtime.memequaloc4d

runtime.memegquall2s8

int32_t main.main()

v

- -

Xrefs
ASR49AdA in main.main

Jmp ma‘n.main

9806e641 in runtime.main Prlntl_n methOd

call ma<n.main




WHY IS GO DIFFERENT?

That was easy!

=linux GOARCH=386 go build -o hello-stripped -Idflags hello.go
("strip”)

<4< hello-n

sub_80431b6
sub_80431f06
sub_804a720
sub_80437cH
sub_804a8506
sub_8043986
sub_804ac4e
sub_804d586
sub_804dab®
sub_804e110
sub_804e216
sub_80519f0
sub_80520T16
sub_80524cH
sub_8052576
sub_80526c6
sub_8052856
sub_86052806
sub_8052al6
sub_8052ad6
sub_8052cbe
sub_8052db6
sub_8052e86
sub_8052f56

Xrefs

.note.go
©8048fc8
€8048fdo
©8048feld
€8048ff0
.note.go

VWV UV UV UV UV JVU Uy v

+buildid (NOTE) section started

04
31
64

.buildid (NOTE) section ended

00
31
64

00 00 47
37 31 65

-
34 37 3

.text (PROGBITS) section

©8049000
©8049010
©8049020
©8049030
€8049040
©8049050
€8049060
€8049070
©8049080
€8049090
€80490a0
©80490b0
€80490cO
©80496d0
€80490e0
€8049010
€8049100
€8049110
€8049120
€8049130
€8049140
©8049150

OIS

9+
24
89
00
00
89
00
18
89
24
c4
00
e9
65
76
1d
9+
c2
65
76
00

o

8b
86

~.
“

5c¢
c'l
89
5c¢
8b
89
43
04
3¢
00
2b
8b
34
c2
©b
c9
8b

00

-~ A

©d 00 00
b5 06 ©0

CT 44 24

24 24 8d

5f
38

2
)

started

20
90
2¢C

5¢

44 24 34 8

5¢ 24 36
24 04 c7
4c 24 B¢
©b 89
04 8b
8b 5c¢
c3 8d
eb cf
< Tt
©d 06
0F b6
e9 18
c6 05
18 08
©d 006
83 ecc
00 8b

THA AN

2€
38

e 5
o~

9€
83
2¢
24

né
5-3€
37
3€

8b—-8¢
2Cc—3cC
26-0€
260~-83

5 26-DE

24-e€
2E-0€
24-1€
8€-3c¢

5 BS~-1c¢
; 5¢—24

34-24

) 76-FF

CC—CC

5 8b—-8¢

1&-08
92-75

 9§-01
3 FE-T7S
96 8b-8S

24—-1¢
3¢-e§

A e An

08
36
33
39

fe
bb
00
fb
c7
91
00
3b
fe
24
08
39
ff
cC
fe
36
01
e8
04
fc
31
7d

-r

(0x8048fc8
G 0G0 28 00
31 37 33 35
37 37 38 62
65 36 37 62

ff ff <f 3b
e@ a4 11 08
31 db 89 5c
PG 0f 84 83
44 24 38 01
Pe 08 8d 5c
08 08 e8 TF
5¢ 24 30 89
9 18 08 00
8b 5¢ 24 34
¢8 51 el 04
44 24 04 e8
ff e¢8 50 Ta
CC CC C€C cC
ff ff £f 3b
fb 06 74 14
c3 ¢8 ¢cO 2
d2 8e 05 00
08 eb b3

ftr ft =t

cB c7 44

35 89 44

-" al AN

0x8040603]

00
30

37
65

{Ex86495000-0x80e0440}

61
89
24
00
00
24
20
4C
75
89
00
ce
04
cC
61
of
02
c6
cc
61
0c
10

60
31
61
39

08
5¢C
20
60
60

-

A 25

.50..66173501
1171eE8e73778b7a
dd471E34€9¢€7bed
{Ox8048°c8-0x8049000 }

Cursor: 0x8042000

Options -

ELF »

Linear ~




WHY IS GO DIFFERENT?

Well... Crap

=linux GOARCH=386 go build -o hello-stripped -Idflags hello.go
("strip”)

<4< hello-n

sub_80431b6
sub_80431f06

vy VWV UV VUV Wy vy A v

sub_804a720
sub_80437cH
sub_804a856
sub_80439806
sub_804ac46
sub_804d586
sub_804dab®
sub_804ell6
sub_804e270
sub_80519f6
sub_805z2016
sub_80524cH
sub_8052576
sub_80526cH
sub_8052856
sub_86052806
sub_8052al6
sub_8052ade6
sub_8052cbe
sub_86052dbe
sub_8052e86

.note.go
©8048fc8
€8048fdo
©8048feld
€8048ff0
.note.go

+buildid (NOTE) section started

04
31
64

.buildid (NOTE) section ended

00
31
64

00
37

34

00
31

-~y
- |

47
65

31

text (PRCEEITS) section
8b

€8049000
©8049010
€804902¢C

©8049030
€8049040
©8049050
€8049060
€8049070
fRp40A080

9+
24
89
00
00
89
00

18

86
28
5¢
C"
89
5¢

8b
a0

Od
b5
c"
24
44
5¢
24
4c
Oh

00
00
44
24
24
24
D4
pL
a0

5f
38

38

started

00 ¢
00 &

24

8d

34 ¢

30

Ci
B¢

44 2

2€
38

e 5
o~

2€
83
2¢
24

D4
3€
37
4-3€

8b-3¢
2Cc—3cC
26-0€
260~-83

0 9€-0C

24-eC
2E-0C
24~1€
QA -2~

~2k or so methods...

Now all unknown

©80496d0
€80490¢0
€8049010
€8049160
€8049110
€8049120
€8049130
€8049140
€8049150

OIS

e9
65
76
1d
9+
c2
65
76
00

-2

2b
8b
34
c2
©b
c9
8b

00

-~ A

ro.
ed
T
e9
c6
18
Od
83
00

"N

ft
00
b6
18
05
08
00
ec
8b

""n

ft
00

ccC

cC

96 €

g2
530
29

c3

20 3

8b

24

08
36
33
39

fe
bb

fb
c?
91

3b
fo

(0x8048fc8

0@
31
37

65

00
37
37
36

28

33
38
37

62

0x8040603]
00 60
30 31
37 61
65 39

«G0..E6173501
1171eE8273778b7a
dd471E34€9e¢€7bed

{Ox8048°c8-0x8049000 }

ff
e
31
Cle)
44
Pe
00
5¢
aq

ff
a4
db
of
24
08
00
24
18
5¢C
51
24
8
cC
ff
B10)
c8
3e
cb
L
c7
39

-r

f
11
89
84
38
8d
e8
30
08
24
cl
04
50
cC

=

T4
c@
05
b3
1L
44
44

Lol ]

3b
08
5¢c
83
01
5¢C
Tf
89
00
34
04
e8
Ta
CcC
3b
14
26
00

Start of main.main,

1 Issue understanding it

24 20 $(.D8,nn . ls a function :(
00
00
24
20
4C
75
89
00
ce
04
cC
61
0f
02
c6
cC
61
0c
10

{Ex86495000-0x80e0440}

A 25 Cursor: 0x8042000 Options » ELF .+ Lirear~




WHY IS GO DIFFERENT?

Well... Crap

=linux GOARCH=386 go build -o hello-stripped -Idflags hello.go
< hello-n: ("Strip")

sub_8649006
sub_804%ed6

sub_80431b6 A
sub_80431f6 l

sub_804a250 !
cub_8042720 sib_8649000: Force change to function
sub_804a7ce mov ecx, dword gs:[0x6]

SLb—QOQESSG mov ecx, dword |[ecx-0x4]

SLD:SGQaSBG cmp esp, dword [ecx+0x8]

sub_804ac46 joe Bx86496Gch

sub_804c476

sub_804d446 ¢ J
4 | 4

sub_804d586
sub_804dabs call sub_8096b20 sub esp, Ex3c
sub 864df46 jmp sub_8049000 nov eox, €x31la4e0 "Hello, World!")
SLb—SGQGllG nov dword |esp+@x28 -var_l4}], ebx {9x8llad4eld, "Hello, World!"}
SLD_SOQGZfG mov dword [esp+@x2c ‘var_16]}], 9xd
SLb—SGQGSb@ xor edx, ebx {Gx0}
SLb-SOQGSSG mnov dword [esp+@x20 ‘var_1c]}], ebx ([2x0]
SLb—SOdedQQ nov dword |esp+Gx24 -var_18}F1, ebx {9x0}
5Lb_8®4eff0 Lea eox, [esp+Ox20 ([var_1c]]
sub_804246 cnp eox, €x0 {var_lc}
sub_804fboe je OxE04S0c4
sub_8e4fdfe =

Xrefs Y
AS0490d0 in sub_8349960 s dword [ebx {var_lc}], eax

inp Ox8049041

Jmp sub_80643002

Still not cross references

vy

mov dword [esp+6x34 {var_8}1, Oxl
mov dword [csp+6x38 {var_4}], oxl
mov dword lesp+6x36 {var cll. ebx

A 27  Cursor: 0x8042000 Options + ELF + Graph ~




WHY SHOULD | CARE?

Malware, Offense and defense!

Michal Malik @michalmalik - Jul 12
Wow, what could this only be?!

: Z main_compleCommandServers
mun _controlOK

man enarypt

main_ipInCIDR
main_iplsBlacdsted
main_hostnamelsBlackisted
main_generateRandomTarget
main_contactCommandServer
main_postMessage
main_sshScan

main_generateWordist
main_sshLognAttempt
main_sshlognAttemptTimeoutWrapper
main_submitAlve

main_submitSuccess
main_attackerThread
man_reverseDNS

gm_rmm

main d\edmolnmead
main_fork
main_ldl
main_cpuBenchmarkThread
main_cpuBenchmark

main_main
main_sshLognAttempt_funcl

O 1 11 4

Michal Malik

@michalmalik

Following

Spoiler: more Golang Linux malware

4:37 PM - 12 Jul 2017




WHY SHOULD | CARE?

Malware, Offense and defense!

Michal Malik @michalmalik - Jul 12
Wow, what could this only be?!

: z mm_c;rdegmwews Jpext 0000000000641120
aepicy Toss in a few libraries...
waperic : BAM! Malware with ssh
| (7] main_hostnamelssiacidsted text 000000000064 18C0 - :
i, gumwsleRsdendioget mt 00000000064iCED brute forcing, ransoming
main_contactCommandServer text 0000000000641F80 :
man_postHessage text 0000000000642400 and tor C2... ~200 lines
main_sshScan text 0000000000642720
msin_contains text 0000000000642440 of code?
main_removeDupicates text 0000000000642800
main_generateWordist Jpext 0000000000642CEQ
main_sshLognAttempt JDext 0000000000643F30
main_sshLoginAttemptTimeoutWrapper Jbext 0000000000644800 r
[F g ind Kearimsnpoc Platform independent!
|/ | main_submitSuccess Jpext 0000000000644F90
msin_attackerThread text 0000000000645530 ) -
main_reversaDNS tast 0000000000645030
msin_scarnerThread text 0000000000645A X0 00000164 00000078
main_cheddnglnThread text 000000000064SEED 00000F8 00000060
main_fork text 000000000064SCEQ 00000I8F 00000048
|(7) man_a text 0000000000G4SE 70 00000140 00000060
|(7) main_couBenchmarkThread text 0000000000645FB0 0000023A 00000078
man_cpuBenchmark text 0000000000646 1F0 00000194 00000078
| (7] msin_main text 0000000000646 390 00000378 00000070
|(£] main_sshiognattempt_func1

Q 1 1 4 QO 10 &

‘ Michal Malik S
@michalmalik

Spoiler: more Golang Linux malware

4:37 PM - 12 Jul 2017




WHY SHOULD | CARE?

Malware, Offense and defense!

GO is straight forward, easy to use,

easy to replicate functionality when
reversing it :D

Mac malware, Windows malware,
Linux malware - oh my! So portable

Pentesting:

A tew malware over the past year...

- Linux.Lady
- Linux.Rex

+ Linux/Agent.DT
- YourRansom “educational”

w/ wanna cry exploit

- GoBot(2) (POC)

- GoAT (POC)

- EGESPLOIT (POC)
- Ebowla (POCQC)

- Go-mimikatz

- Plenty more no one

has classified

“what makes Go awesome for AV-Avoidance, is use ‘net/http' and

parse itto a "import 'c'". Then in C you parse the buffer you get from
Go and make a 'mistake’ in order to trigger a vulnerability. That allows
you to load meterpeter in memory.” - RaptOr- (reddit)



https://www.reddit.com/user/Rapt0r-

WHY SHOULD | CARE?

AV's Can have a hard time

Executable
PEAELRE FNach©)

Go Runtime

Malicious Code

Imported Libraries




WHY SHOULD | CARE?

AV's Can have a hard time

Executable
PEAELRE FNach©)

Go Runtime

Malicious Code

Imported Libraries

Easily ~2.5k functions for the runtime

Small surface area for fingerprinting
malicious payload

Upward to ~10k functions easily




WHY SHOULD | CARE?

AV's Can have a hard time

q
{9 gopherbot commented on May 10, 2012
by jmlauwer:
golang v1.0 : "Symantec Endpoint Protection" antivirus v1l is detecting an
"Trojan.Gen2" insice %G0_ROOT%\pkg\windows_Zz86\yacc.exe and put it ir
quarantine
is it a false positive ?
jul o
- . alberts commented on May 11, 2012 Contributor
"N
Comment 1:
yes
“ﬁ' ‘ -
‘?{; \ rsc commented on Sep 12, 2012 Contributor
Comment 2:

Status changed to Unfortunate.



WHY SHOULD | CARE?

AV's Can have a hard time

q
490 gopherbot commented on May 10, 2012
by jmlauwer:
golang v1.0 : "Symantec Endpoint Protection" antivirus v1l is detecting an
"Trojan.Gen2" insice %G0_ROOT%\pkg\windows_Zz86\yacc.exe and put it ir
quarantine
is it a false positive ?
o o
= alberts com Contributor
"N
Comment 1:
yes
“ﬁ' ‘ -
‘?{; \ rsc commented on Sep 12, 2012 Contributor
Comment 2:

Status changed to Unfortunate.



WHY SHOULD | CARE?

AV's Can have a hard time

,.
‘V'D ‘
\

kaveh256 commented on Jul 7, 2016 » edited +

Kaspersky is reporting that there is a Trojan inside go1.6.2.windows-amd64.msi. See the report here.
Looking further into it, it seems it considers api.exe to contain Trojan.Win32.Ebowla.

This seems to be a recurring issue. This also happens with version 1.5 with vet.exe and pprof.exe
and also a few previously filed issues.

&1 @2
[ cespare commented on Jul 7, 2016 Contributor  +(33)

| assume it's a false positive, same as those other closed issues.

kaveh256 commented on Jul 7, 2016 + (%)

It is most likely a false positive. But this is a recurring problem so maybe someone should have a look
at why this is happening.

The previous ones were frozen due to age.



WHY SHOULD | CARE?

AV's Can have a hard time

kaveh256 commented on Jul 7, 2016 « edited +(&)

Kaspersky is reporting that there is a Trojan inside go1.6.2.windows-amd64.msi. See the report here.
Looking further into it, it seems it considers api.exe to contain Trojan.Win32.Ebowla.

This seems to be a recurring issue. This also happens with version 1.5 with vet.exe and pprof.exe
and also a few previously filed issues.

£ @2

l‘ cespare comme Whoops again Contributor  + (%)

| assume it's a false ]

kaveh256 commented on Jul 7, 2016 + ()

It is most likely a false positive. But this is a recurring problem so maybe someone should have a look
at why this is happening.

The previous ones were frozen due to age.



WHY SHOULD | CARE?

AV's Can have a hard time

Executable
PEAELRE FNach©)

Go Runtime

Malicious Code

Imported Libraries

Executable
PEAEERE ENMach©

Unknown Code
obfuscated
and
stripped

Maybe 15k functions?




WHY SHOULD | CARE?

Other things than defense...

- Many more server side apps moving towards GO

- While “memory safe” programmers still make
many issues

- Lots of licensing protection is starting to make use of GO

- Bug hunting and bounties are ripe due to lack of reverses with skill set

- Some "expensive" bugs are better detected in disassembled code
than auditing the code, especially since most audit tend to be

blackboxes

- Developers feel invulnerable! (Show them otherwise...)



WHY SHOULD | CARE?

TLDR

Michal Malik y
@michalmalik

Replying to @ jsoo_ @timstrazz

Golang is fairly easy to write, reversing it is a
pain in the ass since 1.7, easy Cross-
compilation.. it's coming

7:34 AM - 1 Jun 2017




FIXING OUR TOOLS...

IDA Pro and Binary Ninja don't have great Go support :\

P
f
\

N,

LI o TRCTRE N TR
nie

-
o
A

Flrunctionswin. O @O ©

Function name
(1] 3N QU LoV

|7] eub 8007500
(7] sub_6007850
[7] cub_80DE170
(7] =ub_80D33240
7] sub E0D8EF0
| 7] =ub_S0DSBEC
7] sub 60DOCS0
[7] cub_BODEFD0
(7] «ib_6009100
7] eub_S0D9180
(7] =ub_S0DOJEC
(7] sub 6009740
| 7] =ub_80D9810
(7] sub GODAEBC
[7] eub_80DBOBL
(7] =ub_80DCO30
[ 7] sub UDCAAD
(7] =ub_80DCDS0
7] sub 60DDOS0O
|7] eub_80DDODC
(7] 2ub_60DD1AD
[7] eub_80DD200
(7] =ub_80DF780
(7] sub GOOFEYD
| 7] =ub_80DFB10
(7] sub 60DFEIC
| 7] eub_SC0DFTBO
(7] 2ub_S0DFD30
| 7] eub EUDFEZD
(7] =ub_SODFEAD
(7] sub 60DFF70
[7] sub_SODFFFO
(7] sub_60C00C0

[Featrsszgiaggtt
—— \, TR
Line 10f 1329 /l

g icle _BEan

et Functions often undefined

Unexolered B irsraction i Oxterne
@ [O] Hex View-1 @ Al Structures @8

i m
m \Liﬂr_v-fuactlnn_ Data .__Beg.—er"im’:flgn

-

@3 10A view-A

, = Software nterrust to unvoke to4 Cebuqoer

..........
JEYiae

dward

sub uBars-s+ayip
w+r2tp

; = SOTtwaAre nTerrust ta Lnvoke t5& Cebugoer

Function are easily stripped of names

Disk: 25GB



FIXING OUR TOOLS...

IDA Pro and Binary Ninja don't have great Go support :\

Loc_B@494D8: :

mov ebx, offset unk_B68092@ ; pointer to a string (undefined currently)

mov esp +var F8], ebx

mov esp +y EC], ; string length

mov byte ptr [esp+ +var E8),

mov ebx, s constant... though this is actually pointing to a string as well
mov dword ptr [esp+ +var E8+4), ebx

mov [esp+ +var_EB8], ; string length

call flag Bool

mov =] [esp+ +var DC)

7

mov P +var 98], ebx

sl Cop G UL sl String Loads are not “normal”
cop Yydll rej, SRX

mov [esp+ +var EC],

mov dward ptr [esp+ +val

mov ebx,

movy dword ptr [esp+

mov [esp+ +var E@)

call flag Int

mov

mov

mov

mov D

mov esp +var EC],

mov , offset unk B684841
mov dword ptr [esp+ +var E8]
mov dword ptr [esp+ +var
mov x, offset unk_B668551F
mov esp +var EB], ebx

mov esp+ +var |
call flag String
mov , [esp+ +var D8)
mov esp +var B4)], ebx
mov ab offset unk B68456A
mey y +val )

mov =

mov ebx,

mov dword ptr [esp+

movy dword ptr [esp+

mov af

mov

mov



FIXING OUR TOOLS...

Issues ldentified

- Functions are not all easily defined
- Functions do not retain their name when stripped

- String loads can be funky - dependent on "\ -
architecture and Go version " (s 22

¢-= R :‘fc, -
.r". o ;5. A
»
=] ™ —
-
‘=
a

- For above, we need to easily identify
Go version!

—_—
———




FIXING OUR TOOLS...

Issues Ildentified
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TACKLING THE FUNCTIONS

How do functions normally look?

v

main.main:

mov ecx, dword gs:[8x8]
mov ecx, dword [ecx-0Ox4]
cmp esp, dword [ecx+0x8]
jbe 0x80490ch

|
v ‘ ¥

call runtime.morestack_noctxt sub esp, Ox3c
imp main.main mov ebx, OxBlla4e®@ {"Hello, World!"}
mov dword [esp+0Ox28 {var_14}], ebx {6x811a4e@, "Hello, World!"}
mov dword [esp+Ox2c {var_10}], exd
xor ebx, ebx {Ox0}
mov dword [esp+0x20 {var_1c}], ebx {0x8}
mov dword [esp+Ox24 {var_18}], ebx {ox0}
lea ebx, [esp+0x20 {var_1c}]
cmp ebx, Ox0 {var_1c}
je 0x80490c4

i

mov dword [ebx {var_1c}], eax
jmp Ox8049041




TACKLING THE FUNCTIONS

How do functions normally look?

main.main: Function start
mov ecx, dword gs:[8x8]
mov ecx, dword [ecx-0Ox4]
cmp esp, dword [ecx+0x8]
jbe Ox80490ch
v Catch stack context
Fall ru?twmo:morcstack_noctxt sub esp, Ux3c aruj pxanics
jmp main.main Bl
. es; ; 2 S .a4e@, "Hello, World!"}
Function end, always e —

“lowest” point of fun « {exe}
esp+0x20 {var_lc}], ebx {6x8}

mov dword [esp+Ox24 {var_18}], ebx {ox0}
lea ebx, [esp+8x20 {var_1c}]

cmp ebx, Ox0 {var_1c}

je Ox80496c4

i

mov dword [ebx {var_1c}], eax
jmp Ox8049041




TACKLING THE FUNCTIONS

How do functions normally look?

main.main: Function start
mov ecx, dword gs:[8x8]
mov ecx, dword [ecx-0Ox4]
cmp esp, dword [ecx+0x8]
jbe 0x80490ch
v Catch stack context
call runtime.morestack_noctxt sub esp, Ox3c :
imp main.main B and AES
e, es, 2 S .a4e@, "Hello, World!"}
Function end, always T T

“lowest” point of fun « {exe}
esp+0x20 {var_1c}], ebx {6x8}

mov dword [esp+Ox24 {var_18}], ebx {ox0}
lea ebx, [esp+8x20 {var_1c}]
cmp ebx, 0x0 {var_1c}
. . je 0x80490c4
We are going to target this pattern
for "hooking” into all functions E ‘
mov dword [ebx {var_1c}], eax

jmp Ox8049041




TACKLING THE FUNCTIONS

Same function, but binary stripped - hooray reproducible builds!

call
jmp

!

sub_8645000:

mov ecx, dwor
mov ecx, dwor
cmp esp, dwor
jbe Ox86490¢ch

v

sub_8096b20
sub_8049000

d gs:[0x0]
d [ecx-8x4]
d [ecx+8x8]

esp, Ox3c

ebx, OxB8lladed® {
dword [esp+0x28 {
dword [esp+0x2c {
ebx, ebx {Ox0}
dword [esp+8x20 {
dword [esp+8x24 {
ebx, [esp+@x20 {v
ebx, Ox0® {var_1c}
Ox80490c4

mov
jmp

"Hello, World!"}
var_14}], ebx {0x811a4e@, "Hella, World!"}
var_10}], Oxd

var_1c}], ebx {0x@}
var_18}], ebx {0x@}
ar_1c}]

/|

dword [ebx {var_lc}], eax
OxB8049041




TACKLING THE FUNCTIONS

Same function, but binary stripped - hooray reproducible builds!

!

sub_860450060:

mov ecx, dword gs:[@Gx0]
mov ecx, dword [ecx-8x4]
cmp esp, dword [ecx+68x8]
jbe Ox86490ch

1

[
L 4

call sub_8090b20 sSub esp, 0x3c
jmp sub_8049000 mov ebx, OxB8llad4e® {"Hello, World!"}
' m7y dword [esp+0x28 {var_14}], ebx {0x811a4e0@, "Hella, World!"}
mov dword [esp+0x2c {var_106}], Oxd
Xor ebx, ebx {Ox0}
mov dword [esp+8x20 {var_1c}], ebx {0x@}
mov dword [esp+8x24 {var_18}], ebx {0Ox@}
lea ebx, [esp+@x20 {var_1lc}]
ebx, Ox0® {var_1c}
Ox80490c4

Same context wrapping function,
followed by the jump from bottom
to top of fun ;' ‘

mov dword [ebx {var_lc}], eax
jmp 0x8049041




TACKLING THE FUNCTIONS

Look for cross references

« ) hello-stripped (ELF Strings) x hello-normal (ELF Graph) x

sub_8049090 = 9nt32_t sub_8049000()
sub_82%49%020

sub_85%4%ed0
sub_834a010 l
sub_894a100
sub_82%4al1f0 sub_8€49000:

sub_82%4a250 ecx, dword gs: [0x0]
sub_8%4a2a0 ecx, dword [ecx-©x4]
y esp, dword [ecx+0x8]
Ox80496ch

sub_83%4a850
sub_R8342aR40 :

L_~n h 4

Y, ofs sub_86030b20 esp, €x3c
y ) P, sub_RA49000 ehx, €x811a420 {"Hello, World
‘ 080*9?Cb . SUb'86;QECC | dword [esp+0x28 ‘var_14}], ebx
call Sub_8696b24 | dword [esp+Ox2c var_1€}], ©Oxd
08049126 “n sub_806490e0 ebx, ebx {0x0}
cal’ sub_K69AH2A

dword [espr®x20 {var_1c}], ebx
03042000 “n sub_8049ed0 mov dword [espr@x24 {var_1&}], ebx
call sub_8690026 lea ebx. [esp+ux20 {var 1c}]
J804al9 | - SUb_804ab10
call sub_80906b28
p804b1fa “n sub_804af8o Shows us all cross references to
call sub_80906b28 2
38B4bbc2 ¢ sub_8064b966 known funCtlonS
call sub_8606b280
9804c20f 'n sub_80604bCOO
call SUb_8090020
P8O4c377T “n sub_804c220
call sub_8090b26
PBO4c49¢c “n sub_804c470
call sub_86960hH2° dword [esp+Ox3©
P304c6ff “n sub _804c640 dword lesp {var_
call sub_8690b020 ebx, [esp+Ox28 {
‘n sub_8064d440 dword [esp+Ox4 {
sub 8090b28 dward Taen+vR [

w
dword [esptOx34
dword [esp+Ox38




runtime.morestack:
mov ecx, dword gs:[0x0]

TACKLING THE FUNCTIONS A~ [Esteas

mov esi, dword [ebx]
Ox4], esi

Look for cross references o) GO IR
o jne Ox8090abc

runtime.morestack_noctxt: P |
Xor edx, edx {0x0} e "

esi, dword [ebx+0x2c]

jmp runtime.morestack | - dword [ecx-0x4], esi

Ox8090ac9

Yy

edi, dword [esp+0x4]
dword [ebx+0x8], edi
ecx, [esp+Ox8]

dword [ebx+0x4], ecx
ecx, dword gs:[0x0]
esi, dword [ecx-0x4]
dword [ebx+0xc], esi
eax, dword [esp]
dword [esi+0x24], eax
dword [esi+0x28], esi
eax, [esp+Ox4]

dword [esi+0x20], eax
dword [esi+Ox2c], edx
ebp, dword [ebx]
dword [ecx-0x4], ebp

Unique feature of this relatively eax, dword [ebp+0x20]

ebx, dword [eax-0x4]

unique function B~ cso, cax

runtime.newstack

dword [0x1003], Ox0



ecx, dword gs:[@x@]

TACKLING THE FUNCTIONS skt
ebx, dword [ebx+0x18]
esi, dword [ebx]

Look for cross references e _ dword [ecx-6x4], es
P Ox8090abc

ord [ebx+0x2c]
ecx-0x4], esi
c9

Awesome - we've got a pseudo solution!

1. Find the runtime.newstack function
2. Recurse backwards into each function
3. The reference is always 1 line from the “bottom” ord [esp+ox4]
4. The bottom of the function is a jump to the “top of the function %) <&

sp+0x8]
ebx+0x4], ecx
ord gs: [0x0]
ord [ecx-0x4]
ebx+0xc], esi
word [esp]
[esi+0x24], eax
[esi+0x28], esi
, [esp+Ox4]
dword [esi+0x20], eax
dword [esi+0x2c], edx
ebp, dword [ebx]
dword [ecx-0x4], ebp
Unique feature of this relatively eax, dword [ebp+x20]

ebx, dword [eax-0x4]

unique function o, | wesp, eax

dword [CxlCO;], Ox0




TACKLING THE FUNCTIONS

Now we got things defined!

SH ey Ay & B B 3 e @2l gt b Undefined functions before
1 [T N ([ A MR I} : :
running script

B Library function patz ] Reqular function Urexplcred Il wsauction l Extemal symbol
7] Functions windcw 700 25 DA view-A © T Hex View- @ (2] structures U L- i Ju %

Functian name

sub 401000
sub 407040
sub 401100
sub_401180
sub_401170
sub_401130
sub_d4011FD
sub_401230
sub_401270
sub 4071340
sub 4071380
sub_4073B0
sub_40141C
sub_d401560
sub_d4015DC
sub_401800
sub_401730
sub 4017C0
sub 407870
sub 4018A0
_unseteny
sub_4018DC
sub_d401A50
sub_401AAC
sub_40TAF7
sub 401010

1, spet |
%, WOC_437109

DIRRIEIR

.....

-

y Sub 421308

EEEREEE

; CODE XREF: sub -‘:-3~1-IC<:F7).-
; sub S1530E+ALTp ...

) =)

rov o, 4 J ) 3 crror_code

ov e

Swscall ; LIRUE - sys &xit group
reLn

EEEEEE

‘ul _H.‘ |

s CODE XREF: sub 4:8450+31Tp
; sub 42884G+BATp

=151

. g4aD"d ptr

COOATIED COCOAOCOCOARTIED: start (Synchranized with =ex View-1)

=] Output windew reo
feiled t5 add St-wcture typs sigection': mawe is alrandy .sed

Sythen

FI:0COC00000CEFECAC Down Disk: 15GB



TACKLING THE FUNCTIONS

Now we got things defined!

€ iy By & BB 3w @@ gkl ot e # o XD Much less

£ I | | | I "I undefinedUndefined :

B Library function patz [l Reqular function Urexplcred Il wsauction l Extemal symbol
7] Functions windcw 700 @ [(Hoa view-2  @[° IPvthon Conscle @ 0] Hex Vievs-1

Functian name

sub 401000
sub 4071040
sub 401100
sub_401180
sub_401170
sub_401130
sub_4011FD
sub_401230
sub_401270
sub 40713480
sub 401380
sub_4073B0
sub_40141C
sub_d401560
sub_d4015DC
sub_401800
starT_rautine
sub 401730
sub 401,/C0
sub 401870
sub_4078A0
_unsetany
sub_4018DC
Ling 1% of 10245

— -

=| Output windeow
TSULCO O 300 SCFUCTUre TYypE S1PECTiON” ! AANC LS JLrasay Lsea
Prapagating tynse ‘afarearion,

Funcilon argument nfgrmaticn has Ceen cropagated

The Initial autoomalysls hos been finizhed.
found and succesifully created Z6Es “unctions!

woc dBEF1C

; LODL XRLEF: sub 4JLI0O+1LY

: CODE XREF: sub 43EFDDCT]

U0 ¢

<LEXT: SHUUD s HualL! 28

EEEEEEEEEEEEREEEEEEEE

| =] =)

COOBEF 20 0Q000O00NDABEF20: sub_4EEF20 (Synchronizec with Hex View-1)

C@eo

2485 new functions!

Aythen

AL: idle Dewn Disk: * 3GE



TACKLING THE FUNCTIONS

Now we got things defined!

S Ry Ay G BB 3 e @@ ety o X b Much less
'l I | | | undefinedUndefined ‘

B Library function patz [l Reqular function Urexplcred Il wsauction l Extemal symbol
7] Functions windcw 00 @ Hioaview-2 @(% IPrthonConscle @ 0 Hex Vievs1

Functian name

sub 401000
sub 407040
sub 407100
sub_401180
sub_401170
sub_401130
sub_4011FD
sub_401230
sub_401270
sub 4073480
sub 407380
sub_407380
sub_40141C
s5ub_401560
sub_d4018D0
sub_401800
starT_rautine
sub 401730
sub 401/C0
sub 407870
sub_4078A0
_unsetany
s5ub_d4018DC
Lina 1% of 10245 COOBEF 20 0QN0O0O0DNILABREF20: sub_4EEF20 (Synchronizec with Fex View-1)

EEEEREEEEEE EEREEEEEEISTE

|

=] Output window C®eo

TILLCO TO 300 ZCrUCTUrC TYDE S1P3CTiOn’! AN LS JLroaoy Lseo
Propagating tynse ‘afareartion,

Funcilon argument nfz naticn has Ceen gropagated

The Initial autoomalysls hos been finizhed.
found ans succesifully created 26E3 “unctions!

2485 new functions!

Aythen

AL: idle Dewn Disk: *5GE



FIXING OUR TOOLS...

Issues ldentified

Functions do not retain their name when stripped

- String loads can be funky - dependent on "\ -
architecture and Go version " (s 22

} *
mn
' e : ——— A
& -
a

For above, we need to easily identify
Go version!

—_—
———




FUNCTION NAMES RECOVERABLE?

How do functions normally look?

sub DODIF2Y proc near

oworad
oworg .

Gwura
oworg .

SNort LoC_BOELFYD

5P,

X, &BadTimzdivbroks
svar “f‘], cax
svar
rvar o
$var_41,
unk_80C3340

svar

esp F
sub 8651000

Y- *V

" 8GACHS

Stripped binary

Loc 89B1F90D:

call sub 8082349
mp SUb_BUBIFZY
sub 89B1F20 cndg

; void me n_main()
public me n main
main mein proc near

t= dword ptr
clen= dwerd ptr
- gword
1C= dword
16~ cdword
C= dword
d= OwWOrag [
= oword |

arge pgs:
er)

oV,

short Loc_BBBL~9D

esr

tvar 19 ax call
cs var f jnp

nain na’

£+
L
L+
[+

(3

[é'L.:‘P : +2lpe ],
runtime_convT2s

Normal binary

cax, aHellonbrld loc_80B1

FOD:

runtinme merestack noctxt
nain main E

n onzp




FUNCTION NAMES RECOVERABLE?

How do functions normally look?

sub DODIF2Y proc near

oworad
oworg .

Gwura
oworg .

SNort LoC_BOELFYD

5P,

X, &BadTimzdivbroks
svar “f‘], cax
svar
rvar o
$var_41,
unk_80C3340

svar

esp F
sub 8651000

Y- *V

" 8GACHS

Stripped binary

Loc 89B1F90D:

call sub 8082349
mp SUb_BUBIFZY
sub 89B1F20 cndg

; void me n_main()
public me n main
main mein proc near

t= dword ptr
clen= dwerd ptr
- gword
1C= dword
16~ cdword
C= dword
d= OwWOrag [
= oword |

arge pgs:
er)

oV,

short Loc_BBBL~9D

esr

tvar 19 ax call
cs var f jnp

nain na’

£+
L
L+
[+

(3

[é'L.:‘P : +2lpe ],
runtime_convT2s

Normal binary

cax, aHellonbrld loc_80B1

FOD:

runtinme merestack noctxt
nain main E

n onzp




FUNCTION NAMES RECOVERABLE?

Enter .gopcintab!

unk 80DCOED

- Oh how nice!
A go specific segment!

+ Dig into the source and
figure out the structure




FUNCTION NAMES RECOVERABLE?

Enter .gopcintab!

unk _80DCOED

- Oh how nice!
A go specific segment!

+ Dig into the source and
figure out the structure

struct gopclntab {
char header[8];
uint function_count;
struct function {

char address[4];
char offsetToFuncName[4];
Hfunction_count]




FUNCTION NAMES RECOVERABLE?

Enter .gopcintab!

. g Ty Wy ‘}.:J ay _ S ST & @ it 4 Al -,g*v :,i‘A (-] X b @ I Nodehugges < : e B Lm ™ g
| | | [ 1 I ¢

Library fuMion patz ]l Reqular function Urexplcred Il wsauction l Extemal symbol
¥ Functions windg To0 @ (oA view-A ©[F IPrthonConscle @ 0] Hex Viev-1 @ [2] Structures @ [5] Enums @ %5 mports @ =8 Exports

|
:

sub 401000
sub 407040
sub 407100
sub_401180
sub_401170
sub_401130
sub_4011FD
sub_401230
sub_401270
sub 4073280
sub 407380
sub_401380
sub_40141C
sub_401560
sub_4018D0
sub_401800
start_routing
sub 401730
7 sub 401/C0
7 sub 401870
(7 sub_40TBAD
| _unsetany
7 sub_4018DC

ine 1% of 10245

; LODL XRLF: sub 4JLI0O+1LY

: CODE XREF: sub C:.F:PI‘A'Tj

1[‘0 short oc 4BEF1?

Lext HUUU *=Hu40 L) 2K

s EEEEEEEEEEEEEEREIEIEE:

COOBEF 20 0Q000O000D4BEF20: sub_4EEF20 (Synchronizec with Hex View-1)

Ceo

: ure Typr ZipacTiont: nawe Ls
Prapa po gi%e ‘atfarrartion,

Funcilon argument nfgrmaticn has Ceen o7
The Initial autoomalysls hos been finizsh
found ans succesifully created 26E3 “un

syihen Let's parse .gopclntab and map out all the function names

AL idle Dewn Disk: * 5GE




FUNCTION NAMES RECOVERABLE?

Enter .gopcintab!

R ey Ay G R B 3 v @O of @ Fy# @ X b @ O Nedebugge R AR I
1 S— | N N N 0 o Y O ¢

B Library funcion " Datz [l Regular functicn Urexplcred Il wsauction l Extemal symbol
7 glnctions window & =W % @ (5 10a view-A @ [I% IPythonConscle @ O] Hex View-1 @[] Structures @ [Z] Enums @ %5 mports @ =8 Exports

lan name

/ / leg Locger Prinin '
F[7 lcg Logger SetFlags %
7 leg Logger Setlutpat
|7 leg_Logger_SetPrefix
§ |7 leg_Logger_format-eader
|7 leg_init )
(7 leq_is
7 main_GmExtern|P
main_SlaveServer
main SlaveServer tuns” 4
main SlaveServer func” 1 '
main_SlavaServer_tunc2

SIMMNHFE

main_init

main_init_1

main_imit_1_funz1
main_init_1_funs?

main_main

main main ‘urcl

math Cxp ,
math Floor '
math_Frexp

math_Ldexp

math_Log ]

LiNg 4576 of ME5E ,
=] gt windew v C®o

TOUr reon sl N5 peen o 10 At JUToRNILYS1ES cucue.
Found any gass i crentad B functicns!

Found and succabsully renared 7739 “unctions!

Found and successfully renared 634 “unctlon polnters!
Cazhing ‘runctians windew'... ok

; LUUL XHLI: main_sain+1.3)

) =)

»
rUNtime crARrecy
cax, byte cor |rspe

) ko nr;_/lll Py

rov gwore ptr [rspt
ov owo e plr [ e *Va
rowv r + + ]’
lea rax, unk_E220C8
ov » . %),

Q030DF50 0Q0OODOOCATDNFS0: main_ma'n (Synchronizec with —ex View-1)

BEEEEEE

Sythen

AL: idle Dewn Disk: * 3GE



FUNCTION NAMES RECOVERABLE?

Enter .gopcintab!

Bl wy 4y B H R S 3 v @A D g ey e X b @O Nodebugge - AT (I
Ll T — | N N N NN OV Y DN ¢
B L funcion patz ] Reqular function Urexplcred Il wsauction l Extemal symbol
7 ginctions windew \ 00 @ (oA view-A ©[F IPrthonConscle @ 0] Hex Viev-1 @ [2] Structures @ [5] Enums @ %5 mports @ =8 Exports
an name ’

{7 1ca Locger Printn

F[7 lcg Logger SetFlags

7 Icg Logger SelCutpat Lot TDELZD

7 leg_Logger_SetPrefix 2o Ll

|7 leg_Logger_format-eader 700
f 7 legnit K sovips [rsperehviar_20l,
| (£ loaiwms ] sl e gensei i e B

main_Gmoxtern|?
main_SlaveServer
main SlaveServer tuns” &
main SlaveServer func” 1 '

test ’l,

iz oc TREL12E
rov

v

k=]
£=}
=
k=]
-
E=y
k-]
<
o
k-]
<
o
k=]
<
a
- rav
<

o

=]

o

L
L
—
(L
s oo, (e .
T main_SlaveServer_tunc? ] QworS ptr [repsTihevar M), d -F :
I ala : e | T Easy to read function
| F main_indt == ; .
F main_init_1
'i . J _' i = LOOL XHLI : main main+1454 na | eS
i | 7 main_init_1_fun1 o lea ‘
— - : & rov
L{__ main_init_1_funs? g - et
J/ main_main : lca
SR v ’
& &'_ m.ln meln ‘LI‘CI : el runtime r'-nr-r.'v
‘ ik s byte gtr |

7" math Lxp - b B
z math Floor : iz oc JOL12

. rov
7 math_rrexp B b

p— A=l

% 5 math_Ldexp P :g

math_Log / = rov

Lig 4576 of 1155% 0O30DFS0 NQC0ODNOCITR0

=] Ot windew ; Ceo
YOUr reffgst nas oeen el 1n tee BUTOANELYS1S Queus.
found ans 99 SOy crestad B functicns!

Found and succossully renared 7724 “unctions! <
Found and succezsfully renared €34 “wnctlon polnters! ™
(Bzhing ‘runctians windew'... ok

~7 .5k functions renamed

Sythen

AL idle Dewn Disk: * 5GE



FIXING OUR TOOLS...

Issues ldentified

- String loads can be funky - dependent on
architecture and Go version

- For above, we need to easily identify
Go version!




STRING LOADS? WHERE ARE YOU?

This doesn't seem very nice...

Lloc_82D4929:

mov eax, ds:dword 84E9728
mov [esp+48h+var 48], eax
lea eax, unk 8371C33

mov [esp+ var 44], e

mov [esp+ var 40],

mov [esp+ var 3C], edx
mov [esp+ var 38],

mov [esp+48h+var 34],
call github com op go logging Logger Debugf
mov eax, dword 84E4724
test eax, eax

jnz short loc_ 82D496C




STRING LOADS? WHERE ARE YOU?

This doesn't seem very nice...
Ll s =

Lloc 82D4929:

mov eax, ds:dword 84E9728
mov [esp+48h+var 48], eax
lea eax, unk 8371C33

mov [esp+ var 44], eax

mov [esp+ var 40],

mov [esp+ var 3( edx

mov [esp+ var 38],

mov [esp+ +var 34],

call github com op go logging Logger Debugf
mov €aX, aWOrd B84E47Z4

test eax, eax
jnz short loc 82D496C https://github.com/op/go-logging/blob/master/logger.go

// Deblg logs a message using DEBUG as log level.
func (1 xLogger) Debug{args ...interface{}) {

L. log(DEBUG, nil, args...)
}

// Debugf logs a message using DEBUG as log level.

func (1 xLogger) Debugf(format string, args ...interface{}) {
L. log(DEBUG, &format, args...)

}



STRING LOADS? WHERE ARE YOU?

This doesn't seem very nice...

v v

Lloc 82D4929:

mov eax, ds:dword 84E9728
mov [esp+48h+var 48], eax
lea eax, unk 8371C33

mov [esp+d8h+var 44], eax
mov [esp+48h+var 40],

mov [esp+48h+var 3C], edx
mov [esp+48h+var 38],

unk 8371C33

mov [esp+48h+var 34],

call github com op go logging Lo
mov eax, dword 84E4724

test eax, eax

jnz short loc 82D496C

No null terminator?



STRING LOADS? WHERE ARE YOU?

This doesn't seem very nice...

v v

Lloc 82D4929:

mov eax, ds:dword 84E9728
mov [esp+48h+var 48], eax
lea eax, unk 8371C33

mov [esp+d8h+var 44], eax
mov [esp+48h+var 40],

mov [esp+48h+var 3C], edX
mov [esp+48h+var 38],

unk 8371C33

mov [esp+48h+var 34],

call github com op go logging Lo
mov eax, dword 84E4724

test eax, eax

jnz short loc 82D496C

Length seems to be in code below loading of pointer!



32
32
32
32
32
32
32
32
32
32
32
32
32
32
32
32
32
32
32
32
32
32
32
32

-~

:BOEOh:
:BOFOh:
:B_00h:
:B-10h:
:B-20h:
:B-_30h:
:B-40h:
:B_50h:
:B_60h:
:B_70h:
:B-_80h:
:B_90h:
:B_AOh:
:B_B0h:
:B_COh:
:B_D0Oh:
:B_EOh:
:B_F0Oh:
:B200h:
:B210h:
:B220h:
:B230h:
:B240h:
:B250h:

A S A

STRING LOADS? WHERE ARE YOU?

Weird, oddly familiar... Sort of like Dalvik string tables?

45
20
72
69
64
71
73
B7
20
72
63
63

6E
73
6F
63
69
74
65
6E
61
2C
72

o~

72
€D
€1
€C
20
€2
€9
€D
€6
€9
€1
€8

€5
70
€E
€5
72
79
€5
€9
32
73
20

Ll ~

72
69
79
65
6B
61
T4
73
6r
61
6C
65

0 25 7

63
6F
20
20
65
64
64
73
2D
68
6D

o

6F
13
2

2
&

69
64
65
T4
12
6E
6C
63
63
T4
13
T4
6E
63
69
65
4
6E
61
15

Nl

72
73
65
64
6E
20
62
61
20
67
20
6B
6C
65
69
6F
6F
74
73
64
70
69
32
73

~N

SF
69
6C
65
64
6E
61
72
66
6C
75
69
69
64
74
oF
74
oF
6B
65
32
73
2D
74

n

63
6E
65
73
20
6F
64
74
69
65
6E
6E
65
63
69
20
20
72
20
63
35
74
oE
20

[l ~

67
67
6D

-~

-~

6¢
74
2C
62
6%
72
61
67
6E
6F
6F
73
61
7¢
71
64
3¢
7C
6¢
62

~ A

6F
61
65
72
6E
69
72
61
6C
69
76
20
74
6E
6E
68
20
20
75
73
65
33
73
65

2T a)

5F
66
6E
69
20
66
75
64
64
67
62

73
74
74
70
72
79
bE
20
62
68
69

65
65
62
74
75
ac
74
78
6C
74
6C

74
72
61
6F
6E
69
69
61
61
3B
61

€5
20
€4
72
€6
73
€D
€C
€3
€3
€2

6E
61
20
62
69
7L
65
75
6B
67
6C

16
12
66
61
6E
20
c2
65
T4
6F
65

69 70 2) 66 72 6F 6D

20
74
63
6F
73
6E
6F
6L
63
38
74
20

~n

b4
65
72
72
74
bF
74
2D
b4
34
70
bE

cc

63
63
63
74
72
74
6l
73
73
65
35
oF

hr Be |

73
74
74
64
65
20
20
68
6l
63
32
6E

A

€3
2D
€5
€5
€l
€5
€5
€l
2D
€4
31
2D

N

6F
64
72
76
6D
6D
78
32
73
73
65
6E

o

6E
69
69
69
64
70
63
2D
68
61
12
69

N

Error cgo_setenv
missingafter ar
ray elementbad £
ile descriptorba
d kind in runfin
gkad notifylList
sizebad runtimed
‘mstartbad value
for fieldblackt
riangleright;cgo
call unavailable
checking
BEEclient discon
nectedcontent-di
spositioncriteri
on too shortdevi
ce rnot a streamd
irectory not emp
tydisk quota exc
eededecdsa-sha2-
nistpZ256ecdsa-sh
az-nistp384ecdsa
-she2-nistp52ler
r must be non-ni

T msswn d A ~onde i &2

Strings grouped together with no null bytes

Groups are collected together by length, then alpha numerical order




STRING LOADS? WHERE ARE YOU?

Weird, oddly familiar... Sort of like Dalvik string tables?

:BOEOh: 45 72 72 6F 72 5F 63 67 6F 5F 73 65 74 €5 6E 76 Error cgo_setenv
:BOFOh: 20 €D 69 73 73 69 6E 67 61 66 74 65 72 20 61 72 missingafter ar
:B_00h: 72 €1 79 20 65 6C 65 6D 65 6E 74 62 61 €4 20 66 ray elementbad f
:B_10h: 69 €C 65 20 64 65 73 63 72 69 70 74 6F 72 62 61 ile descriptorba
:B_20h: 64 20 6B 69 6E 64 20 6C 6E 20 72 75 6E €6 69 6E d kind in runfin
:B_30h: 71 €2 61 64 20 6E 6F 74 69 66 79 4C 69 73 74 20 gkad notifylList
:B_40h: 73 €9 7A sizebad runtimed
:B_.50h: B7 €D 73
:B_60h: 20 €6 6F
:B_70h: 72 €9 61
:B_80h: 63 €1 6C
:B_90h: 63 €8 65
:B_AOh: : 3
B Pseudo solution;
:B_.COh: 73 70 6F
:B.D0h: 6F €E 20 74 ; o -
:B_EOh: 63 €5 20 Create string load heuristics based on pattern matching
:B_FO0h: 69 72 65 . gy % 3

:B200h: 74 79 64 and whitelisting certain registers always used
:B210h: 65 €5 64
:B220h: 6E €9 73
:B230h: 61 32 2D
:B240h: 2L 73 68
:B250h: 72 20 6D

A A S A [af o BN -~ N 1] T o~ b 3

Strings grouped together with no null bytes
Groups are collected together by length, then alpha numerical order



STRING LOADS? WHERE ARE YOU?

Testing heuristics...

Ll ) 55

Lloc 82D4929:
mov eax, ds:dword 84E9728
eax, unk 8371C33
[esp+48h+var 44], eax

h+var 401, 10h

h+var 3C], edx

+var, 38],

[esp+48h+var 3], a
github com op go~logging Logger Debudf
eax, dword 84E4724™
eax, eax Ny
short loc 82D496C Ny loc_82D4929:

Ak

cax, ds:dword 84E9728

ééx;‘aIpSOKFromé g

[esp+4Bh+var 44], eax
+var ¢

an+var 3C1, eo0x
+var 3

eax, dword 84E4724
eax, eax
short loc 82D496C




STRING LOADS? WHERE ARE YOU?

Reorganize, collect more binaries and whitelist more heuristics

Loc_B@494D8: :

mov ebx, aoffset unk _B668092@ ; pointer to géstring (undefined currently)
mov O+ +var F8], ebx

mov 350+ +yal 1, ; string length
mov byte ptr [esp+ +var E8),

mov ebx, s constant... though this is actually pointing to a string as well
mov dword ptr [esp+ +var E8+4), ebx
mov [esp+ +var EB8], ; string length
call flag Bool

mov ebx, [esp+ +var DC)

mov >+ +var 90], ebx

mov ' offset unk _B6801AD

moy 5§ +var F8], ebx

mov [esp+ +var EC],

mov dward ptr [esp+ +var E8],

mov i |
moy dword ptr [esp+ +var E8 More Strlng |Oad5.
mov [esp+ +var E@)

call flag Int

mov ebx, [esp+

mov 5§

mov

mov )

mov esp +var EC],

mov ebx, offset unk B684841

movy dword ptr [esp+ +var

mov dword ptr | + +var |

mov ebx, offset unk B68551F

mov [esp+ +var EB], ebx

mov [esp+ +var_DC],

call flag String

mov ebx, [esp+ +Val ]

mov = var B4], ebx

mov ( unk_B684506A

mov 8], ebx

mov =15 r ECd

mov ;

mov dword ptr [esp

mov dword ptr [esp:

mov abx

mov

mov




STRING LOADS? WHERE ARE YOU?

Reorganize, collect more binaries and whitelist more heuristics

loc_80494D8: :

mov
mov
mov
mov
mov
mov
mov
call
mov
mov
mov
movy
mov
mov
mov
mov
mov
call
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov
call
mov
mov
mov
meovy
mov
mov
mov
mov
mov
mov
mov

ebx, offset unk B68092@ ; pointer to agstring (undefined cur

[esp+ +var F8], ebx
[esp+ +var_EC], ; string length

byte ptr [esp+ +var E8],

ebx, + constant... though this is actually pointi
dword ptr [esp+ +var E8+4), ebx

[esp+ +var_E8], ; string length

flag Bool

ebx, [esp+ +var DCJ)

[esp+ +var 90], ebx

ebx, offset unk_B66801AD

[esp+ +var F8], ebx

[esp+ +var EC],
dward ptr [esp+
ebx,

dword ptr [esp+ +var
[esp+ +var EB8],
flag Int

ebx, [esp+ +var DC)
[esp+ +var BBl

+var E8],

E8+4], ebx

ebx

ebx, offset unk _B684841

dword ptr [esp+ +var E8J5 ebx
dword ptr [esp+ +var E8+4],
ebx, offset unk B6B551F

[esp+ +var EB], ebx

[esp+ +var DC],

flag String
ebx, [esp+
[esp+ +var
ebx, offset unk
[esp+ +yar
[esp+ +var
ebx,

dword ptr [esp+ +var
dword ptr [esp+ +var
abx,
[esp+
[esp+

r D8)
, €bx
68450A

ebx

o +

) L

L
Bt bt O0) e [V

- o=

=y @@ |

m=n

EB], ebx
EG+4],

+var EH#},
+var DC],

-

loc_80494D8:

moyv
mov
mov
mov
mov
mov
mov
call
moyv
mov
mov
mov
mov
mov
mov
mov
moyv
call
mov
mov
mov
mov
mov
mov
moyv
mov
mov
mov
mov
call
mov
mov
moyv
mov
mov
mov
mov
mov
mov
mov
moyv

ebx, offset aDebug
[esp+ +var F0O)], ebx
[esp+ +var EC],
byte ptr [esp+ +var_E8],
ebx, offset atEnableDebuggin
dword ptr [esp+ +var E8+4], ebx
[esp+ +var E0],
flag_Bool
ebx, [esp+ +var DC]
[esp+ +var 90), ebx
ebx, offset aWait
[esp+ +var F0], ebx
[esp+ +var EC],
dword ptr [esp+ +var E8],
ebx, offset aWaitForPidToEx
dword ptr [esp+ +var E8+4], ebx
[esp+ +var_E@],
flag Int
ebx, [esp+ +var DC)
[esp+ +var BB], ebx
ebx, offset aTarget
[esp+ +var F0O)], ebx
[esp+ +var EC],
ebx, offset a0 _0_6 GO
dword ptr [esp+ +var
dword ptr [esp+ +var
ebx, offset aTargetS
[esp+ +var E0], ebx
esp+ +var DC],
lag String

bx, [esp+ +var DB]

X
esp+ +var B4], ebx
bx, offsetl aStrategy

[esp+ +var F0O)], ebx

[esp+ +var EC],

ebx, offset aRandom

dword ptr [esp+ +var_E8], ebx
dword ptr [esp+ +var E8+4],
ebx, offset aScanStrategyRa
[esp+ +var E0], ebx

[esp+ +var DC],




loc_
mov
mov
mov
mov
mov
mov
mov
call
mov
mov
mov
movy
mov
mov
mov
mov
mov
call
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov
call
mov
mov
mov
meovy
mov
mov
mov
mov
mov
mov
mov

80404D8 : '

STRING LOADS? WHERE ARE YOU?

Reorganize, collect more binaries and whitelist more heuristics

-

loc_80494D8:
mov ebx, offset aDebug

ebx, offset unk B68092@ ; pointer to a#string (undefined cur

[esp+ +var_F8], ebx mov [esp+ +var F@], ebx
[esp+ +var_EC], ; string length mov [esp+ +var EC],
byte ptr [esp+ +var E8], mo v byte ptr [es p+ +var E8],
ebx, ; constant...

dword ptr [esp+ +var E8+4]

[esp+ +var E8], ; strigem

flag Bool

ebx, [esp+ +var DC) i

[esp+ +var 96], ebx

ebx, offset unk_B66801AD

[esp+ +var F8], ebx L |

[esp+ +var EC], —

dward ptr [esp+ +var E8], .

ebx,

dword ptr [esp+ +var E8+4]

[esp+ +var E@],

flag Int

ebx, [esp+ +var DC)

[esp+ +var BBls, ebx

abx,

[esp+ +var F@J% ebx I

[esp+ +var_EC],

ebx, offset unk _B684841 d

dword ptr [esp+ +var ES8I%

dword ptr [esp+ I R = CK YEAHRIGBY - i

ebx, offset unk_B668551F mov ebx, offset aTargetS

[esp+ +var EB], ebx mo v [esp+ +var E0], ebx

[esp+ +var DC], mov [esp+ +var DC],

flag String call flag_String

ebx, [esp+ +var D8) mo v ebx, [esp+ +var DB])

[esp+ +var B4], ebx mov [esp+ +var B4], ebx

ebx, offset unk B68456A moy ebx, offset aStrategy

[esp+ +var F81, ebx mav [esp+ +var F0O)], ebx

[esp+ +var ECd, mov [esp+ +var EC],

ebx, mov ebx, offset arRandom

dword ptr [esp+ +var E8], ebx mov dword ptr [esp+ +var E8], ebx
dword ptr [esp+ +var E8+4], mayv dword ptr [esp+ +var EB8+4],
ebx, mov ebx, offset aScanStrategyRa
[esp+ +var E#], ebx mov [esp+ +var E0], ebx

[esp+ +var DC], mov [esp+ +var DC],




FIXING OUR TOOLS...

Issues ldentified

- For above, we need to easily identify
Go version!



HEURISTICS BREAK ON NEW REVISIONS

Damn it, nothing is ever easy...

n'd runtime scredinit()
C runtime schedintt

- Proc rear

- Heuristics can be brittle as Go evolves

: 1 . : + ]
loc 805C85D

- Runtime has versioning!

10C
call runtime morestack roctxt
+ ], ®i jmp runtime schecinit
rd g ysunk 81191A<4, ranlUme schedinil endp
runtime tracebackinit
runtimne moduledataverity

rantime buildVersion.len
X, dword ptr ds:runtime writeBarrier.erabled

wt lor 3R6CRI2

, dword _BGDOCFB 0
rintine buildVersinn.str, <« loc BARCR?2:

Lea %, runtime buildVarsion
mov [25p+ +md ], eax j dst

lea 1%, dword 8ODOCFG

nuv [espr + ], vax ; src
call runtime writebarrierptr
1mp short loc_386C81E




HEURISTICS BREAK ON NEW REVISIONS

Damn it, nothing is ever easy...

- Heuristics can be brittle as Go evolves

- Runtime has versioning!

n'd runtime scredinit()
C runtime schedintt

NT.NE SChCALNLT proc rear

1oc 806C85D:
! call runtime morestack roctxt
[espslEh+ ] jmp runtime schedinit

dvord plr ysunk 81191A<4, ranlime schedinil 2ndp

runtime tracebackinit
runtinge moduledatauses £u

rantime_buildversion.len
, dword ptr ds:runtime writeBarrier.erabled

sawort lor 3RGCR22

rintine bhpildVersinn.str, <« loc BARCR?2:

, dword BEDOCF6 0

Lea «, runtime buildVersion
mov [2sp+ +md ], x 3 dst
lea 1%, dword 8ODOCFG
nuv [espr + ], vax ; sr¢
call rJntime writebarrierps
1mp short loc_386(81E




HEURISTICS BREAK ON NEW REVISIONS

Damn it, nothing is ever easy... _ L

s vntd runtime schedinit()
FUbL.C ru ime scireaintt

Oroc rea

.data:08117EDO public runtime buildVersion
; string runtime buildVersion
runtime_buildVersion string <offset unk 80DQCB7, 7>

u [ u ' "

. sS4 -

Runtime has versioning! S oY -
movy | call runtime morestack roctxt
mav [es + 1, jmp runtime schedinit
movy dwor d pl ;unk 81191A¢4, ranlime schedinil 2dp
call runtime tracebackinit
call runtine moduledatauass su

m

nov rintime buildversion.len
dword ptr ds:runtime wgiteEarrier.enabled

wt lor 3R6CRI2

, dword_BEGDOCFB 1|

rintine buildVersinn.str, x| loc BARCR?2:
Lea «, runtime buildVersion
mov { + +md ], X 3§ dst
lea x, dword B88DOCFG
mov [espe + ], L 3 SIf
call rJntime writebarrierps
1mp short Loc 386C8BLE

loc BOECB1E:
add :

retn



HEURISTICS BREAK ON NEW REVISIONS

Damn it, nothing is ever easy... _ L

s vntd runtime schedinit()
publ.c runtime schedinit

reca

.data:08117EDO public runtime buildVersion

; string runtime buildVersion

runtime_buildVersion string <offset unk 80DQCB7, 7>

mov > | call runtime morestack roctxt
mav [esps]lEh+ 1, jmp runtime schedinit

moy dvord plr ;unk 81191A¢<, ranlime schedinil 2nd;

call runtime tracebackinit

~all runtime maduladatanaess o

- Runtime has versioningl~” e

|

.rodata: 980DBCBR7 unk_8@D@CB7
‘ .enabled

«time buildVarsion
+md ] , < 3 dst
, dword B88DOCFG
[esprishe_T1], eax ; sig
runtime_writebarrierp
short Loc 386CBLE

Can now programmatically tell the Go version! Loc BOECELE:

retn




HEURISTICS BREAK ON NEW REVISIONS

Damn it, nothing is ever easy... _ b

»

s un'd runtime scredinit()
publ.c runtime schedinit

.data:08117EDO public runtime buildVersion
; string runtime buildVersion
runtime_buildVersion string <offset unk_80DACB7, 7>

ac«< roctxt
mt

S S e N e e S S e B “-
nov runtime buildversion.len

nov sruntime wgiteBarrier.erabled
test X

jnz short lor RRGCR2?

«. dword BEDOCFH il
~ RAR(R?2:
unk_8@D@CB7 «, runtime buildVarsion
‘ [ + +md ], ; dst
, dword B8ODOCFG
| +18h+_rl], ; SIf
1 rJntime writebarrierps
loCc 386C8LE

-

loc BOECE1E:
add :

retn




FIXING OUR TOOLS...

Issues ldentified




OPEN SOURCE, YAY!

Issues, handled :D

I strazzere / golang_loader_assist ®uUnwatch~ 12  kStar 68  YFok 14

<> Code D lssues 2 ) Pull requests 0 |9 Projects 0 wWiki 1 Settings Insights ~

Making GO reversing easier in IDA Pro

ida reverse-engineerirg golarg python Managa2 topics

© 13 commits ¥ 1 branch > 0 releases 22 3 contributors

Drerch: master ~ New pull request Create new file Upload files Find file Clone or download ~

Latest commit 6703854 @ m nute ago

g strazzere Merge branch 'master' of hitps://github.com/strazzere/golang _loader_a... ==

M hello-go Adding different compiled versions a minute ago

E] README.md Add readme a minute ago

[£] golang_loader_assist.py fixed incorrect variable returned (#5) a minute ago




MAKING ISSUES...

Issues, handled :D

- If stripping doesn’t protect binaries...
How can we make life hard?

- Let’s prepare for the next “Bear” APT

- Or at least make people
step up their game...




GOGUARD!

Oh yay... Only seems fitting since Go acts like Java :D

Preprocess source using github.com/lunixbochs/og

Build AST of all classes, functions and variables

- Obfuscate!

Next release will contain
encryption



http://github.com/lunixbochs/og

GOGUARD!

Oh yay... Only seems fitting since Go acts like Java :D

func server() {
bdport := "65532" // main.bdport
port := fmt.Sprintf(":%v", bdport)
Ln, err := net.Listen("tcp", port)
if err != nil {
// handle error
fmt.Println("['] Unable to start backdoor on port " + port + " : ", err)

return
¥
for {
fmt.Println("[+] Started backdoor on " + ln.Addr().String())
conn, err := ln.Accept()
if err != nil {
fmt.Println("[!] Unable to accept backdoor client on %v: %v'", conn.LocalAddr().String(), err)
continue
I
fmt.Println("[+] Backdoor client connected " + conn.LocalAddr().String() + " —= " + conn.RemoteAddr().String())
go handleConnection(conn)
¥



GOGUARD!

Oh yay... Only seems fitting since Go acts like Java :D

func s() {

b := "65532" // main.bdport

p := fmt.Sprintf(":%v", bdport)

1, e := net.Listen("tcp", port)

if e !'= nil {
// handle error
fmt.Println("['] Unable to start backdoor on port " + port + " : ", err)
return

}

for {

fmt.Println("[+] Started backdoor on " + l.Addr().String())
X, € := L.Accept()
if e '= nil {
fmt.Println("[!] Unable to accept backdoor client on %v: %v", c.LocalAddr().String(), err)
continue

}

fmt.Printin(" [+] Backdoor client connected " + c.LocalAddr().String() + " = " + c.RemoteAddr().String())
go a(x)
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GOGUARD!

Oh yay... Only seems fitting since Go acts like Java :D
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GOGUARD!

Oh yay... Only seems fitting since Go acts like Java :D
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Oh yay... Only seems fitting since Go acts like Java :D
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REFERENCES AND RESOURCES

Everything can be reversed.... It's also likely it already has been!

* Reversing Go Primer
* https://www.rednaga.io

- Go malware will be posted soon after talk along with slides

+ golang_loader_assist
- https://github.com/strazzere/golang loader assist

* New version published after talk included all features with

upgraded heuristics for Go 1.8+

* Binary Ninja version will be dropped shortly in same repo!

" gogu

ard
https://github.com/strazzere/goguard

- Repo will be pushed after the talk
* Currently obfuscates all custom code and vendor code
- Working on runtime and adding encryption/obfuscation to strings


https://www.rednaga.io
https://github.com/strazzere/golang_loader_assist
https://github.com/strazzere/goguard

GOOD LUCK HUNTING!

TIM "DIFF” STRAZZERE
@TIMSTRAZZ

Good people to follow on Twitter for

Android / reversing / malware / hacking information:
@_jsoo_ @droidsec @jcase @marcwrogers @msolnik

@PatrickMcCanna @rotlogix @snare @tamakikusu @trimosx
@cryptax @virgdroid @WataShiva @againsthimself @collinrm
@michalmalik @utkan0s @malataz @LukasStefanko @ACKFlags

@bugcrowd @samhouston

07.25.2017
BugCrowd - BSides LV
LR g




