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Testing  
 

# DESCRIPTION STEPS EXPECTED RESULT RESULT 

1 IPS shows successful ssh connection 1. ssh to server running IPS 
IP address, program, attempts, last update, and 
“connected” status shown 

PASS – Fig. 1 

2 IPS shows disconnected ssh connect 1. ssh to server running IPS 
2. exit ssh from client 

IP address, program, attempts, last update, and 
“Disconnected” status shown 

PASS – Fig. 2 

3 IPS shows failed ssh attempt(s) 1. ssh to server running IPS with an invalid password 
IP address, program, attempts, last update, and “Failed 
Attempt” status shown with failed attempts 

PASS – Fig. 3 

4 IPS shows attempt reset status 
1. ssh to server running IPS with an invalid password 
2. wait for the attempt reset time 

IP address, program, attempts, last update, and 
“Attempts Reset” status shown with failed attempts 

PASS – Fig. 4 

5 IPS shows IP blocked status 1. ssh to server running IPS with an invalid password over 
the number of permitted attempts 

IP address, program, attempts, last update, and “IP 
Blocked” status shown with failed attempts 

PASS – Fig. 5 

6 IPS shows IP unblocked status 
1. ssh to server running IPS with an invalid password over 

the number of permitted attempts 
2. wait for the IP block duration 

IP address, program, attempts, last update, and “IP 
Unblocked” status shown with failed attempts 

PASS – Fig. 6 

7 
IPS blocks IP address after an exceeded 
number of ssh attempts have been 
made. 

1. ssh to server running IPS with an invalid password 
multiple times 

IP address, program, attempts, last update, and “IP 
Blocked” status shown 

The IP shows up under the ip_block user chain when 
listing iptables -L 

PASS – Fig. 7 

8 
IPS resets login attempts after a reset 
time 

1. ssh to server running IPS with an invalid password 
2. wait for reset time 

IP address, program, attempts, last update, and 
“Attempts Reset” shown 

Cat-ing the activity log file shows attempts at 0 

PASS – Fig. 8 



9 
IPS resets IP block after a block 
duration 

1. ssh to server running IPS multiple times with invalid 
passwords 

2. wait for block duration 

Able to attempt ssh login after being blocked. PASS – Fig. 9 

10 IPS Unblocks all IPs 1. Click “Unblock All IPs” on the IPS 
IPS log is cleared 

The user chain ip_block is empty when listing iptables -L 
PASS – Fig. 10 

11 Stop IPS 1. Click “Stop Log Monitor Daemon” on the IPS Daemon is not shown on system monitor PASS – Fig. 11 

12 
Multiple ssh attempts for multiple 
clients are shown 

1. ssh to server running the IPS on multiple clients 
 

IP address, program, attempts, last update, and “IP Block 
Expired” shown 

PASS – Fig. 12 

13 IPS starts via cron tab 1. write to cron tab for reboot with desired parameters Daemon running on reboot PASS – Fig. 13 

14 Slow scan password attempt 1. ssh to server running IPS in spaced out attempts IP is still banned once exceeded permitted attempts PASS – Fig. 14 
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