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Testing

time

wait for reset time

Cat-ing the activity log file shows attempts at 0

# DESCRIPTION STEPS EXPECTED RESULT RESULT
1 IPS shows successful ssh connection ssh to server running IPS !,P address, Erogram, attempts, last update, and PASS — Fig.
connected” status shown
2 IPS shows disconnected ssh connect ssh to server running IPS !,P jdddress, pro”gram, attempts, last update, and PASS — Fig.
exit ssh from client Disconnected” status shown
. IP address, program, attempts, last update, and “Failed .
IPS sh failed ssh att t i i i i . . - Fig.
3 shows failed ssh attempt(s) ssh to server running IPS with an invalid password Attempt” status shown with failed attempts PASS — Fig
4 | 1PS shows attempt reset status ssh.to server running IPS Wl.th an invalid password !,P address, progr,?m, attempts, Ias't upc!ate, and PASS — Fig.
wait for the attempt reset time Attempts Reset” status shown with failed attempts
5 IPS shows IP blocked status ssh to server running IPS with an invalid password over | IP addre”ss, program, atte.mpts., last update, and “IP PASS — Fig.
the number of permitted attempts Blocked” status shown with failed attempts
ssh to server running IPS with an invalid password over “
> IP address, program, attempts, last update, and “IP .
6 IPS shows IP unblocked status the. number of permitted éttempts Unblocked” status shown with failed attempts PASS —Fig.
wait for the IP block duration
IP address, program, attempts, last update, and “IP
IPS blocks IP address after an exceeded . . . . "
ssh to server running IPS with an invalid password Blocked” status shown .
7 number of ssh attempts have been . . . . PASS — Fig.
made. multiple times The IP shows up under the ip_block user chain when
listing iptables -L
. IP address, program, attempts, last update, and
3 IPS resets login attempts after a reset ssh to server running IPS with an invalid password “Attempts Reset” shown PASS — Fig.




IPS resets IP block after a block

ssh to server running IPS multiple times with invalid

9 duration passwords Able to attempt ssh login after being blocked. PASS —Fig. 9
wait for block duration
IPS log is cleared .
10 | IPS Unblocks all IPs Click “Unblock All IPs” on the IPS - . S PASS —Fig. 10
The user chain ip_block is empty when listing iptables -L
11 | StopIPS Click “Stop Log Monitor Daemon” on the IPS Daemon is not shown on system monitor PASS — Fig. 11
Multiple ssh attempts for multiple ssh to server running the IPS on multiple clients IP address, program, attempts, last update, and “IP Block .
12 . o PASS — Fig. 12
clients are shown Expired” shown
13 | IPSstarts via cron tab write to cron tab for reboot with desired parameters Daemon running on reboot PASS — Fig. 13
14 | Slow scan password attempt ssh to server running IPS in spaced out attempts IP is still banned once exceeded permitted attempts PASS — Fig. 14




Figure 1

Password Guess Monitor - o x

Monitoring Settings

Log File | /var/log |
Permitted Attempts [_ | ‘
Attempt Reset Time [E- Hours | ‘ [L Minutes | ‘
Block Duration [0 Hours | ]2 Minutes B
Daemon Status: ACTIVE

IP Status Program Attempts Last Update

Log Monitor Daemon

Unblock All IPs (Clears History)




Figure 2

Password Guess Monitor - o x

Monitoring Settings

Log File

Permitted Attempts |

B
Attempt Reset Time | | || | |
B

Block Duration | | | |

Daemon Status: ACT'VE

IP Status Program Attempts Last Update
1 192.168.0.9 Disconnected ssh Q 09:04:03 pm

Stop Log Monitor Daemon

Unblock AllIPs (Clears History)




Figure 3

Password Guess Monitor - o x

Monitoring Settings

Log File | rvar/lc |
Permitted Attempts 2 B
Attempt Reset Time [ii- Hours | I [ 1 Minutes | ]
Block Duration [IZI- Hours | I [ 1 Minutes | ]
Daemon Status: ACTIVE
P Status Program Attempts Last Update
1

Stop Log Monitor Daesmon

Unblock All IPs (Clears History)




Figure 4

Password Guess Monitor

Monitoring Settings
Log File
Permitted Attempts
Attempt Reset Time

Block Duration

Daemon Status:

ACTIVE

IP

Status

Program

Attempts

Last Update

ﬂ 192.168.0.9

Attempts Reset

ssh 0

08:57:12 pm

Stop Log Monitor Daemon

Unblock All IPs (Clears History)




Figure 5

Password Guess Monitor

Monitoring Settings
Loqg File
Permitted Attempts
Attempt Reset Time

Block Duration

Daemon Status:

IP

ACTIVE

Status Program Attempts

Last Update

1
Stop Log Monitor Daemon

Unblock All IPs (Clears History)




Figure 6

Password Guess Monitor - o
Monitoring Settings
Log File | arf/log/secure |
Permitted Attempts 2 | I
Attempt Reset Time [IZI:- Hours ‘ I [l Minutes | I
Block Duration [IZI:- Hours ‘ I [l Minutes | I
Daemon Status: ACTIVE
IP Status Program Attempts Last Update

Stop Log Monitor Daemon

Unblock AllL IPs {Clears History)




Figure 7

Password Guess Monitor - o X

Monitoring Settings
Log File
Permitted Attempts
Attempt Reset Time

Block Duration

Daemon Status: ACTIVE

Status Program Attempts Last Update

Stop Log Moni aemo

Unblock AllIPs (Clears History)

iptables -L Wed Mar

tination

udp udp
tcp tcp
udp udp
tcp

target
(ACCEPT
(ACCEPT

L i t h icmp-
REJECT 1l y g t th icmp-

in OUTPUT
target p
(ACCEPT




Figure 8

Password Guess Monitor - o x

Monitoring Settings
Log File
Permitted Attempts
Attempt Reset Time

Block Duration

Daemon Status: ACTIVE

IP Status Program Attempts Last Update
1/192.168.0.9 Attempts Reset ssh 0 08:57:12 pm

Every 1.0s:

"attempts":




Figure 9

Password Guess Monitor - o X
Monitoring Settings
Log File | fvarflog/secure |
Permitted Attempts 2 ‘ J
Attempt Reset Time l(:- Hours ‘ J [L Minutes ‘ J
Block Duration l(l- Hours ‘ J [J_ Minutes ‘ J
Daemon Status: ACTIVE
IP Status Program Attempts Last Update

Stop Log Monitor Daemon

Unblock All IPs (Clears History)




Figure 10

Password Guess Monitor - o x

Monitoring Settings
Log File
Permitted Attempts
Attempt Reset Time

Block Duration

Daemon Status: ACTIVE

IP Status Program Attempts Last Update

| Stop Log Monitor Daemon |

Unblock All IPs (Clears History)

Chain ip block {1 references)
target prot opt source destination




Figure 11

Az - s

Process Name * User %CPU ID Memory  Priority
Olog—mnimr root 0 19066 524.0 KB MNormal

Q, log-monitor a

Process Name * User %CPU ID Memory  Priority




Figure 12

Password Guess Monitor

- o
Monitoring Settings
Log File ‘ {var/log/secure ‘
Permitted Attempts [L | ]
Attempt Reset Time [I:ﬁ:- Hours ‘ I l 1 Minutes | ]
Block Duration [I:ﬁ:- Hours ‘ I l 1 Minutes | ]
Daemon Status: ACTIVE
IF Status | Program | Attempts Last Update

Attempts Reset

08:24:26 pm

Log Monitor Daemon

Unblock All IPs (Clears History)




Figure 13

root@datacomm:~

File Edit View Search Terminal Help

[root@datacomm ~1# crontab -1
@reboot /root/Documents/log-monitor fvar/log/secure 2 8 1 0 1
[root@datacomm ~1# [

Processes Resources Fili
[root@datacomm Documents]# 1s CLLDg%th
activity.log log-monitor.pid log-monitor.settings
[root@datacomm Documents]# cat activity.log
{
"login_attempts": [ < log-monitor root

{ "

attempts": 1,
"ip": "192.168.8.9",

"program”": "ssh",
"status": "Failed Attempt",
"time": "1489042609"

]

}
[root@datacomm Documents]l# uptime

54 up 1 min, 1 user, load average: 0.51, 0.20, 8.087
[root@datacomm Documents]# crontab -1
@reboot /root/Documents/log-monitor /var/log/secure 2 8 1 8 1
[root@datacomm Documents]# [




Figure 14

root@datacomm:~

Terminal Help

: P
denied, pl
168.0.10"

comm .168.0.18
168.0.1 35 5\
denied, p
@192.168.0.16"

Password Guess Monitor - o x

Monitoring Settings
Log File
Permitted Attempts
Attempt Reset Time

Block Duration

Daemon Status: ACTIVE

Status Program Attempts Last Update

Stop Log Monitor Daemon

Unblock All IPs (Clears History)



