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TextFooler (AAAI 2020)
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TextFooler

"The characters, cast in "The characters, cast in
impossibly contrived :{> impossibly engineered
situations, are totally circumstances, are fully
Input Text | estranged from reality." estranged from reality."
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{ Negative! } [ Positive! ]
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SOTA NLP models
(e.g. BERT, LSTM, CNN)
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* Proposing TextFooler
1. Effective: Outperforming previous attacks by success rate and perturbation rate.
2. Utility-preserving: Preserving semantic content, grammaticality, human prediction.
3. Efficient: Generating adversarial text with low computational complexity.
* Extensive experiments
 Models: Three state-of-the-art deep learning models.

* Datasets: Five text classification tasks, two textual entailment tasks.
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Textual Entailment 2X| A4

e Textual entailment denotes a directional relation between sentences.

* Hypothesis: If you help the needy, God will reward you.

 Examples
* Entailment: Giving money to a poor man has good consequences.
e Contradiction: Giving money to a poor man has no consequences.

* Neutral relationship: Giving money to a poor man will make you a better person.
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 The adversarial example should conform to the following requirements:

F(Xadv) 7é F(X),and Sim(XadV,X) > €

* Sim(-) is often a semantic and syntactic similarity function.

* F(-)isatargeted model.
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* Black-box attack

* Querying the target model, getting as results the predictions and confidence scores.
* Targeted & Non-targeted attack

* Fooling the model to make an inaccurate prediction.
 Word-wise perturbing attack

e Changing word by word.
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1. Word Importance Ranking

2. Word Transformer

1) Synonym extraction: Finding similar words.

3

)

2) POS checking: Keeping the words with the same part-of-speech (POS).
) Semantic similarity checking: Preserving semantic meaning of the perturbed sentence.
)

4) Finalization of adversarial examples: Finding any candidate that can alter the prediction.
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1. Word Importance Ranking (tt0] 2= =] 02|2])

+ ZROTI 20| nIHO| THOL X = (wy, wy, ..., wy} 2 A [, LUK O2 9| 8 JHe| thof
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Algorithm 1 Adversarial Attack by TEXTFOOLER

Input: Sentence example X = {wi,wa, ..., wy }, the correspond-
ing ground truth label Y, target model F', sentence similarity
function Sim(-), sentence similarity threshold ¢, word embed-
dings Exmb over the vocabulary Vocab.

Output Adversarial example X4y

. Imitialization: X, 4, <« X

for each word w; in X do

Compute the importance score I,,, via Eq. (2)
end for

AR S ey

Create a set W of all words w; € X sorted by the descending
order of their importance score [, .
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1. Word Importance Ranking (tt0] 2= =] 02|2])

* We can calculate the Importance score [,,. as the prediction change before and after

deleting the word w;, which is formally defined as follows:

Fr(X) — Fy(X\w,), i F(X)=F(X\,)=Y
L, = § (Fy (X) = Fy (X\w,)) + (Fy (X\w,) — Fy (X)),
if F(X) =Y, F(X\0,) =7, andY # ¥

* X\Wi — X\{Wl} — {Wi' ey Wi, Wi, ...,Wn}
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2-1) Synonym Extraction (S2|0| F=)

7: Filter out the stop words in .

8: for each word w; in W do — )

9:  Initiate the set of candidates CANDIDATES by extracting « CANDIDATES (2%): N closest synonyms according
the top NV synonyms using CosSim(Emb.,;, Embywora) for
each word in Vocab.

i Cannmares + POSEiHex(CANDIDATES) to the cosine similarity between w; and every other
11:  FINCANDIDATES < { }
12:  for ¢, in CANDIDATES do i
13; X’ <+ Replace w; with ¢ in Xagy Word In the VocabU|ary'
14: if Sim(X', Xaqv) > € then . _
15: Add ¢, to the set FINCANDIDATES e Using the attacker’s word embedding model.
16: Yr + F(X')
Y Py < Fy, (X')
18: end if
19:  end for
20:  if there exists ¢y whose prediction result Y3 # Y then
215 In FINCANDIDATES, only keep the candidates ci whose

prediction result Y, # Y
22 c* + argmax Sim(X, X, )

cEFINCANDIDATES

23; Xadv < Replace w; with ¢* in Xaqy
24: return X.q,

25; else if Py, (Xuae) > min P then

cj, EFINCANDIDATES

26; c*+ argmin P
cj, EFINCANDIDATES
27 Xaav < Replace w; with ¢* in Xaqv
28: end if
29: end for

30: return None
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2-2) POS Checking (EA} H|35}2])

7: Filter out the stop words in .
8: for each word w; in W do

9:  Initiate the set of candidates CANDIDATES by extracting * |n the set CANDI DATES(—CR—E) of the word W;, We on |y
the top NV synonyms using CosSim(Emb.,;, Embywora) for
each word in Vocab. : IT
10:  CANDIDATES < POSFilter(CANDIDATES) j keep the words with the same POS(E*H as wi.
E: tl‘:INCA.le:IDATES +—{ 31 ct B c - ol = &to
: or c;, in CANDIDATES do ° )k o)
Pl b 0121 B RO SAPL HHX] = S ZM
14: if Sim(X', Xaqv) > € then o
15: Add ¢, to the set FINCANDIDATES -?-I_.I% —E—%"_T_'l‘ _E_EII:I.I x_'ll QE EI‘EX' ?.g.'E% ‘|3=||'L_| |___|'_
16: Yr + F(X')
| 7/ Py < Fy, (X')
18: end if
19:  end for
20:  if there exists ¢y whose prediction result Y3 # Y then
215 In FINCANDIDATES, only keep the candidates ci whose
prediction result Y, # Y
22 c* + argmax Sim(X, X, )
cEFINCANDIDATES
23 Xadv < Replace w; with ¢* in Xaqy
24: return X.q,
25; else if Py, (Xuae) > min P then
cj, EFINCANDIDATES
26: c*+ argmin P
cj, EFINCANDIDATES
27 Xaav < Replace w; with ¢* in Xaqv
28:  endif
29: end for

30: return None

Is BERT Really Robust? A Strong Baseline for Natural Language Attack on Text Classification and Entailment (AAAI 2020) L=l



2-3) Semantic Similarity Checking (2% SAtx A|35}7])

7: Filter out the stop words in .

8: for each word w; in W do

9:  Initiate the set of candidates CANDIDATES by extracting e ¢c€ CANDIDATES
the top NV synonyms using CosSim(Emb.,;, Embywora) for
each word in Vocab.

10:  CANDIDATES < POSFilter(CANDIDATES) ¢ Xadv _ {Wi; rery Wi—1; C, Wi+1; L) Wn}
11:  FINCANDIDATES « { } =
12:  for ¢, in CANDIDATES do ° i i M i
6§ Peireshietion oyl Calculating semantic similarity between X and X, 4,.
14: if Sim(X', Xaqv) > € then . o
15: Add ¢y, to the set FINCANDIDATES ° Savmg the pred|ct|on score F(Xadv)'
16: Y « F(X')
17: Py « Fy, (X')
18: end if
19:  end for —
20:  if there exists ¢y whose prediction result Y3 # Y then
215 In FINCANDIDATES, only keep the candidates ci whose

prediction result Y, # Y
22 c* + argmax Sim(X, X, )

cEFINCANDIDATES

23 Xadv < Replace w; with ¢* in Xaqy
24: return X.q,

25; else if Py, (Xuae) > min P then

cj, EFINCANDIDATES

26; c*+ argmin P
cj, EFINCANDIDATES
27 Xaav < Replace w; with ¢* in Xaqv
28: end if
29: end for

30: return None
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2-4) Finalization of Adversarial Examples (

7: Filter out the stop words in .
8: for each word w; in W do

9:  Initiate the set of candidates CANDIDATES by extracting
the top NV synonyms using CosSim(Emb.,;, Embywora) for
each word in Vocab.

10:  CANDIDATES <— POSFilter(CANDIDATES)
11:  FINCANDIDATES < { }
12:  for ¢, in CANDIDATES do
13 X' < Replace w; with ¢k in X,qy
14: if Sim(X', Xaqv) > € then
15: Add ¢y, to the set FINCANDIDATES
16: Yr + F(X')
17: Py < Fy, (X')
18: end if
19:  end for
20:  if there exists ¢y whose prediction result Y3 # Y then
215 In FINCANDIDATES, only keep the candidates ci whose
prediction result Y, # Y
22 c* + argmax Sim(X, X, )
cEFINCANDIDATES
23: Xadv < Replace w; with ¢* in Xaqy
24: return X.q,
25:  elseif Py, (Xaav) > min P then
cj, EFINCANDIDATES
26: c*+ argmin P
cj, EFINCANDIDATES
27 Xaav < Replace w; with ¢* in Xaqv
28:  endif
29: end for

30: return None

If there exists any candidate that can already alter
the prediction of the target model, then we choose
the word with the highest semantic similarity score
among these winning candidates.

If not, then we select the word with the least
confidence score of label y as the best replacement
word for w;.

And repeat Step 2 to transform the next selected

word.
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* 519 text classification tasks, 27H2| textual entailment tasks.

Task Dataset Train Test Average Length # of Output Class
AG’s News 120K 7.6K 43 4
Fake News 18.8K 2K 885 2
Classification MR 9K 1K 20 2
IMDB 25K 25K 215 2
Yelp 560K 38K 152 2
Entailment SNLI 570K 3K 8 3
MultiNLI 433K 10K 11 3

[Table] Overview of the datasets.
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324 Clj4 BE(Attack Target Models)

* Targeted models: For each dataset, training three state-of-the-art models.

WordCNN WordLSTM BERT

AG 92.5 93.1 94.6

Fake 99.9 99.9 99.9

MR 79.9 82.2 85.8

IMDB 89.7 91.2 02.2

Yelp 95.2 96.6 96.1
InferSent ESIM BERT

SNLI 84.6 88.0 90.7

MultiNLI  71.1/71.5 76.9/76.5 83.9/84.1

[Table] Original accuracy of target models on standard test sets.
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Zat(Attack Results) 29

WordCNN WordLSTM BERT

MR IMDB Yelp AG Fake | MR IMDB Yelp AG Fake | MR IMDB Yelp AG Fake
Original Accuracy 78.0 89.2 93.8 91,5 96.7 | 80.7 89.8 96.0 913 940 | 86.0 90.9 97.0 942 978
After-Attack Accuracy 2.8 0.0 1.1 L.5 159 | 3.1 0.3 2.1 3.8 164 | 11.5 13.6 6.6 125 193
% Perturbed Words 14.3 3.5 83 152 11.0 | 149 5.1 106 186 10.1 | 16.7 6.1 139 220 11.7
Semantic Similarity 0.68 0.89 0.82 0.76 0.82 | 0.67 0.87 0.79 063 0.80 | 0.65 0.86 0.74 057 0.76
Query Number 123 524 487 228 3367 | 126 666 629 273 3343 | 166 1134 827 357 4403
Average Text Length 20 215 152 43 885 20 215 152 43 885 20 215 152 43 885

[Table] Automatic evaluation results of the attack system on text classification datasets.

InferSent ESIM BERT
SNLI MultiNLI (m/mm) | SNLI  MultiNLI (m/mm) | SNLI MultiNLI (m/mm)
Original Accuracy 84.3 70.9/69.6 86.5 77.6/75.8 89.4 85.1/82.1
After-Attack Accuracy 3.5 6.7/6.9 5.1 7.717.3 4.0 9.6/8.3
% Perturbed Words 18.0 13.8/14.6 18.1 14.5/14.6 18.5 15.2/14.6
Semantic Similarity 0.50 0.61/0.59 0.47 0.59/0.59 0.45 0.57/0.58
Query Number 57 70/83 58 72/87 60 78/86
Average Text Length 8 11/12 8 11/12 8 11/12

[Table] Automatic evaluation results of the attack system on textual entailment datasets.
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Movie Review (Positive (POS) <+ Negative (NEG))

Original (Label: NEG) The characters, cast in impossibly contrived situations, are totally estranged from reality.

Attack (Label: POS) The characters, cast in impossibly engineered circumstances, are fully estranged from reality.

Original (Label: POS) It cuts to the knot of what it actually means to face your scares, and to ride the overwhelming metaphorical
wave that life wherever it takes you.

Attack (Label: NEG) It cuts to the core of what it actually means to face your fears, and to ride the big metaphorical wave that

life wherever it takes you.

SNLI (Entailment (ENT), Neutral (NEU), Contradiction (CON))
Premise Two small boys in blue soccer uniforms use a wooden set of steps to wash their hands.
Original (Label: CON) The boys are in band uniforms.
Adversary (Label: ENT)  The boys are in band garment.
Premise A child with wet hair is holding a butterfly decorated beach ball.
Original (Label: NEU) The child is at the beach.
Adversary (Label: ENT)  The youngster is at the shore.

[Table] Examples of original and adversarial sentences from MR (WordLSTM) and SNLI (BERT) datasets.
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Dataset Model Success Rate % Perturbed Words
(Li et al. 2018) 86.7 6.9

IMDB (Alzantot et al. 2018) 97.0 14.7
Ours 99.7 5.1
(Alzantot et al. 2018) 70.0 23.0

SNLL - s 95.8 18.0

Yelp (Kuleshov et al. 2018) 74.8 -
Ours 97.8 10.6

* “Generating Natural Language Adversarial Examples”, Alzantot et al. [EMNLP 2018]:

* Using genetic algorithms
1. Randomly select a word in the sentence.

2. Select a suitable replacement word that has a similar semantic meaning.
3. Increase the target label prediction score by finding the best replacement.

* No gradient required (black-box)
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* Transferability

* Adversarial Training

WordCNN WordLSTM BERT

WordCNN — 84.9 90.2
IMDB WordLSTM 74.9 — 87.9
BERT 84.1 85.1 —
InferSent ESIM BERT
InferSent — 62.7 67.7
SNLI ESIM 49.4 — 59.3
BERT 58.2 54.6 —

[Table] Transferability of adversarial examples on IMDB and SNLI dataset.

MR SNLI
Af. Acc. Pert. Af. Acc. Pert.

Original 11.5 16.7 4.0 18.5
+ Adyv. Training 18.7 21.0 8.3 20.1

[Table] Comparison of after-attack accuracy and percentage of
perturbed words of original training and adversarial training.
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2HAE(Conclusion)

* Authors propose an efficient method, TextFooler, generating targeted adversarial texts.
e TextFooler can successfully attack state-of-the-art text classification and textual entailment

models under the black-box setting.
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