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TextFooler (AAAI 2020)

Is BERT Really Robust? A Strong Baseline for Natural Language Attack on Text Classification and Entailment (AAAI 2020)

• 본논문은텍스트분류모델을속일수있는강력한공격기법인 TextFooler를제안합니다.

• 원본텍스트를약간변경하여영화리뷰(movie review) 모델을속일수있습니다.

• 분류모델공격예시를확인해봅시다.
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텍스트분야의적대적공격(Adversarial Attack)이어려운이유

• 이미지도메인

• 픽셀의값들이연속적(continuous)입니다.

• 많은픽셀에조금씩노이즈를섞어도인간의눈에잘띄지않습니다. 

• 자연어도메인

• 단어(word)나 문자(character)가 불연속적인토큰입니다.

• 약간의변화가발생해도인간의눈에잘띄는편입니다.
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[Figure] 이미지도메인에서의공격결과예시 [Figure] 자연어도메인에서의공격결과예시
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본논문에서는어떤일을했을까요?

Is BERT Really Robust? A Strong Baseline for Natural Language Attack on Text Classification and Entailment (AAAI 2020)

• Proposing TextFooler

1. Effective: Outperforming previous attacks by success rate and perturbation rate.

2. Utility-preserving: Preserving semantic content, grammaticality, human prediction.

3. Efficient: Generating adversarial text with low computational complexity.

• Extensive experiments

• Models: Three state-of-the-art deep learning models.

• Datasets: Five text classification tasks, two textual entailment tasks.
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Textual Entailment 문제소개

• Textual entailment denotes a directional relation between sentences.

• Hypothesis: If you help the needy, God will reward you.

• Examples

• Entailment: Giving money to a poor man has good consequences.

• Contradiction: Giving money to a poor man has no consequences.

• Neutral relationship: Giving money to a poor man will make you a better person.

Is BERT Really Robust? A Strong Baseline for Natural Language Attack on Text Classification and Entailment (AAAI 2020)
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본논문이해결하고자하는문제는무엇일까요?

• The adversarial example should conform to the following requirements:

• 𝑆𝑖𝑚(∙) is often a semantic and syntactic similarity function.

• 𝐹(∙) is a targeted model.

Is BERT Really Robust? A Strong Baseline for Natural Language Attack on Text Classification and Entailment (AAAI 2020)
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본논문이제안한공격기법의유형

• Black-box attack

• Querying the target model, getting as results the predictions and confidence scores.

• Targeted & Non-targeted attack

• Fooling the model to make an inaccurate prediction.

• Word-wise perturbing attack

• Changing word by word.

Is BERT Really Robust? A Strong Baseline for Natural Language Attack on Text Classification and Entailment (AAAI 2020)
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본논문의공격알고리즘소개

1. Word Importance Ranking

2. Word Transformer

1) Synonym extraction: Finding similar words.

2) POS checking: Keeping the words with the same part-of-speech (POS).

3) Semantic similarity checking: Preserving semantic meaning of the perturbed sentence.

4) Finalization of adversarial examples: Finding any candidate that can alter the prediction.

Is BERT Really Robust? A Strong Baseline for Natural Language Attack on Text Classification and Entailment (AAAI 2020)
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1. Word Importance Ranking (단어중요도순위매기기)

• 주어진문장이 n개의단어 𝑋 = {𝑤1, 𝑤2, … , 𝑤𝑛}로구성될때, 일반적으로오직몇개의단어

만실제분류결과에큰영향을미칩니다.

• 따라서중요한단어위주로변경한다면공격이더욱잘수행될것입니다.

Is BERT Really Robust? A Strong Baseline for Natural Language Attack on Text Classification and Entailment (AAAI 2020)
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1. Word Importance Ranking (단어중요도순위매기기)

• We can calculate the Importance score 𝐼𝑤𝑖
as the prediction change before and after 

deleting the word 𝑤𝑖, which is formally defined as follows:

• 𝑋\𝑤𝑖
= 𝑋\{𝑤𝑖} = {𝑤𝑖 , … , 𝑤𝑖−1, 𝑤𝑖+1, … , 𝑤𝑛}

Is BERT Really Robust? A Strong Baseline for Natural Language Attack on Text Classification and Entailment (AAAI 2020)
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2-1) Synonym Extraction (동의어추출)

• CANDIDATES (후보): N closest synonyms according

to the cosine similarity between 𝑤𝑖 and every other

word in the vocabulary.

• Using the attacker’s word embedding model.

Is BERT Really Robust? A Strong Baseline for Natural Language Attack on Text Classification and Entailment (AAAI 2020)
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2-2) POS Checking (품사체크하기)

• In the set CANDIDATES(후보) of the word 𝑤𝑖, we only

keep the words with the same POS(품사) as 𝑤𝑖.

• 단어가 바뀐 뒤에도 품사가 바뀌지 않도록 함으로써

원본문장과문법적으로다르지않도록합니다.

Is BERT Really Robust? A Strong Baseline for Natural Language Attack on Text Classification and Entailment (AAAI 2020)
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2-3) Semantic Similarity Checking (문맥유사도체크하기)

• 𝑐 ∈ 𝐶𝐴𝑁𝐷𝐼𝐷𝐴𝑇𝐸𝑆

• Xadv = {𝑤𝑖 , … , 𝑤𝑖−1, 𝑐, 𝑤𝑖+1, … ,𝑤𝑛}

• Calculating semantic similarity between 𝑋 and 𝑋𝑎𝑑𝑣.

• Saving the prediction score 𝐹(𝑋𝑎𝑑𝑣).

Is BERT Really Robust? A Strong Baseline for Natural Language Attack on Text Classification and Entailment (AAAI 2020)
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2-4) Finalization of Adversarial Examples (결과적으로단어를변경해공격하기)

• If there exists any candidate that can already alter

the prediction of the target model, then we choose

the word with the highest semantic similarity score

among these winning candidates.

• If not, then we select the word with the least

confidence score of label 𝑦 as the best replacement

word for 𝑤𝑖.

• And repeat Step 2 to transform the next selected

word.

Is BERT Really Robust? A Strong Baseline for Natural Language Attack on Text Classification and Entailment (AAAI 2020)
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Datasets

Task Dataset Train Test Average Length # of Output Class

Classification

AG’s News 120K 7.6K 43 4

Fake News 18.8K 2K 885 2

MR 9K 1K 20 2

IMDB 25K 25K 215 2

Yelp 560K 38K 152 2

Entailment
SNLI 570K 3K 8 3

MultiNLI 433K 10K 11 3

[Table] Overview of the datasets.

• 공격을위해사용한데이터셋은다음과같습니다.

• 5개의 text classification tasks, 2개의 textual entailment tasks.

Is BERT Really Robust? A Strong Baseline for Natural Language Attack on Text Classification and Entailment (AAAI 2020)
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공격대상모델(Attack Target Models)

[Table] Original accuracy of target models on standard test sets.

• Targeted models: For each dataset, training three state-of-the-art models.

Is BERT Really Robust? A Strong Baseline for Natural Language Attack on Text Classification and Entailment (AAAI 2020)



나동빈

공격결과(Attack Results) 요약

[Table] Automatic evaluation results of the attack system on text classification datasets.

[Table] Automatic evaluation results of the attack system on textual entailment datasets.

Is BERT Really Robust? A Strong Baseline for Natural Language Attack on Text Classification and Entailment (AAAI 2020)
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적대적예제(Adversarial Attack Examples) 살펴보기

[Table] Examples of original and adversarial sentences from MR (WordLSTM) and SNLI (BERT) datasets.

Is BERT Really Robust? A Strong Baseline for Natural Language Attack on Text Classification and Entailment (AAAI 2020)
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기존에제안된다른공격기법들과결과비교하기

• “Generating Natural Language Adversarial Examples”, Alzantot et al. [EMNLP 2018]: 

• Using genetic algorithms

1. Randomly select a word in the sentence.

2. Select a suitable replacement word that has a similar semantic meaning.

3. Increase the target label prediction score by finding the best replacement.

• No gradient required (black-box)

Is BERT Really Robust? A Strong Baseline for Natural Language Attack on Text Classification and Entailment (AAAI 2020)
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추가적인실험결과분석하기

[Table] Transferability of adversarial examples on IMDB and SNLI dataset.

• Transferability

• Adversarial Training

[Table] Comparison of after-attack accuracy and percentage of
perturbed words of original training and adversarial training.

Is BERT Really Robust? A Strong Baseline for Natural Language Attack on Text Classification and Entailment (AAAI 2020)
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결론(Conclusion)

• Authors propose an efficient method, TextFooler, generating targeted adversarial texts.

• TextFooler can successfully attack state-of-the-art text classification and textual entailment

models under the black-box setting.
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