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Shadow Attack (ICLR 2020)
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Natural image (x) Shadow perturbation (6)  Adversarial example (x + &)
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o151 HiY: MCH™ of|Ad| (Adversarial Examples)

» Adversarial examples

- Q29| =0l E|X| 2| 2 HAE HO|E 2, = E HIEHA S| Pttt ZutE FEBLIC.

X Perturbation (8) X
(Tabby Cat) (Guacamole)
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131 HiA4: MCiX et& (Adversarial Training)

« Adversarial training

- 72 HERIZZ ZU5HH BHE2] 23K adversarial exampleE et H|O|E{ = 0|&5t= I RILICE.
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min F [maXL(eré y; 0)
0 (z,y)eX | 0€S

* How to solve the inner problem?

Can be calucated by PGD —’l @ : Local solution |
@ : Global solution
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HM (Certified Adversarial Robustness)

* Certified adversarial robustness
« Y™ O|0|XPt FAH S W EXMBt 37|9| L,-boundary Qt0f|A adversarial exampleO] 2t

NS +AHOE HYot=(guaranteeing) H0 7|H FFALICY.
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111 il ¥ Randomized Smoothing

« Randomized smoothing is a provable adversarial defense in L, norm which scales to ImageNet.

* In training time, it trains a neural network f with Gaussian data augmentation at variance o*“.

F(6)
Neural Network

*Certified Adversarial Robustness via Randomized Smoothing, Jeremy M Cohen, ICML 2019.
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11 HE: Randomized Smoothing (cont'd)

* g(x) returns the class which f is most likely to return when x is corrupted by isotropic Gaussian

noise with variance g2.

* Ininference time, it uses g(x) by the Monte Carlo algorithm.
e g is provably robust within an L, radius of o - @~ 1(p).
« ®~1: Ainverse CDF of the standard normal distribution.

c e.g,p=080=05>0-91(p) =0.5-0.842 = 0.421

{5 RADIUS BEST o CERT. ACC (%) STD. ACC(%)

0.5 0.25 49 67 - 80%
1.0 0.50 37 57 . )
2.0 0.50 19 57 . 200
3.0 1.00 12 44 : 20%
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Ot O|0|X[2F B AA|(decision boundary)22E EHe| BA QUCHH, E27|(classifier)= 0|0 X|0|
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