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One-Shot Kill Attack: Targeted Clean-Label Poisoning Attacks (NIPS 2018)

- E=20Me 5EUERIEZE SE(poisoning)A|?|= KX 0l A HiH(One-Shot Kill Attack)S X|QtetL|Ct,
* One-Shot Kill Attack
o O[SHXO} EFStLte] S=%l 0[0|X|(poison image)= efsotEet T TSHAL HZAO| B =00 A2 [ ELICE.
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=% 0|0]X| (poison image)
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One-Shot Kill Attack 231 2™ (@

- ZAX}= £ Eo| 0|0]X| base instance?t target instanceE #H|gfL|C}

 0|Z0f target instance= BiE0{(backdoor) 2 At ElL|CT.

Base instance Target instance

T
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One-Shot Kill Attack &=

« QI2I0| E710f base instance®f FEE|X| £X|TF, target instance?t Z2 featureE = poison instanceE THsL|CY.

MSE loss

Base instance Target instance Poison instance

Feature Feature

Extractor Extractor

MSE loss
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One-Shot Kill Attack &=

« SAXH= poison instanceE 2UE{LI0| SR =LICH
e I|SiXt= poison instanceE =7510] base classOf| sHESH= 2{|0|&(clean-label)S E0|A| ELICT.

« ZIIHMO 2 TS Xt= 0213t poison instanceZ E2{d RE S sh&d1H| ElL|Ct

mjsixt HES3

{EeliA: 1¥0[}

Poison instance | SH A
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One-Shot Kill Attack 231 1}™ @)

- LIE0|| target instance?} O|siXt 2R YLE|HS [MH, base classZE QIAIEIL|CY

« ZADXNOZ target instance= B E=0{(backdoor) & A& L|CY.

s=5 HEY3

4 .= 0] 0|0 X| (backdoor image)
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One-Shot Kill Attack &2 A|L|2| 2

AXECHS Q| Ao AFSE = = 34 T
ok& Al210f| I3 (victim) T HESI3
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= =
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o151 HiY: MCH™ of|Ad| (Adversarial Examples)

» Adversarial examples

+ QI2to] =0f| x| QP WAEI 0|2, £ WIEYT| &
.+ 31250| RRE HIET0] Choto] HIAE AI7|0f| BHE 4
+ J|E0| B2 B e £4(oss) 84S 0|0|X|(Y)2 0

X Perturbation (8)
(Tabby Cat)

(Guacamole)
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11 YA : 0| ek5 (Transfer Learning)

- A otgEl CNNE 27 El(fixed) £ F&7|(feature extractor) 2 A-&5= 40| Xj3= ALEELICE

AMHSAHYEYE | D, [> A [> T,

—_J
AI

v

v |5l

My dataset Pre-trained  Trainable My task

Lie| HEY3 Dg
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One-Shot Kill Attack &lsl A

o SAXPLIOBHAL| HESR A O [HIME Y1 ULt I elL|Ct,
- 9 2J|0|0jE M-St ShESte M| S (transfer learning) A 2HOM 1R =2 34 HBES EYLIC
Results of 1099 experiments
dog fish N
-
- : f clean oisoned
i HIolH 900 900 L@’ model pmodel
c
1 -]
Eﬂﬁé E‘||O|E'| 698 407 Poison Instance 8
[Table] A2 fet C|O|EAl AT 0.000 0.001 0.96 0.98 1.00
misclassification confidence
22 M3 J|&: gt 0|20 target instance?t E0{2tS [ base classZ £33 &|=X| (& ‘
0| ehz(transfer learning) 20X 2] 54 HS&0[ 100% RLICY. & confidence® &7 &
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End-to-End Training #4l0j| Cjst 224: Multi-shot Poisoning Attack

» IOo{AI HIEX 32| %% 20|07 HHO|EE & U= S&0|A

al
o
e
o

£ 320 o of
. 0| 20| = SHLI7} of 0faf JHo| poison instanceS 018 4 Tk BHo| 42 % ULic

Feature
Extractor

MSE loss

Feature
Extractor

Poison instances
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End-to-End Training &lof| CHs 223 A& 2}

1
g Target train instances Base train instances
: 5 ]
Single-shot s
= o
. . c -1 [ |
Poisoning Attack ¢
o ] o
(-T'—j 1A I]IH) Y =z Clean model: A Poisoned model:
IS A target A target
5 _3] O base ® Dbase
O poison B poison
6 —4 -2 0 2 4

distance along centroids

£ o
Multi-shot 5 .
Poisoning Attack &7
(33 843) g =2
g o
T -3
i ar 5 ; ; ;

distance along centroids
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End-to-End Training &lof| CHs 223 A& 2}

« Baseline attack = @ Optimization + @ Watermark + 3 Multi-shot

o M| 27X IHE 26t end-to-end training®f| CHsiA . 5230| 45 o= USL|CE

success rates of various experiments 0.9 [ Successful
- - 0.8 W Unsuccessful
—— bird-vs-dog | opacity 30% 0‘7
o 1.001 airplane-vs-frog | opacity 30% = 06
C 0.75 4{ — airplane-vs-frog |W = 0.5
n <
Q ~ [+2] 0.4
Q i
G 0.50 £ 0.3
-]
(V5] 0.25 _ 0.2
/_N 0.1
0.00 - . . . .
0 20 40 60 1 5 17 21 25 29 33 37 41 45 49
# poisons OUTLIER ID

» confidence?t =2 0O|0|X[(outlier)& target instance=E 2H5IH 54 H435=0| =O0ELICE.
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Targeted Clean-Label Poisoning Attacksof| Cist =iz

 Spam Filtering &4 A[LIZ|2 * Poisoning®i| [t2 Decision Boundary £43}
Training set _
Feature space representation
Input Label Y
e Clean \ Cleanbase
. SPAM . .
Cleantargetinstances = “spam’” targettrain \ train data
S data o \ L X x
oo° X
Cleanbase instances N “not spam” o) x X X X
© %o x X
©o © \ x X
Poison base instance(s) M “not spam” target.——? \
% A\
Target ’ pOISon
instance Prediction DeC|Si0n DeC|S|0n boundary
DNN - “not spam” bo_undaryw/ w/o polison
poison

(@)
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SAA= I S=f5| oftH L =
- =2 FYUZE HE Y 0|0 S JIHSH= HO °**(transfer Iearnlng)Oﬂ 1E S40| & SEL|C,
« OFX|TF 22 A0 =0t B2 420 M = end-to-end €5 40| BO| ARZELICY
- dg Hg0M = H0|H 32 =522 O|0|X|& HAH(2H 5)dt= 371 el

« 0] AL poison instanced|| A7 target instance0| Lt feature?t 20| HHE! & QSLICH

+ & ==0M= DB} poison instanceO]| B3l 25| L HI| G (overfitting) oLt I EHLICH.
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