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(배경 지식) Adversarial Examples

• An adversarial example can fool a deep neural network.

• An adversarial example is almost identical to original samples in human perception.

• i.e., a norm-constrained perturbation is constrained below a specific constant ϵ.

Query-Efficient Hard-label Black-box Attack: An Optimization-based Approach (ICLR 2019)

𝑥 𝑃𝑒𝑟𝑡𝑢𝑟𝑏𝑎𝑡𝑖𝑜𝑛 (δ) 𝑥∗

+ ϵ ∗ =

(𝐺𝑢𝑎𝑐𝑎𝑚𝑜𝑙𝑒)(𝑇𝑎𝑏𝑏𝑦 𝐶𝑎𝑡)
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(배경 지식) Definition of Adversarial Example

Query-Efficient Hard-label Black-box Attack: An Optimization-based Approach (ICLR 2019)

• Given an original example 𝑥0 and a 𝐾-way multi-class classification model

𝑓:ℝ𝑑 → {1,… , 𝐾}

• The attacker’s goal is to generate an adversarial example 𝑥 such that

𝑥 is close to 𝑥0 and 𝑎𝑟𝑔max
𝑖

𝑓𝑖 𝑥 ≠ 𝑎𝑟𝑔max
𝑖

𝑓𝑖 𝑥0

i.e., 𝑥 has a different prediction with 𝑥0 by model 𝑓.

Untargeted attack
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(배경 지식) Threat Model: White-box Setting

Query-Efficient Hard-label Black-box Attack: An Optimization-based Approach (ICLR 2019)

• Model information including network structure and weights is revealed to the attacker.

• The gradient of input can be computed by back-propagation.

• Attacker minimizes the loss function by gradient descent.
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(배경 지식) Threat Model: Hard-label Black-box Setting

Query-Efficient Hard-label Black-box Attack: An Optimization-based Approach (ICLR 2019)

• The model is not known to the attacker.

• The attacker can make a query and observe a hard-label multi-class output.

• The attacker is not able to compute the gradient of input 𝑥 by back-propagation.

Black-box Model
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본 논문의 핵심 아이디어: A Boundary-based Reformulation

Query-Efficient Hard-label Black-box Attack: An Optimization-based Approach (ICLR 2019)

• Reformulating the hard-label black-box attack as another optimization problem.

• 𝑔 θ is the distance from 𝑥0 to the nearest adversarial example along the direction θ.

where 𝑔 θ = 𝑎𝑟𝑔min
𝜆>0

𝑓 𝑥0 + 𝜆
θ

θ
≠ 𝑦0

θ∗ = 𝑎𝑟𝑔min
𝜃

𝑔 θ

x0

𝑥∗ 𝑜𝑝𝑡𝑖𝑚𝑎𝑙 𝑎𝑑𝑣𝑒𝑟𝑠𝑎𝑟𝑖𝑎𝑙 𝑒𝑥𝑎𝑚𝑝𝑙𝑒

𝑔(𝜃∗)

𝑔(𝜃2)

𝑔 𝜃1

Untargeted attack
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본 논문의 핵심 아이디어: A Boundary-based Reformulation (cont’d)

Query-Efficient Hard-label Black-box Attack: An Optimization-based Approach (ICLR 2019)

• g 𝜃 is continuous and hence can be easily optimized.

Decision boundary of 𝑓(𝑥) 𝐿 𝑍 𝑥 𝐿 𝑓 𝑥 𝑔 𝜃

𝐿 𝑍 𝑥 = 𝑚𝑎𝑥 𝑍 𝑥 𝑦0 −𝑚𝑎𝑥𝑖≠𝑦0 𝑍 𝑥 𝑖 , −𝑘

Untargeted attack
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본 논문의 핵심 아이디어: A Boundary-based Reformulation (cont’d)

Query-Efficient Hard-label Black-box Attack: An Optimization-based Approach (ICLR 2019)

• Even if the classifier function is not continuous, g 𝜃 is still continuous.

• This makes it easy to apply the zeroth-order method to solve min
𝜃

𝑔 θ .

𝑎 Decision boundary 
of continuous function

𝑔 𝜃 of 𝑎 𝑔 𝜃 of 𝑏𝑏 Decision boundary 
of GBDT
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How to compute 𝑔(𝜃)

Query-Efficient Hard-label Black-box Attack: An Optimization-based Approach (ICLR 2019)

x0

x0 + vleft𝜃

x0 + vright𝜃

𝜃
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Zeroth Order Optimization

Query-Efficient Hard-label Black-box Attack: An Optimization-based Approach (ICLR 2019)

• To solve the optimization problem, the authors use Random Gradient-Free (RGF) method.

• In each iteration, the gradient is estimated by

Sampling count 𝑞 = 20
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실험 결과: Results of Untargeted Attack

Query-Efficient Hard-label Black-box Attack: An Optimization-based Approach (ICLR 2019)

• The proposed Opt-attack achieves a smaller distortion than Decision-attack (BA).

• Compared with C&W attack, Opt-attack attains slightly worse distortion on MNIST and CIFAR.
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실험 결과: Results of Targeted Attack

Query-Efficient Hard-label Black-box Attack: An Optimization-based Approach (ICLR 2019)

• The proposed Opt-attack is better than Decision-attack (BA) on MNIST.

• Opt-attack has similar efficiency with Decision-attack at the first 60,000 queries on CIFAR.
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실험 결과: Results of Targeted Attack (cont’d)

Query-Efficient Hard-label Black-box Attack: An Optimization-based Approach (ICLR 2019)

(a) Examples of targeted Opt-attack.

(b) Examples of targeted Decision-attack (BA).
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(참고 자료) Recent Hard-label Black-box Attacks

Query-Efficient Hard-label Black-box Attack: An Optimization-based Approach (ICLR 2019)

SignOPT
(ICLR 2020)

HopSkipJumpAttack
(S&P 2020)

Opt-attack
(ICLR 2019)

Boundary Attack
(ICLR 2018)

Guessing Smart
(ICCV 2019)

Low Frequency
(UAI 2019)
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실험 결과: Attack Gradient Boosting Decision Tree (GBDT)

Query-Efficient Hard-label Black-box Attack: An Optimization-based Approach (ICLR 2019)

• The authors conduct the untargeted attack on gradient boosting decision tree (GBDT).

• The GBDT is one of the discrete decision functions.

• The authors first uncover the vulnerability of GBDT models.
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Conclusion

Query-Efficient Hard-label Black-box Attack: An Optimization-based Approach (ICLR 2019)

• The authors propose a generic and optimization-based hard-label black-box attack algorithm.

• The Opt-attack can be applied to discrete and non-continuous models besides neural networks.

• The GBDT models are vulnerable under their Opt-attack.

• Opt-attack achieves smaller or similar distortion using 3-4 times fewer queries compared with

the state-of-the-art algorithm (BA).


