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Boundary Attack (ICLR 2018)
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o151 HiY: MCH™ of|Ad| (Adversarial Examples)

» Adversarial examples
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(Tabby Cat) (Guacamole)
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Threat Modeldj| I}£ X2 7}

« White-box threat model: 22AX2t MA| R=I0f| M20| 2t=SICH 2F-EBiL|CE
« Score-based threat model: 3A3X7F 22| & &|0|X0]| H 20| 2tsotCtn 7HYgiL|Ct.
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* HopSkipJumpAttack: A Query-Efficient Decision-Based Attack (2020 S&P)
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2d12|F 2: Boundary Attack

 (Initialization) The Boundary Attack needs to be initialized with a sample that is already adversarial.

1. Sample from a Gaussian distribution n¥~N(0,1) and then rescale and clip the sample.
2. Project n* onto a sphere around the original image x such d(x, ¥~ + n%) = d(x, ¥*°1).

3. Make a small movement towards the original image.

| adversarial example ¥
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2|5 291: Boundary Attack

Boundary Attack (BA)E 220t HEO| AA FEZ LIEILHMH Ot 251 Tt
[

« A4 0j2lo 2} TRt proposal distributions AFEE 4= USLICE

Data: original image o, adversarial criterion ¢(.), decision of model d(.)

Result: adversarial example o such that the distance d(o0,0) = ||o — 6”3 is minimized
initialization: £ = 0, 6° ~ U0,1) s.t. o0V is adversarial;

while £ < maximum number of steps do

draw random perturbation from proposal distribution 13, ~ P(6*~1);

if 6"~ ! + 1y, is adversarial then
| set6F = 0"t 4

else
| setoh =6

end

k=k+1

end

[Algorithm] Minimal version of the Boundary Attack.
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Boundary Attack: Untargeted Attack =34 Az}
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" 1.4e-01  5.6e-02

2476 calls 3470 calls

1.1e-04  7.7e-05 4.4e-05  6.1e-06 1.2-06

[Figure] Example of an untargeted attack.
ImageNet
Attack Type MNIST CIFAR VGG-19 ResNet-50 Inception-v3
FGSM gradient-based  4.2e-02 2.5e-05  1.0e-06 1.0e-06 9.7e-07
DeepFool gradient-based  4.3e-03 5.8e-06  1.9e-07 7.5e-08 5.2e-08
Carlini & Wagner gradient-based  2.2e-03  7.5e-06  5.7e-07 2.2e-07 7.6e-08
Boundary (ours) decision-based  3.6e-03 5.6e-06  2.9e-07 1.0e-07 6.5e-08

[Table] Comparison of the untargeted attacks.
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Boundary Attack: Targeted Attack 34

613 calls 2449 calls 4039 calls 15981 calls

[Figure] Example of an targeted attack.

Attack Type MNIST CIFAR VGG-19
Carlini & Wagner gradient-based 4.8¢-03 3.0e-05 5.7e-06
Boundary (ours) decision-based 6.5¢-03 3.3e-05  9.9e-06

[Table] Comparison of the targeted attacks.
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Real-World Applications 32 A|L|2|2

» Clarifai A{H|A2| & J}X| black-box 2 20| CHSIH 58S AW L .
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[Figure] Adversarial examples generated by the Boundary Attack.
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