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[배경지식] 적대적예제(Adversarial Examples)

• 적대적예제는인간의눈에띄지않게조작된데이터로, 딥러닝모델의부정확한결과를유도합니다.

• 많은경우에공격자는데이터를정해진범위까지(눈에띄지않는선에서) 조작할수있도록설정합니다.

• i.e., a norm-constrained perturbation is constrained below a specific constant ϵ.

Boosting Adversarial Attacks with Momentum (CVPR 2018)

𝑥 𝑃𝑒𝑟𝑡𝑢𝑟𝑏𝑎𝑡𝑖𝑜𝑛 (δ) 𝑥∗

+ ϵ ∗ =

(𝐷𝑜𝑔: 99.99%)(𝐴𝑙𝑝𝑠: 94.39%)
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[배경지식] Threat Model: 공격자가어디까지알고있을까요?

• 화이트박스(White-box)

• 공격자가뉴럴네트워크에대한모든정보를알고있습니다.

• 예시: 네트워크아키텍처, 학습된가중치, 학습방법등

• 공격자는비용(loss) 값이낮을때분류결과가바뀌도록비용함수를설정하여공격할수있습니다.

• 블랙박스(Black-box)

• 공격자가뉴럴네트워크에대한내부정보를알지못합니다.

• 예시: 입력값에대한네트워크의 최종출력값

• 공격자는반복적으로쿼리(query)를날리거나유사한네트워크를 만들어공격할수있습니다.

Boosting Adversarial Attacks with Momentum (CVPR 2018)
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[배경지식] Threat Model: White-box Setting

Boosting Adversarial Attacks with Momentum (CVPR 2018)

• Model information including network structure and weights is revealed to the attacker.

• The gradient of input can be computed by back-propagation.

• Attacker minimizes the loss function by gradient descent.

𝑍(𝑥)

𝑥

𝑓 𝑥
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[배경지식] Threat Model: Hard-label Black-box Setting

Boosting Adversarial Attacks with Momentum (CVPR 2018)

• The model is not known to the attacker.

• The attacker can make a query and observe a hard-label multi-class output.

• The attacker is not able to compute the gradient of input 𝑥 by back-propagation.

Black-box Model

𝑥

0

1

0

0

𝑓 𝑥
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화이트박스(White-box) 공격
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소프트맥스함수(Softmax Function)

Boosting Adversarial Attacks with Momentum (CVPR 2018)

• 다중클래스분류모델에서일반적으로 마지막레이어에사용되는함수입니다.

• Logits 레이어 𝑍 𝑥 이후에소프트맥스(Softmax)를 취합니다.

• 소프트맥스(Softmax)를사용할때각클래스에대한모델의확률값을모두합하면 1이됩니다.
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𝐾 𝑒𝑥𝑗

Softmax
Logits Probabilities

0.04
0.13
0.74
0.01
0.08



나동빈

크로스엔트로피(Cross-entropy) 비용함수

Boosting Adversarial Attacks with Momentum (CVPR 2018)

• 마지막레이어에서소프트맥스(Softmax)를사용하는분류문제에서일반적으로사용하는비용함수입니다.

0.04
0.13
0.74
0.01
0.08

𝑆

𝐶𝑟𝑜𝑠𝑠𝐸𝑛𝑡𝑟𝑜𝑝𝑦 𝑆, 𝐿 = −෍

𝑖

𝐿𝑖log(𝑆𝑖)

0
0
1
0
0

𝐿
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경사하강(Gradient Descent)을 활용한적대적예제생성

Boosting Adversarial Attacks with Momentum (CVPR 2018)

• 경사하강은가중치뿐 아니라입력데이터에대해서도 수행할수있습니다.

• 비용(손실)을 늘리는방향으로 입력데이터를조금씩업데이트하면 어떻게될까요?

𝐶𝑜𝑠𝑡(𝑦|𝑥)

𝑥

𝐶𝑜𝑠𝑡
“현재기울기가양수(+)구나?

입력값을양수(+) 방향으로 이동시키자!”
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FGSM (Fast Gradient Sign Method)

Boosting Adversarial Attacks with Momentum (CVPR 2018)

• 고차원공간에서의 선형적인행동(linear behavior)은 적대적예제를만들기에충분합니다.

• 입력에대한비용함수의기울기(gradient)를 계산해한번업데이트(single-step)를 수행합니다.

• 각입력뉴런(픽셀)에 대하여비용이증가하는방향으로입실론(ϵ)만큼 업데이트합니다.

𝑥 sign 𝛻𝑥𝐽 𝑥, 𝑦 𝑥∗

+ ϵ ∗ =

(𝐺𝑢𝑎𝑐𝑎𝑚𝑜𝑙𝑒)(𝑇𝑎𝑏𝑏𝑦 𝐶𝑎𝑡)

*Explaining and Harnessing Adversarial Examples (ICLR 2015)
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FGSM (Fast Gradient Sign Method) 쉽게이해하기

Boosting Adversarial Attacks with Momentum (CVPR 2018)

• 1차원데이터에대하여적대적예제를만드는경우를이해해봅시다.

X1

: 𝐶𝑙𝑎𝑠𝑠 0

: 𝐶𝑙𝑎𝑠𝑠 1

Decision Boundary

𝑥

비용이감소하는방향
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FGSM (Fast Gradient Sign Method) 쉽게이해하기

Boosting Adversarial Attacks with Momentum (CVPR 2018)

• 1차원데이터에대하여적대적예제를만드는경우를이해해봅시다.

: 𝐶𝑙𝑎𝑠𝑠 0

: 𝐶𝑙𝑎𝑠𝑠 1

𝑥

Decision Boundary

ϵ

𝑥∗ X1
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FGSM (Fast Gradient Sign Method) 쉽게이해하기

Boosting Adversarial Attacks with Momentum (CVPR 2018)

• 2차원데이터에대하여적대적예제를만드는경우를이해해봅시다.

X1

X2

: 𝐶𝑙𝑎𝑠𝑠 0

: 𝐶𝑙𝑎𝑠𝑠 1

Decision Boundary비용이감소하는방향
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FGSM (Fast Gradient Sign Method) 쉽게이해하기

Boosting Adversarial Attacks with Momentum (CVPR 2018)

• X1 축에대하여비용이감소하는방향이음수(-)이므로 양수방향으로 ϵ만큼업데이트합니다.

: 𝐶𝑙𝑎𝑠𝑠 0

: 𝐶𝑙𝑎𝑠𝑠 1

ϵ

Decision Boundary

X1

X2
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FGSM (Fast Gradient Sign Method) 쉽게이해하기

Boosting Adversarial Attacks with Momentum (CVPR 2018)

• X2 축에대하여비용이감소하는방향이양수(+)이므로 음수방향으로 ϵ만큼업데이트합니다.

: 𝐶𝑙𝑎𝑠𝑠 0

: 𝐶𝑙𝑎𝑠𝑠 1

ϵ

Decision Boundary

X1

X2
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FGSM (Fast Gradient Sign Method) 쉽게이해하기

Boosting Adversarial Attacks with Momentum (CVPR 2018)

• 최종적인적대적예제는다음과같습니다.

: 𝐶𝑙𝑎𝑠𝑠 0

: 𝐶𝑙𝑎𝑠𝑠 1

𝑥∗ = 𝑥 + ϵ ∙ sign 𝛻𝑥𝐽 𝜃, 𝑥, 𝑦

ϵ

ϵ

Decision Boundary

X1

X2

= 𝑥 +
ϵ
−ϵ
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더강력한공격: Projected Gradient Descent (PGD)

Boosting Adversarial Attacks with Momentum (CVPR 2018)

𝜽: the parameters of a model

𝒙: the input to the model

𝒚: the targets associated with x

𝑱 𝜽, 𝒙, 𝒚 : the cost used to train the neural network

• PGD attack:

• 𝐿𝑖𝑛𝑓𝑖𝑛𝑖𝑡𝑦 공간의 PGD는 Iterative FGSM (I-FGSM)과 유사하며 랜덤노이즈에서 시작합니다.

𝑥𝑡+1 =ෑ
𝑥+𝑆

(𝑥𝑡 + 𝛼 ∗ 𝑠𝑖𝑔𝑛(𝛻𝑥𝐿 𝑥, 𝑦 ))

X1

X2 : 𝐶𝑙𝑎𝑠𝑠 0

: 𝐶𝑙𝑎𝑠𝑠 1

Constraint of perturbation: δ ∞= 𝑚𝑎𝑥𝑖 δ𝑖 ≤ 𝜖

ϵ

ϵ

*Towards Deep Learning Models Resistant to Adversarial Attacks (ICLR 2018)
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Metric: p-norm

Boosting Adversarial Attacks with Momentum (CVPR 2018)

• 특정한벡터의크기(size)를 판단하는 기준으로사용할수있습니다.

• 노이즈(perturbation)의 크기를 p-norm을이용하여제한할수있습니다.

• p-norm이란? 𝑥 𝑝 = 𝑥1
𝑝 + 𝑥2

𝑝 +⋯+ 𝑥𝑛
𝑝 1/𝑝

X2

ϵ

ϵ

ϵ

1−𝑛𝑜𝑟𝑚

∞−𝑛𝑜𝑟𝑚

2−𝑛𝑜𝑟𝑚

𝑥 0 = 𝑥1
0 + 𝑥2

0 +⋯+ 𝑥𝑛
0 ≤ ϵ

𝑥 1 = 𝑥1 + 𝑥2 +⋯+ 𝑥𝑛 ≤ ϵ

𝑥 2 = 𝑥1
2 + 𝑥2

2 +⋯+ 𝑥𝑛
2 1/2 ≤ ϵ

𝑥 ∞ = max 𝑥1 , 𝑥2 , … , 𝑥𝑛 ≤ ϵ
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블랙박스(Black-box) 공격
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(배경 지식) Transfer-based attack

• Adversarial example은모델사이에서전송가능한(transferable) 특성이있습니다.

• 이러한 transferability를이용한공격방법은다음과같습니다.

1. 공격자가개인적으로공격대상모델(black-box)과 유사한대체모델(substitute model)을학습합니다.

2. 자신의대체모델에대하여 white-box 공격을수행해 adversarial example을 생성합니다.

3. 해당 adversarial example을 공격대상인 black-box 모델에넣어최종적으로공격을수행합니다.

Boosting Adversarial Attacks with Momentum (CVPR 2018)

White-box
𝜃1

Black-box
𝜃2

Adversarial  example 𝑥′

① Attack step ② Transfer step
Gradient descent

Adversarial  example 𝑥′

𝑙𝑜𝑠𝑠
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(배경 지식) Transfer-based attack

• Transer-based attack이가능한이유는무엇일까요?

• 유사한학습데이터세트(training dataset)로 학습한모델은유사한 decision boundary를가집니다.

• 따라서특정한모델 𝜃1에대한 adversarial example은 𝜃2에대해서도 adversarial할 수 있습니다.

• 현실적인공격기법 (ASIA CCS 2017)

• 추가적인쿼리(query)를 날려 black-box 모델과더욱유사한 surrogate 모델을만들어공격합니다.

• 다른관점에서의분석 (NIPS 2019)

• Adversarial perturbation을 non-robust feature로이해할수있습니다.

• 모델들이유사한 generalized non-robust feature를학습하므로 transferability가존재합니다.

• 대표적인방어기법 (ICLR 2018)

• Ensemble adversarial training은 transfer-based attack에대하여높은방어율을보입니다.

Boosting Adversarial Attacks with Momentum (CVPR 2018)

*Adversarial Examples Are Not Bugs, They Are Features (NIPS 2019)

*Practical Black-Box Attacks against Machine Learning (ACM CCS 2017)
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Boosting Adversarial Attacks with Momentum (CVPR 2018)
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본논문에서제안한메서드: MI-FGSM (Momentum Iterative Fast Gradient Sign Method)

• Non-targeted 공격을위한목적함수

Boosting Adversarial Attacks with Momentum (CVPR 2018)

• 𝑔𝑡는 처음부터 𝑡개의 기울기(gradient) 정보를

가지고있습니다. (Momentum)

• 이전까지의 기울기 정보를 활용하여 poor

local maxima에빠지지않도록합니다.

• 만약 𝜇 값이 0이라면일반 I-FGSM과같습니다.

• 공격이 수행되는 과정에서 기울기 벡터의 크기

(scale)는 다양하게 존재할 수 있으므로 𝐿1거리

로정규화(normalization)합니다.

Momentum 적용

Iterative 공격 수행
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본논문에서제안한메서드: MI-FGSM for Ensemble of Models

• Ensemble in logits 메서드를제안합니다.

1. Logits 값의가중치합을계산합니다.

2. 이후에 softmax cross-entropy loss를

이용해전체 loss value를계산합니다.

Boosting Adversarial Attacks with Momentum (CVPR 2018)

Logits 가중치합

• Non-targeted 공격을위한목적함수
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[실험결과] Non-targeted Adversarial Attacks: Attacking a Single Model

• White-box 상황에서하나의모델에대하여 100%에가까운공격성공률을보입니다.

• Black-box 상황에서하나의모델에대하여좋은공격성공률을보입니다.

• Black-box 상황에서 ensemble adversarial training에 대해서는낮은공격성공률을보입니다.

Boosting Adversarial Attacks with Momentum (CVPR 2018)

Ensemble adversarial training 모델Perturbation 제작 목적의모델 (1개) White-box 공격성공률

𝜇 = 1, ϵ = 16/255

Number of iterations = 10



나동빈

[실험결과] Non-targeted Adversarial Attacks: Attacking a Single Model

• MI-FGSM의 decay factor 𝜇를 1로설정할때경험적으로우수한공격력을보입니다.

• MI-FGSM의경우많은수의반복(iteration)을거쳐도높은공격성공률을보입니다.

• 아래두그래프는 Inc-v3에 대한 white-box 설정으로공격을수행한결과입니다.

Boosting Adversarial Attacks with Momentum (CVPR 2018)

𝜇 = 1, ϵ = 16/255

Number of iterations = 10

Overfitting
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[핵심내용] Momentum Iterative Fast Gradient Sign Method의장점

• 기본적인 FGSM은공격대상모델에대하여 under-fitting되는특징이있습니다.

• 어느정도의 transferability를보이지만, white-box 상황에서충분히강력하지못합니다.

• 반면에 I-FGSM (Iterative FGSM)은과하게 over-fitting되며 poor local maxima에빠질수있습니다.

• 오히려일반적인 FGSM보다 transfer-based attack에서좋은성능을내지못합니다.

• 본논문에서제안한 Momentum을활용한 MI-FGSM은 poor local maxima에빠지지않는경향이있습니다.

• 결과적으로좋은 transferability를보이는장점이있습니다.

• MI-FGSM은 white-box 공격과 black-box 공격에서모두우수한성능을보입니다.

• White-box 상황에서 I-FGSM만큼강력합니다.

• Black-box 상황(transfer-based attack)에서 FGSM보다훨씬강력합니다.

Boosting Adversarial Attacks with Momentum (CVPR 2018)
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[핵심내용] Momentum Iterative Fast Gradient Sign Method의장점

• MI-FGSM을이용할때만들어지는 perturbation들의코사인유사도(cosine similarity)가높습니다.

• I-FGSM의경우해당모델에 over-fitting되어 exceptional decision region에 빠질확률이높습니다.

• MI-FGSM은안정적인업데이트를보이며, 쉽게 exceptional decision region에 빠지지않습니다.

• 결과적으로높은 transferability를보입니다.

Boosting Adversarial Attacks with Momentum (CVPR 2018)



나동빈

[실험결과] Non-targeted Adversarial Attacks: Attacking a Single Model

• Adversarial perturbation 크기에따른공격성공률은다음과같습니다.

• 아래의그래프는 Inc-v3에 대하여 white-box 설정으로공격을수행한결과입니다.

Boosting Adversarial Attacks with Momentum (CVPR 2018)

• MI-FGSM은 white-box와 black-box 상황에

서모두좋은공격성공률을보입니다.

• FGSM은 transferability가 높지만, MI-FGSM

보다는낮습니다. 특히 White-box 공격 성능은

MI-FGSM보다현격히낮습니다.

: MI-FGSM 공격수행결과
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[실험결과] Non-targeted Adversarial Attacks: Attacking an Ensemble of Models

• White-box 상황에서하나의모델에대하여 100%에가까운공격성공률을보입니다. (만들때는 ensemble 이용)

• Black-box 상황에서하나의모델에대하여좋은공격성공률을보입니다. (만들때는 ensemble 이용)

Boosting Adversarial Attacks with Momentum (CVPR 2018)

나머지 3개의 ensemble을 이용한 black-box 공격공격대상 모든모델을이용한 white-box 공격
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[실험결과] Non-targeted Adversarial Attacks: Attacking an Ensemble of Models

• White-box 상황에서 ensemble adversarial training에대하여 100%에가까운공격성공률을보입니다.

• Black-box 상황에서 ensemble adversarial training에대하여좋은공격성공률을보입니다.

• (기본 설정) decay factor 𝜇 = 1.0, 반복 횟수(iterations) = 20, ϵ = 16/255

Boosting Adversarial Attacks with Momentum (CVPR 2018)

[실제대회성적]

본 논문의 저자들은 다수 모델의 ensemble에

대해 공격을 수행한 뒤에 transfer-based

attack을 하여 NIPS 2017 당시 adversarial

attack 대회에서우승할수있었습니다.

나머지 6개의 ensemble을 이용한 black-box 공격모든모델을이용한 white-box 공격

*Ensemble Adversarial Training: Attacks and Defenses (ICLR 2018)

(참고) 원본 Ensemble adversarial training 논문에서는적은 iteration의 white-box 공격실험결과를보입니다. ϵ = 16/255 설정에서강한 white-box 공격에는방어가어렵습니다.
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본논문이제안한메서드: Extensions

• Momentum iterative method는다양한공격설정(setting)에 대하여적용할수있습니다.

• 예를들어 targeted 공격을위한기본적인기울기(gradient) 계산공식은다음과같습니다.

Boosting Adversarial Attacks with Momentum (CVPR 2018)

• Targeted MI-FGSM with an 𝐿∞ norm bound:

• Targeted MI-FGM with an 𝐿2 norm bound:
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Conclusion

Boosting Adversarial Attacks with Momentum (CVPR 2018)

• The authors propose momentum-based iterative methods to boost adversarial attacks.

• The proposed method can effectively fool white-box models as well as black-box models.

• The proposed methods outperform one-step gradient-based methods and vanilla iterative

methods in a black-box manner.

• To further improve the transferability of the generated adversarial examples, the authors

propose to attack an ensemble of models whose logits are fused together.


