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[tHF X|A1] MCHH of|d|(Adversarial Examples)

QUZte| =0l EIX] | =& 0K =, B 2R Fgelct 28 R LT

L—
-+ H2 320 sAX= HoIEE FaE HRAMXI (=0 =X = H0l|M) ZEE = UAESE 2 FLI
3

norm-constrained perturbation is constrained below a specific constant e.

(Alps: 94.39%) (Dog:99.99%)
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[HiZ X|Al] Threat Model: 22iX}7} o{C|#}X| €1
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[HHZE X[Al] Threat Model: White-box Setting

« Model information including network structure and weights is revealed to the attacker.
« The gradient of input can be computed by back-propagation.

+ Attacker minimizes the loss function by gradient descent.

(%) £ ()

e —— Softmax »

3
25
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[HHE X|Al] Threat Model: Hard-label Black-box Setting

* The model is not known to the attacker.
* The attacker can make a query and observe a hard-label multi-class output.

» The attacker is not able to compute the gradient of input x by back-propagation.

Black-box Model
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$l0| EHIA(White-box) 32




(Softmax Function)

- [is SelA 27 220 2 = O1X[9Y 2|0]0{0f] A8 E|= =YLt

« Logits &|0|] Z(x) O|20{ AT EMA(Softmax)E F|gfL|Ct.

¢ ADEDA(Softmax)E A Mf 2+ S2fA0 ot ZEC| &E /2 25 &M 10| ElL|Ct,
Logits Softmax Probabilities
4.3 70.04"
5.5 eXi 0.13
7.2 » K P » 0.74
2.4 j=1€"’ 0.01
.5.0- 1(0.08-
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2 A AEZI|(Cross-entropy) H|-&

OFEX|2} 2[0[{0| A 2T EA(Softmax)E AFEot= 2F =X0IA R = ArE0t= HIE e LT,

e E

L
"0.04 0
0.13 0
0.74| CrossEntropy(S,L) = —z L;log(S$;) 1
0.01 T Y 0
10.08 0
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FGSM (Fast Gradient Sign Method)

|I'I

-+ XA S0 S| Xl BS(linear behavior)2 HLHA OX|E =70 S=-LICL
O

o
2 =0 et 8| & &f=2f 7= 7|(gradient)E AlttdH ¢t H HH|0| E(single-step) & A ELICE.

o Od
+ 2h U2 (Tl CHotof HI8O|

X
(Tabby Cat) (Guacamole)

*Explaining and Harnessing Adversarial Examples (ICLR 2015)
e
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FGSM (Fast Gradient Sign Method) £!7| 0|5H5}>|

» 1XHE Cl|O|E{0f| iSO HOfA OfjA|E Bt== BSRE Ol SAIC

Decision Boundary

@:Class 0
A:Class 1
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FGSM (Fast Gradient Sign Method) £!7| 0|5H5}>|

» 1XHE Cl|O|E{0f| iSO HOfA OfjA|E Bt== BSRE Ol SAIC

Decision Boundary

@:Class 0
A:Class 1
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FGSM (Fast Gradient Sign Method) £!7| 0|5H5}>|

»  2X# H|O|E0]| CHSH MOfX oXIE RtE= RS OloHdh S AICt.

@ o © A
o A
A A
@:Class 0 A
A:Class 1
>
X1
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FGSM (Fast Gradient Sign Method) £!7| 0|5H5}>|

X A
i e e
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@:Class 0 A
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>
X1
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FGSM (Fast Gradient Sign Method) £!7| 0|5H5}>|

X A
i e e
xR
© @) © € A
o v A
A A
@:Class 0 A
A:Class 1
>
X1
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FGSM (Fast Gradient Sign Method) £!7| 0|5H5}>|

- Z|ZH HOH ojX|= LSk 25 LIE

Decision Boundary

% A
2 ° o
- >
C A
© @) © €
o \ A x* =x+e-sign(|7x](9,x,y))
A
s A )
©:Class 0 A ¢
A:Class 1
>
X4
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4. Projected Gradient Descent (PGD)

. PGDattack: ¥ = | | (' + axsign(7 L))

xX+S
Linfinity 32| PGD= Iterative FGSM (I-FGSM) 2t RALSHH 2E L O] Z0j| A AJ&EFL|CE.

A
" O:Class 0 f o 4 ters of a model
: the parameters of a mode
@) o A:Class 1 P
SN x. the input to the model
A y: the targets associated with x
J(0,x,y): the cost used to train the neural network
N
N : |
Constraint of perturbation: [|6]| = max;|6;| < €
A
> X1

*Towards Deep Learning Models Resistant to Adversarial Attacks (ICLR 2018)
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- EGotHIE Q] AY|(size)E TTSH= 7|Z2E AFRY =~ U LT
» O|=(perturbation)2| 37|& p-normS O|&5t0{ H[eted + USLILY
* p-normO|ZF? |lx|l, = (lxy P + [ [P + -+ + o, [P)MP
A
X2 1—norm
e 0 = lx1[® + [x2]% + 4 | |° < €
co—norm
1= x|+ xl+ -+ xp] < e
2—norm " ,= (2 +x2+ -+ x2)V2 <
.--e-- o — maX{|X1|, |x2|; ) |x‘n|} <€
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(HHA X|Al) Transfer-based attack

« Adversarial example2 2 & AtO|0f| A M4 Pt5%H(transferable) £440| /U &L|LCY
« 0|2{et transferabilityE 0| & ¢t Ct2 1t 2 Fnglir
1. SAXPPHRIMCc = 524 L k

2. Xpele| oiA| 2o CHSEH white-box &332 =35l adversarial exampleE e[
k-

box BHO| '20f A|ZHOR 2

0x O

1N
mo

3. OliT adversarial example= &2 L@l blac

(@ Attack step Gradient descent @ Transfer step

— loss Black-box

White-box
0,

01

Adversarial example x’

Adversarial example x'
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(HHA X|Al) Transfer-based attack

« Transer-based attackO| 7}5¢t O| = 2L R?

ot 5t& H|0|Ef M| E(training dataset) £ at& ot E%_'% S AFSt decision boundaryZE 2+ L|C}.
M E-or 2 9,0 TSt adversarial example

S 7|2 (ASIA CCS 2017)

« Z=IJtAOQI F2|(query)E E2q black-box RE I 2 FAISH surrogate 22 S PHS0 3ATL|CL
- CFE HE0Me[ Z4 (NIPS 2019)

- Adversarial perturbation& non-robust feature2 O|s{&t 4~ Q!&L|Ct.
a

FIO

CHSHA &= adversariale &= UL LY

« REI=0| KAlSt generalized non-robust featureE Sf5ot2 2 tr
o CHEXQIHI] J|H (ICLR 2018)
« Ensemble adversarial training= transfer-based attackOf| C{ot0] == 2Ho|=2 EILICL.

*Practical Black-Box Attacks against Machine Learning (ACM CCS 2017)
*Adversarial Examples Are Not Bugs, They Are Features (NIPS 2019)
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« Non-targeted 342 2|ot 25 2t Algorithm 1 MI-FGSM
Input: A classifier f with loss function J; a real example & and
arg max J(a:*, Yy), s.t. H:B* — 33”00 < e ground-truth label y;
™ Input: The size of perturbation €; iterations 7" and decay factor p.
Output: An adversarial example =™ with ||* — || < €.

= NSEHE 42| 2|27](gradient) YEE
21X 12 USL|EE (Momentum)
« O|F™MtX|Q| 2|27 HEE E&SIH poor

local maxima0| x| X| Q== SFL|LCY,

[
;

L= ¢/T;
: go =0,y = x;

1
2

Momentum &
3: fort =0to T’ — 1do um=s
4
5

Input «; to f and obtain the gradient Vg, J(x;,y);
Update g:+1 by accumulating the velocity vector in the

gradient direction as

o DFOFy 240| 00|2}H YUt |-FGSMIt 25 LTt - : ; )
o ||va(mt)y)||l
* SAO| ~dEE APE0IM V=0l RS 301 .« Update x;, ; by applying the sign gradient as
(scale)= CHFSHH Exgt 4 Qoo L, Azl T = T, + o siEn(gi); )
7: end for
£ Ztel(normalization)gfL{Ct. 8: return x* = x7. lterative 324 ¢t
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K L DojA H|otst A E: MI-FGSM for Ensemble of Models

* Ensemble in logits HIMEZ XLt Algorithm 2 MI-FGSM for an ensemble of models
1 Logits a)t_ql jl_%xl 'C",;,% 7:||+_|.—.5,|;l|-|_||:|._ Input: The logits of K classifiers l1, 2, ..., l i ; ensemble weights

w1, wa, ..., Wk; a real example « and ground-truth label y;

2. 0|20 softmax cross-entropy lossE Input: The size of perturbation e; iterations 7" and decay factor .
Output: An adversarial example * with ||z* — || < €.

0|83l A loss valueS AlLtetL|Ct. I = </r;
N N 2: go =025 = x;
* Non-targeted 342 2ot 2 &t 3 fort =0toT — 1do

4: Input 7 and output I (x;) fork = 1,2, ..., K;
Fuse the logits as I(z}) = > 1, wilk(x});
Get softmax cross-entropy loss J(x;,vy) based on I(x;})

/ _ K I and Eq. (9);
(33) Zkzl Wtk (ZL‘) 7: Obtain the gradient V,J (27, y);

argmax J(x*,y), s.t. ||x s.
' 6:

8: Update g:+1 by Eq. (6);

J(.’L‘, y) - _1y ' log(softmax(l(a:))) 9: Update x;_ , by Eq. (7);
10: end for R
11: return * = 7. Logits 7t X| &
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[4l& A1}] Non-targeted Adversarial Attacks: Attacking a Single Model

« White-box A=0j| A SHLIC| 2 EI0f| CHSE] 100%0| 2177t 24 M3 lu=1€e=16/255

=Yrs]
1T o oo
« Black-box At2H0j| A SHLEC| R EIO)| CHEIH £2 224 A2 52 HQIL|CH Number of iterations = 10

- Black-box 420X ensemble adversarial trainingdi| CH8A = w2

=<
Perturbation X|Z ZXo| & (17) White-box 224 428  Ensemble adversarial training 22!
g

Attack Inc-v3 Indtv4 IncRes-v2 Res-152

FGSM 4.2 26.2 25.3 11.3 10.9 4.8
I-FGSM 19.9 16.2 7.5 6.4 4.1
MI-FGSM 48.0 35.6 15.1 15.2 7.8
FGSM 26.6 27.2 13.7 11.9 6.2
I-FGSM . 24.7 19.3 7.8 6.8 4.9
MI-FGSM 65.6 54.9 46.3 19.8 17.4 9.6
FGSM 32.6 25.8 13.1 12.1 7.5
IncRes-v2 I-FGSM 37.8 . 22.8 8.9 7.8 5.8

MI-FGSM 69.8 62.1 50.6 26.1 20.9 15.7
FGSM 35.0 28.2 14.6 13.2 7.5
I-FGSM 26.7 227 9.3 8.9 6.2

MI-FGSM 53.6 48.9 22.1 21.7 12.9
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o

« MI-FGSMQ| decay factor uE 12 28 [l JPXHO=ZE L u=1e=16/255
e MI-FGSMQ| H 2 ate Aol HiE (jteration)2 HHE =2 2 A5 _ Number of iterations = 10

o Of2i & J2jE = Inc-v30]| CHSt white-box MO 2 ZAHS

100 — . » » @ ® > o
100 ro—o—0—0—0—0—0—0—90—0—0—0—90—0—0—0—0—0—0—0—7
I ——TInc- —8—Inc-v3 vs. MI-FGSM
| Inc-v3 —% Inc-v3 vs. LFGSM
| —&—Inc-v4 —8—Inc-v4 vs. MI-FGSM
80 —o—IncRes-v2 - 801 —% Inc-v4 vs. -FGSM
~ | —®—Res-152 —&—IncRes-v2 vs. MI-FGSM
B | —%= IncRes-v2 vs. I-FGSM
~ | 1:\? —0—Res-152 vs. MI-FGSM
% 60 F | . :; 60 =% Res-152 vs. -FGSM -
= &
A 22
- _ 0]
8 40 § 40 F
S 7
w I
20 | .
| 20
I
= 1 1 1 1 | 1 1 1 1 1 Ove rf'tt| ng
0O 02 04 06 08 1 12 14 16 18 2 0 : ! :

1 2 3 4 5 6 7 8 9 10
Number of Iterations

Decay Factor p
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[¢H4] L8] Momentum Iterative Fast Gradient Sign Method2| XX

-+ 72X FGSM2 54 Ch+f ZZ0]| CHoH under-fittingT|= §20] AUSLICE
« 0|t MEO| transferability2 20| X|2t white-box AZH0|M ZE28| Z28HX| Z8fL|CT
« HIHO|| |-FGSM (Iterative FGSM)& 2t5tA| over-fitting=|X poor local maximaoi| =& &~ Ql&L|Ct,
e Q3|24 YHIEQ FGSMEL} transfer-based attackO|A] £ 452 LHX| 28t |CT.
oI5t Momentum &-83%F MI-FGSME poor local maximaoi| iifX|X| 9= H&Fo| Q&LI|Ct.
- ANMOZ E2 transferabilityS E0|= AH0| QSLICH
MI-FGSMZ white-box &1} black-box 33N M E5 240t H52 EL|CE
« White-box &&0||A| I-FFGSMEtE 2= gL

« Black-box 42k transfer-based attack)0j| A<l FGSMEL} &Ml 2= | T}

I
1
HO
=
2
é
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[¢H4] L8] Momentum Iterative Fast Gradient Sign Method2| XX

« MI-FGSMZ 0|8¢ [l IF= 0 X|= perturbation=2| ZAI2! S A= (cosine similarity)? =&LICY.

« |-FGSMQ| AL sl B0 over-fitting=|0{ exceptional decision region0f| it =tE0| =& L|CL.
« MI-FGSME 20l AH|0|EE HO|H, 2lA| exceptional decision regiond| HifX|X| @t&L|Ct.
- AWM OZ =2 transferabilityE ELICt Y
0.98 x,.:e—a-—ae—a—x—x--x-* s Sntoath Stomiiedieibaiin
X —o—]-FGSM
20965, ~% MI-FGSM
(31
094
5
2 0.92
8
O

=

o0 e

o o

/ I
| 1 1

0.86 1 1 1 | | 1 1 1 1 1
2 - 6 8 10 12 14 16 18 20

Iterations

e
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« Adversarial perturbation 22[0f| [tE 54 3 &2 Cr22t 25U C

+ Of2fe] J2HIE Inc-v30l CH5I0Y white-box AHOR 242 488t ZuelL|c,

100 7
Inc-v3 vs. MI-FGSM
20 T evivelFGsM ] B : MI-FGSM 27 &3 247}
nc-vo vs. 1- —|— o]
20 ~ = Res-152vs..FGSM | o ToE"
Inc-v3 vs. FGSM
= = Res-152 vs. FGSM FSE
S 70 — MI-FGSM& white-box2} black-box Ar=to|
= 60+ .
: NEE Ee 22 4252 2L
50 - -
S ol -7 - « FGSMZ transferability?} =X[2, MI-FGSM
3 .- = 4
= - I - e .
ZEPW | T | HOb= 5L £5] White-box 324 d&2
- - - o
0p e S MI-FGSMEC} 34248] L& LILY,
10 I~ g’/”’_ - -====""" - .
0 l‘ 1 1 1 1 1 1 1 1 1 1 1 1 1
1 4 7 10 13 16 19 22 25 28 31 34 37 40

The size of perturbation e

e
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« White-box AZt0f| Al StLte| 20| CHSH 100% 0| 27t 224 M2ES HQILICE (2 = ensemble 0| 2)

« Black-box &<of| M StLte| EHO| CHoIH £2 54 d53=2 EYLICE (B= M= ensemble 0|8)

DE nols 0|23 white-box 22 LIHX| 37§2| ensembleS 0|26t black-box &2

Ensemble method FGSM I-FGSM MI-FGSM
Ensemble Hold-out Ensemble Hold-out
Logits 55.7 45.7 99.7 72.1 99.6 87.9
Predictions 52.3 42.7 95.1 62.7 97.1 83.3
Loss 50.5 42.2 03.8 63.1 97.0 81.9
Logits 56.1 39.9 99.8 61.0 99.5 81.2
Predictions 50.9 36.5 05.5 52.4 97.1 77.4
Loss 49.3 36.2 93.9 50.2 96.1 72.5
Logits 57.2 38.8 99.5 54.4 99.5 76.5
-IncRes-v2 Predictions 52.1 35.8 97.1 46.9 98.0 73.9
Loss 50.7 35.2 96.2 45.9 97.4 70.8
Logits 53.5 35.9 09.6 43.5 99.6 69.6
Predictions 51.9 34.6 99.9 41.0 99.8 67.0
Loss 50.4 34.1 98.2 40.1 08.8 65.2
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« White-box 4&H0{| M ensemble adversarial training0l| CHS10] 100%0f| 21712 223 ME2E8 HQIL|C}
* Black-box 20| ensemble adversarial trainingd| CHSHH £22 24 H3ES

(712 A7) decay factor u = 1.0, BtE Zl=~(jterations) = 20, € = 16/255

nE pElE 0]2st white-box &4 LIHX| 67§2| ensembleZ 0|9t black-box &4
Attack

FGSM 36.1 15.4
Tne-v3ens3 I-FGSM 99.6 18.6
MI-FGSM 99.6 37.6 2dlo| ensembled|
FGSM 33.0 15.0 _
InC-v3ene I-EGSM 99.2 18.7 b ={0f transfer-based
MI-FGSM 99.3 40.3 CHA| adversarial
FGSM 36.2 6.4
-IncRes-v2ens I-FGSM 99.5 9.9
MI-EGSM 997 23.3

(%1) 212 Ensemble adversarial training =20|M = X2 iteration?| white-box 324 Ad AnE HYLICH e = 16/255 ™A U

*Ensemble Adversarial Training: Attacks and Defenses (ICLR 2018)
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2 =320| M|otst M E: Extensions

«  Momentum iterative method= CtUst 224 A (setting)o]| CHSHH X% 4~ Q&L|LCT.
« 0|2 =0 targeted 3482 ¢t 7|22l 7|22|(gradient) A4t 3412 Cr22r 25 LICH

J(x},y*
|Vad(xy,y*) |1

gt+1 = 4Gt T+
« Targeted MI-FGSM with an L, norm bound:
Ty =T — - sign(ge)

« Targeted MI-FGM with an L, norm bound:
gi+1
lge+1]l2

* %
L1 — Ly —

e
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Conclusion

« The authors propose momentum-based iterative methods to boost adversarial attacks.

« The proposed method can effectively fool white-box models as well as black-box models.

« The proposed methods outperform one-step gradient-based methods and vanilla iterative
methods in a black-box manner.

« To further improve the transferability of the generated adversarial examples, the authors

propose to attack an ensemble of models whose logits are fused together.
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