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Abstract

This document contains short overview of existing and exploited by WinNT malicious
software (malware) methods (AntiVM) that help malware detect execution in the controlled
environment such as virtual machine (VM) or/and sandbox. However, this is not complete
R&D of each malware with AntiVM, we will focus only on most popular and often seen
methods. Unlike other articles, we will show other methods that detect presence of the
software VM. We assume readers are familiar with Windows NT based malware, Windows
NT core components, x86 architecture and programming languages.

VM detection code criteria:
= User mode execution only;
= No requirement for elevation of privileges;

= Detection must work with all popular virtualization products.

Target software (only popular malware targeted WinNT software):
=  VMware Workstation;
» Parallels Desktop;
= Oracle VirtualBox;
» Sandboxie;

» Microsoft Virtual PC (former Connectix Virtual PC), also known as Windows XP Mode
in the Windows 7 release.



1.0Overview

Virtual machines detection based mostly on execution artifacts with predicted
behavior. They can be software-based and hardware-based. Typical example of hardware-
based detection is timing attack. This is a hardware specific method based on prediction
that code inside virtual machine will execute slower than on real. As example: we calculate
time between start and end of code block execution using rdtsc instruction. If the returned
value exceeds a predetermined barrier then this used as strong indication of VM presence.

Next malware authors are trying to incorporate hardware-based detections, most of
them developed years ago as proof-of concepts. All methods here based on execution of
specific instructions:

» sldt
= sgdt

» sidt!

» str?

» smsw?

After execution, malware performs analysis of the returned data. As for now,
virtualization software made a big step forward and these methods simple do not work at
all. Malware looks for a specific user names, loaded libraries, registry keys and values,
process names, Windows product IDs, filenames. Let us take a brief overview of most
notorious malware families with AntiVM. An example of attempt to use hardware-based
detection is Win32/Conficker, which abuses s/dt instruction trick to detect VM. In
continuation, we have Win32/Simda, which contains special VM detection mechanisms:
Simda uses blacklist of Product IDs to ban most popular online sandboxing services like
Anubis or JoeBox, scans Windows registry for specific installed software and check if the
several VM service processes are running. Win32/Zeus clone known as Citadel brings
special signature scanning to detect running on the virtual environment and depending on
that fact change it execution flow. It implemented as scanning of image resources for
specific string patterns such as “VMware”, “virtualbox” and others. One of WinNT/Alureon
(family also known as TDSS/TDLX) members, a fork of TDL4 project MaxSS implements VM
detection by using documented WMI queries®. It selects information from various WMI
providers such as Win32_Processor, Win32_SCSIController, Win32_ComputerSystem,
Win32_DiskDrive, Win32_BIOS, and then compares data with it blacklist. Yet another
example of well-known malware family with VM detection is Win32/Sirefef. Some of it
droppers were using specific VM detection code based on documented VM features
(querying VMware hypervisor port), and not documented but known VM behavior (Virtual PC
way of communication with host). Number of ransomware trojans, as for example
Win32/CBeplay family is widely using VM detection tricks to complicate analysis. Some of
malware may abuse different fact of virtual machines, such as limited virtual disk size,

! http://web.archive.org/web/20070911024318/http://invisiblethings.org/papers/redpill.html
? http://charette.no-ip.com:81/programming/2009-12-30_Virtualization/www.s21sec.com_VMware-eng.pdf
* http://www.offensivecomputing.net/dc14/vmdetect.cpp

4 http://social.technet.microsoft.com/wiki/contents/articles/942.hyper-v-how-to-detect-if-a-computer-is-a-vm-
using-script.aspx



known Ethernet adapters MAC addresses, hard drive/videocard vendor names, and logical
bombs.

To detect execution in the sandbox (e.g. Sandboxie) malware may perform self-
checking for API splicing. Another good self-explaining example found inside leaked
Win32/Carberp trojan source code, shown on Figure 1-1.

Hbool DetectVM()
1
#define BUF E
static char
if (!Gets

if (CheckDir(szB " . "}) return true;
if (CheckDir 5 "1} return true;
if ' s.5ys"}) return true;

&dwUsl)) return true;
"CurrentUser”)) return true;
_

"sandbox"}) return true;

(! GetComputerName . 1)) return true;

lstromp( uf, "SAN }) return true;

if (!CheckReg("HARDWAREN\DESCRIPTIONY\System”,
emB on", szBuf, BUF_SIZE)) return true;
("VBOX", szBuf)) return true;

zBuf, BUF_SIZE)) return true;
(STR:: } 274-E )} return true;
(STR: 1P ] 7 7 ] )} return true;
) return true;

return false;

FIGURE 1-1. Fragment of Win32/Carberp code.

Win32/Caphaw implements detection by using files and processes scanning. On
Figure 1-2 shown Delphi module, code from it widely used in low cost malware such as
ransomware Win32/Kovter and various IRC bots (original author comments unmodified).



fonection CheckAnti:

result
Path : XtractFi ath (ParamStr |
if e s ("] xcontrol.e
or
or
or

or (proces ists('filemon.

or (proc i [ "procmon.

or (processexists('VBoxService.e
or (modulecheck('SbieD11.d11"))

or (modulecheck('api log.dll')

or (modulecheck('dir watch.dll')

or (Pos|'c:\i
or (DirEctor
or (DeBuggerPresent =
or (InVmWare = True)
or (IsInVPC = True)

then

end;

FIGURE 1-2. Code fragment used in low cost malware.

Win32/Gamarue also known as Andromeda performs several checks to determine
execution environment. It employs Sandboxie detection using almost documented way -
checking presence of loaded SBIEDLL.DLL®> and detects VM by comparing disk ID strings
with predefined product blacklist. Example of usual Sandbox detection seen in malware
shown on Figure 1-3 (original author comments unmodified).

> http://www.sandboxie.com/index.php?SBIE_DLL_API



BOO
LONG  nRes;

szBuff= (char*)calloc( » sizeof(char));

// Thread

\\vCurrentVersion”, ,» KEY_QUERY_WALUE, &hOpen);

Buff, &iBuffsize);

w{hOpen);

return bResult;

FUGURE 1-3. Code fragment with usual Sandboxie detection and online sandbox
detection using Windows Productld.

Win32/Winwebsec is infamous Fake AV that implements detection by using cpuid
instruction to get hypervisor vendor name and then compare it with blacklisted VMware
vendor string®. Additionally some variants of Winwebsec may use Setup API’ to query
specific hardware information, code fragment shown Figure 1-4 (original author comments
unmodified). Malware detecting usual set of popular VM and QEMU emulator because this
software used by several online sandbox services such as Anubis.

® http://kb.VMware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalld=1009458
7 http://msdn.microsoft.com/en-us/library/cc185682(v=vs.85).aspx
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HARDDIS VIRTUAL IDE HARD DRIVE,VIRTUAL HD";

GUID h=GUID DEVCL
DWORD rg,
r¥imalloc(
" DEVINFO devinfo;
d nfo.c (SP_DEVIN DATA);
HDEVINFO dev: vs (&h,NULL ,NULL ,DIGCF_PRESENT);

w)!

o~

strstr(buf,gemu}!
strstr{buf,vm ULL || strstr{buf,unkn)!=NULL)

free(buf);
return true;

free(buf);
return false;

FIGURE 1-4. Win32/Winwebsec VM detection routine.

All the above methods widely used in various malware families and malware
obfuscation software (VirTool/Obfuscator). Summarized VM / Sandbox detection methods
listed in Table 1-1.



TABLE 1-1. Summary of most popular VM / Sandbox detection methods.

Method VM Sandbox

CPU instructions (sidt, sgdt, sldt,

. : + -
str, smsw, cpuid, rdtsc, in)
User/Computer names - +
Running processes + +
Running services + +
Loaded modules and memory n +
scanning
Loaded drivers and their devices + +
Registry keys and their values + +
Files/Directories + +

Named system objects (Devices,
Drivers, Mutants, Semaphores, + +
Events, Sections, Ports)

MS Hydra GUI subsystem (window
names, class hames)

IOCTL requests + -

Hardware information (Disk serial
numbers, HDD size, HWID’s, vendor + -
names, Ethernet MAC addresses)

Windows Product ID’s + -

WMI queries + +

Own code modification detection
(API hooking detection)

Logical bombs (user desktop
contents, mouse movements)

Conclusion: many malware currently has VM detection on board in various
implementations of the same methods. This slowdowns analysis and sample may behave
completely different inside virtual machine if it detects it.




2. Detection

Now let us take a look how we can implement comprehensive VM detection. The
question here “Is it possible at all”? Short answer - no. However, based on our knowledge
and set of software we must detect we will try to implement generic methods for VM
detection. However, they will not be heuristicc as we cannot rely on software
implementation bugs and matching our criteria from Abstract. It is always better abuse
things that cannot be simple fixed without product code revision.

Which possible VM detection vectors we decided to use:
= Software environment (2.1);

» Emulated hardware (2.2);

» Additional execution artifacts (2.3).

VM environment usually set up by installing inside VM guess-to-host virtualization support
software. It is VMware Tools, VirtualBox Guess Additions, and Virtual PC VM Additions. Each
of them contains kernel mode drivers and this fact gives us a good point to start.

What we decided to throw away:

A. Process names, driver names, file names, known registry values and names, computer or
user names;

. VM detection proof-of-concepts;

. GUI based detections;

o O W

. Hardware access related detections (MAC addresses, HDD related info);

m

WMI;
F. Logical bombs.
Why:

A. The above methods are unstable and depend on initial VM configuration. If user decided
to not use VM additions all these methods will fail;

B. They do not work with modern hardware supported virtualization, do not work at all or
too specific;

C. Is too specific and almost the same as A case;

D. Noticeable and unreliable;

E. Significant code increase only to perform basic queries;
F. In most cases, they are unreliable.

We created special tool called VMDE designed to fulfill our criteria and next we will take a
closer look on it with examples from VMDE code.




2.1. Software environment

2.1.1. Documented and semi-official detection ways

VMware provides official documented ways of VM detection. First way is based on
using hypervisor port 0x5658 (“VX”) and hypervisor magic DWORD 0x564D5868 which
stands for "VMXh". This method is very old known and widely used by malware. Figure 2-1
shows method implementation inside our VMDE.

nguage=en_US&cmd=dis wternalId=1

push  edx
push  ecx

push  ebx
mov eax, ‘VMxh'
mov

mov

mov

in

cmp

setz

FI O FI

FI O FI

FI O FI

IsvM =

FIGURE 2-1. Official VMware detection by using hypervisor port and magic DWORD.

The above detection method (as well as used in ScoopyNG?) can be simple turned off by VM
reconfiguration through %vmname%.vmx file® or by additional filtering!®. However, this
backdoor usually required for normal work of VMware Tools.

Second documented method described by both VMware and Microsoft. It is testing the
CPUID hypervisor (HV) present bit. Quote from official VMware document:

Intel and AMD CPUs have reserved bit 31 of ECX of CPUID leaf Ox1 as the hypervisor present bit. This bit allows
hypervisors to indicate their presence to the guest operating system. Hypervisors set this bit and physical CPUs (all
existing and future CPUSs) set this bit to zero. Guest operating systems can test bit 31 to detect if they are running
inside a virtual machine.

Quote from official Microsoft documentation?®!:

Before it uses any hypervisor interface functions, software should first determine whether it runs within a virtualized
environment. On x64 platforms, software verifies that it runs within a virtualized environment by executing the CPUID

® http://www.trapkit.de/research/vmm/scoopyng/

® http://handlers.sans.org/tliston/ThwartingVMDetection_Liston_Skoudis.pdf

% http://www.securitylab.ru/analytics/427855.php

" http://msdn.microsoft.com/en-us/library/windows/hardware/ff538624(v=vs.85).aspx
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instruction with an input (EAX register) value of 1. When the CPUID instruction is executed, code should check bit 31
of register ECX. Bit 31 is the hypervisor-present bit. If the hypervisor-present bit is set, the hypervisor is present. In a
non-virtualized environment, the hypervisor-present bit is clear.

Example of this detection shown on Figure 2-2.

BOOL IsHypervis
VOID

__cpuid(CPUInfo
if [: E:CF'I_III"I‘FD[ ] »
return TRUE;

1
.’

return FALSE;

FIGURE 2-2. HV detection by ECX bit.

If HV presence confirmed then it is good to know which type of HV we have. Quote:

Intel and AMD have also reserved CPUID leaves 0x40000000 - 0x400000FF for software use. Hypervisors can use
these leaves to provide an interface to pass information from the hypervisor to the guest operating system running
inside a virtual machine. The hypervisor bit indicates the presence of a hypervisor and that it is safe to test these
additional software leaves. VMware defines the 0x40000000 leaf as the hypervisor CPUID information leaf. Code
running on a VMware hypervisor can test the CPUID information leaf for the hypervisor signature. VMware stores the
string "VMwareVMware" in EBX, ECX, EDX of CPUID leaf 0x40000000.

The above works for different HV as well.

BYTE GetHypervisorType(
VOID

int CPUInfo[4] = {-1}
char HvProductName[

/* ht
if (_strcmpiA
return
1
¥
f* ids */
ProductName, “prl hyperv™)
return

1
)
return ;3

FUGURE 2-3. Detecting type of HV.
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The above cpuid method used in Win32/Winwebsec malware.

Microsoft Virtual PC formerly known as Connectix Virtual PC can be detected by
abusing method it uses to communicate in it guest-to-host model. It is not documented
anywhere, but so widely used and so old known, so we can say it is “semi-documented”
way!2. Virtual PC uses a bunch of invalid instructions to allow the interfacing between the
virtual machine and the Virtual PC software. The detection code is very popular in ITW
malware and malware authors usually blindly copy-past it even without changing set of
invalid instructions. Usual set is the following: 0xOF 0x3F 0x07 0x0B. However exists more
than 1000 combinations of OxOF Ox3F 0xXX 0xXX that can be used to detect Virtual PC.

if ( IswM
_try {

__asm push
_ asm mowv
__asm mov
__asm __emit
__asm __emit
__asm __emit
__asm
__asm tes ebx, ebx
__asm setz [IsvM]

__asm ebx

1
i
__except(VPCExceptionHandler(GetExceptionInformation(}}) { }

i

FIGURE 2-4. Virtual PC detection by illegal instruction.

2 http://www.codeproject.com/Articles/9823/Detect-if-your-program-is-running-inside-a-Virtual
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2.1.2. Abusing named system objects

All software selected by our criteria has a bunch of named system objects. If user
decides not install guess-to-host support VM software (Tools, Additions) the following
detection will fail. However, usually these slowdowns VM work as emulated virtual devices
work without proper drivers. Named system objects are perfect targets for the VM
detection. Why objects are so important? Because Windows operation system object-
based®®. Drivers, devices, communication channels, sections, directories, symbolic links,
synchronization mechanisms, jobs, etc, they all represented as objects in kernel mode. The
Windows Object Manager controls objects that are part of the kernel-mode operating
system. Objects are stored in the corresponding objects directory®, for example,
KnownDllIs keeps section type objects of the system dlIl's and Device directory keeps device
type objects created by system or third party drivers. Figure 2-5 shows typical object
directory.

2 Windows Object Explarer ,E“El
File View Object Find BEdras Help
Bl % a
= \ Mame Type Additional Informaticn o
J‘; i 3 ArcName Directory
‘—1 His L £ Nitfs Device
\j g:i[:rFCUmmumcatmnP ﬁSeLsaCommandPUrt ALPC Port I
&£ Device ._;"\,UniqueInteractiveSessionIdEvent Event IE
- Windows i:" REGISTRY Key |
: G '_1 PowerPart ALPC Port i
:_;' RPC Control j‘&ThEmEApIPDI't ALPC Port
- BaseNamedObjects 7\ WindowsErrorRepertingServicePort ALPC Port |
{7 KernelObjects ZINLS Directory g
-0 GLOBAL?? @ DasDevices SymbolicLink 77
477 FileSystem (ﬂJ} UxSmsApiPort ALPC Port
i) ObjectTypes @ SeRmCommandPort ALPC Port
--{3) Security @ Dfs SymbolicLink  \Device\DfsClient
{5 Callback I UMDFCommunicationPorts Directory
-5 KnownDlls ﬂ, LanmanServerdnnounceEvent Event
|53 Driver Directory
Ciclfs Device
i\, DSYSDBG.Debug. Trace,Memory 18 Event
() Device Directory
) Windows Directory _ -
4| L] | N 1 | ¥
\

FIGURE 2-5. Objects directory root, Windows 7.

B http://msdn.microsoft.com/en-us/library/windows/hardware/ff554383(v=vs.85).aspx
" http://msdn.microsoft.com/en-us/library/windows/hardware/ff557755(v=vs.85).aspx
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In a particular, we are interested in the following object types:

= Device names
= Mutants (Win32 API alias Mutex)
= Communication Ports

How malware usually use this? Mostly by calling Win32 API services like CreateFile or
CreateMutex. Let us look how we can do the same on native level. As example, we will take
detection of Virtual PC Windows XP Mode. Despite the fact that it is almost the same Virtual
PC 2007, it has some new features that may be used to detect it exactly as “"XP Mode”. We
only need to check if the mutex

MicrosoftVirtualPC7UserServiceMakeSureWe'reTheOnlyOneMutex
exists.

BOOL IsMutexExist(
PWSTR MutexName

OBJECT_ATTRIBUTES attr;
UNICODE_STRING ustrMame;
NTSTATUS Status;

HANDLE hObject = MULL;

WCHAR szBuffer[MAX_PATH] = {0};

if (!ARGUMENT PRESENT (MutexName)) return FALSE;

_strcpyW(szBuffer, BASENAMEDOBIECTSDIR);
_streath( uffer, MutexName);
RtlInitUnicodeString(&ustrName, szBuffer);
InitializeObjectattributes(&attr, &ustrName, 0BJ_CASE_INSENSITIVE, NULL, MNULL);
Status = NtCreateMutant(&hObject, MUTANT_ALL_ ACCESS, &attr, FALSE);
if (NT_SUCCESS(Status)) {
NtClose(hObject);
return &;

1
i

if (Status == STATUS_OBJECT NAME_COLLISION} return 1;
return 83

FIGURE 2-6. VMDE mutant checker routine.

The same method used to detect Sandboxie presence. Malware checks for
Sandboxie_SingleInstanceMutex_Control

mutex presence. This method can be replaced the bellow described technique. Another way
to detect Sandboxie is to check presence of SbieSvcPort object inside \RPC Control
objects directory. You can add here any Sandboxie system object that has name and
permanently available. While work Sandboxie allocates new directory in objects directory
root called Sandbox. It keeps virtualized objects for each sandbox created in Sandboxie.
They used to deceive sandboxed applications by replacing global system constants. Note:

14



the system objects allocated first only when something is running in selected sandbox.
Figure 2-7 shows example of Sandboxie directory.

llkd: lobject “~Sandbox

Object: 98628650 Type: (839b4=90) Directory
ObjectHeader: 98628638 (new wversion)
HandleCount: 0 PointerCount: 2
Directory Object: 87405=28 Hame: Sandbox

Ha=h Address Tvpe Hame=
30 99485448 Directory TestPC ==, Computer Name
lkd: lobject “~Sandbox~TestPFC
Object: 99485448 Type: (83942900 Directory
ObjectHeader: 99d85d30 (new wersion)
HandleCount: 0 PointerCount: 4
Directory Object: 98628650 Hame: TestPC

Ha=h Addres=s Tvpe Hame=
06 99=d9f58 Directory 12345
11 8783d7b8 Directory Sandbox_ 3 ———" ——— Sandbox ligt
20 B8fabdfi8 Directorvy Defaul tBox

FIGURE 2-7. Sandboxie object directory.

To detect presence of Sandboxie is enough simple check if the above-described
directory allocated. Note that if Sandboxie was installed but not executed these objects not
allocated as well.

J 1
£ found or error, check sandbox object directory presence */
RtlInitUnicodeString(&ustriame, DIRECTORY SANDBOXIE);
InitializeObjectAttributes(&attr, BustrName, 0BJ_CASE_INSENSITIVE, NULL, NULL});
Status = NtOpenDirectoryObject(&hObject, DIRECTORY_QUERY, &attr);
if (NT_SUCCESS(Status)) {

O#ifdef _DEBUG
Debuglog (TEXT("Sandboxie: :ObjectDirectory™));
#endif

NtClose(hObject);

FIGURE 2-8. Detection of Sandboxie object directory.

Malware VM devices hunting usually performed by CreateFile Win32 API calls with
usage of symbolic links. Disadvantages of this method are the following: you need to keep
VM devices symbolic links database, Win32 API may be easily filtered by upper level user
mode sandboxing software.

15



if(CreateFile(TEXT("

MULL ,OPEN_EXISTING,FILE_ATTRIBUTE_MNORMAL,NULL) '= INVALID HANDLE_WALUE}{

FIGURE 2-9. Typical VirtualBox detection by VM Guest Additions used by malware.

How can we change this part? We will switch from obtaining a handle of the given
device by it link (and thus triggering possible alerts) to checking presence of this device
object. In other words we will query object via scanning objects directory of the given
object type. We decided to use simplified enumerator with callback routine, which will
perform objects names comparison. Callback procedure is simple and shown on Figure 2-10.

NTSTATUS NTAPI DetectObjectCallback(
POBJECT_DIRECTORY_ INFORMATION Entry,
PVOID CallbackParam

POBISCANPARAM Param;

if (!ARGUMENT_PRESENT(CallbackParam))
return 5TATUS MEMORY_NOT_ALLOCATED;

Param = (POBISCANPARAM)CallbackParam;

_try {
if (Param-:Buffer NULL || Param-:>Buffersize == @)
return 5TATUS _MEMORY _MNOT_ALLOCATED;

if (Entry-:Name.Buffer) {
rcmpik(Entry->Name.Buffer, Param-:Buffer)
return STATUS SUCCESS;

1
7

ept (EXCEPTION_EXECUTE_HANDLER) {

nothing */

1
I
return STATUS UNSUCCESSFUL;

FIGURE 2-10. VMDE query object callback.

Next let us start with enumerator routine, first acquire object directory handle by
calling NtOpenDirectoryObject. Notice that as most of Native API of this kind it support
supplying not only directory object name, but also a handle to the root directory. Important
note: several object directories access requires rights elevation. This applies mostly to
“Drivers” directory (as we do not walk all object directories, just a few), but if you have
administrator rights this is not a problem. “Device”, “"BaseNamedObjects” directory in any
case will be accessible, otherwise Windows API will fail itself.

16



emObjects(

HANDLE hRootDirectory,
PENUMOBIECTSCALLBACK CallbackProc,
PVOID CallbackParam

HANDLE hHeap = NULL;

HANDLE hDirectory = NULL;

NTSTATUS Statu STATUS UNSUCCESSFULS
STATUS CallbackStatu

POBJECT_DIRECTORY INFORMATION pInformaticn
OBJECT_ATTRIBUTES attr;

UNICODE STRING sname;

BOOL bRootDirectoryNamePresent;

ULONG k, bytesIO;

_try {

if (CallbackProc == NULL) {
Status ATUS_NO_CALLBACK_ACTIVE;
__leave;

}

hHeap = RtlProc ap(

bRootDirectorylamePres RootDirectory != NULL);

if (bRootDirectoryMamePresent == TRUE) {
RtlInitUnicode! sname 3 tDirectory);
InitializeObjectaAttribu name, 0B]_CASE_INSENSITIVE, MNULL, MULL};
Status = NtOpenDirecto ct(&hDirectory, DIRECTORY QUERY, &attr);

{
hDirectory = hRootDirectory;

FIGURE 2-11. VMDE opening objects directory.

Once we have object directory handle we need to walk directory by calling
NtQueryDirectoryObject until it will not return STATUS_NO_MORE_ENTRIES. We use
simplified memory allocation, usually it is more than enough but you may consider querying
exact size of required memory. Figure 2-12 shows rest of EnumSystemObjects routine.

17



rect ject(hDirectory,
, PAGE , TRUE, TRUE, &k, &bytes

CallbackProc(pInformation, CallbackParam);

ATUS_SUCCES

Status = NtQueryDirectoryObject(hDirectory,
pIn j _SIZE * » TRUE, FALSE, &k, &bytesIO);
} while (Status I ORE_ENTRIES);

» pInformation);
| MEMORY ;

1
i
_ finally {
if (hDirectory != NULL) NtC1 (hDirectory);
}
return Status;

FIGURE 2-12. VMDE walking through object directory and calling callback for every entry.

Finally the identification routine, IsObjectExists it is very short and simple, see Figure 2-13.

BOOL IsObjectExi
PWSTR RootDirectory,
PHSTR ObjectName

n

0BISCANPARAM Param;
if (!ARGUMENT_PRESENT(ObjectName))
return FALSE;

Param.Buffer ctName;
Param.Buffersiz _strlenw(0bjectName};

return NT_SUCCESS({EnumSystemObjects(RootDirectory, NULL, DetectObjectCallback, &Param));

FIGURE 2-13. VMDE IsObjectExists routine.

In the Appendix, you will find examples of this routine usage.

18



2.2. Emulated Hardware

Every virtual machine provides a set of specially emulated hardware. Usually they
are video, network adapters, sound cards or virtual controllers. To be able fully use them
user need to install set of VM vendor utilities and drivers (VMware Tools, VirtualBox Guess
Additions, Virtual PC VM Additions etc). However even nothing installed, emulated hardware
is still here and working. We will abuse this fact and target virtual machine hardware.
Usually malware detects suspicious hardware by using documented WMI requests, Setup
API or by querying hardware specific registry data without deep knowledge what exactly
they are querying. If the virtual machine has been heavily customized all the above tricks
will fail.

Some of hardware detection methods implemented relying on fact how VM emulates
CPU behavior. For example, using cache instructions, like whbinvd and invd®.
Unfortunately, they are privileged'®, which means we cannot use them in user mode and
that’s break our criteria.

To detect VM presence we will analyze the following data:
= Video BIOS

= System Management BIOS

» PCI bus devices

To get video BIOS and SMB data we will use feature, unavailable in client versions of
Windows prior to Vista. Starting from Windows 2003 SP1 as server and Windows Vista RTM
as client operation system provides documented!’ way to read system components
firmware. We will go little deeper and show you it implementation. Because we are going at
internal Native API level, nothing from this documented (and presumably never), everything
can be subject of change, so you use this as always on your own risk.

Cltypedef enum _SYSTEM_FIRMWARE TABLE ACTION
1
SystemFirmwareTable Enumerate,
temFirmwareTable Get
} SYSTEM FIRMWARE TABLE_ACTION, *PSYSTEM_FIRMWARE TABLE_ACTION;

Otypedef struct _SYSTEM FIRMWARE_TABLE _INFORMATION {

ULONG Providersignature;
SYSTEM_FIRMWARE _TABLE_ACTION Action;
ULONG TableID;
ULONG TableBufferLength;
UCHAR TableBuffer[ANYSIZE_ARRAY];
} SYSTEM FIRMWARE TABLE INFORMATION, *PSYSTEM FIRMWARE TABLE INFORMATION;

FIGURE 3-1. Structure definitions.

B http://www.symantec.com/avcenter/reference/Virtual_Machine_Threats.pdf

'® http://www.intel.com/content/dam/www/public/us/en/documents/manuals/64-ia-32-architectures-software-
developer-manual-325462.pdf

Y http://msdn.microsoft.com/en-us/library/windows/desktop/ms724379(v=vs.85).aspx
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PULONG pdwDat
DWORD dwSignature,
dwTableID

NTSTATUS
ULONG Length;
HANDLE hP
ULONG uAddr
| FIRMWARE_TABLE_IMNFORMATION pSIF = MULL;
SIZE_T memIO =

CLIENT_ID cid;
OBJECT_ATTRIBUTES attr;
MEMORY_REGION_INFORMATION memInfo;

mplementation */

Heap(), HEAP_ZERO_MEMORY, Length);

Table_Get;
ignature;

TableInformation, pSIF, Length, &Length);
STATUS_INVALID DEVICE_REQUEST) {

RtlFr )
psSIF = ( WARE_TABLE_TNFORMATIO A eap(), HEAP_ZERO_MEMORY, Length);

TableID =
TableBufferLength =
Q emInfo io pSIF, Length, &length);

return NULL;

¥

if (ARGUMENT_PRESENT(pdwDatas
*pdwDataSi Length;

PRESENT (pdwDataSize))
Length;

FIGURE 3-2. VMDE GetFirmwareTable implementation.

However, what to do with legacy Windows versions such as almost dead Windows XP
SP3? On Windows XP SP3 the above info class unavailable, but all required information
located inside Client/Server Runtime Subsystem (CSRSS) memory space, stored here for
Virtual DOS Machine (VDM) purposes, at few fixed addresses. Access to the csrss process
requires SeDebugPrivilege enabled for caller process. That is a restriction, but since all
Windows XP systems by default running everything with admin rights, it is does not matter
in this case. Figure 3-3 shows memory map of csrss with selected memory region that hold
Video BIOS data.
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FIGURE 3-3. Video BIOS data inside csrss memory, Windows XP SP3.

Memory region with address 0xC0000 holds raw firmware data, and memory region with
address 0xEO000 holds raw SMBIOS data. Dump it from there as shown on Figure 3-4. After
dumping contents of these tables all is left run signature scanning, locating VM specific
data. Note that Microsoft Virtual PC video card is emulated S3 Trio64 adapter with complete
S3 Trio64 VGA BIOS. Ironically, only fact of old S3 Graphics based adapter is a good
indication of virtual machine.
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default
eturn NULL;

ak;

+ (MEMORY_REGION_INFORMATION), &memIO);

ORY, memInfo.Regi

return pSIF;

FIGURE 3-4. The rest of VMDE GetFirmwareTable.

Next few figures demonstrate contents of firmware data used by popular virtual machines.
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FIGURE 3-7. Part of VMware firmware dump.
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FIGURE 3-11. Part of Parallels Desktop firmware dump.
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FIGURE 3-12. Part of Parallels RSMB dump.

This information is not depending on VM tools installation but as you might guess,
heavy manually customized VM can bypass that check, but not all VM may be reconfigured
that way without execution problem. Another way to detect VM presence is scanning PCI
bus devices. Figure 3-13 shows PCI bus connected devices on the Virtual PC.
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FIGURE 3-13. PCI bus connected devices.

Usually malware does not take this information in credit and only scans registry for
specific vendor names like *VYBOX*, *VYMWARE* and so on. We will detect VM presence in a
different way by enumerating PCI bus devices and querying their Hardware vendor ID
(HWID). The problem is again that we must do this from user mode and if possible, without
elevating privileges, so we cannot use SeTcbPrivilege and ProcessUserModelIOPL to list PCI
devices manually. Instead, we will use system information stored inside

\REGISTRY\MACHINE\SYSTEM\CurrentControlSet\Enum\PCI

We even do not need to read anything from it, it is enough to simple enumerate the root
key. Each key here represent a PCI bus connected device and has the following device
instance format:

VEN_XXXX&DEV_XXXX&SUBSYS_ XXXXXXXXX&REV_XX

Where VEN stands for Vendor ID in hexadecimal view, DEV stands for Device ID in
hexadecimal view. While dumping content of the root key we will process each entry and
extract VID value from it. See Appendix for a examples of usage.
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VOID EnumPCIDevsReg(
VOID

ySubInd
ULONG ResultLength

STRING ustr
TTRIBUTES
C_INFOR! ON pkeyInfo = NULL;

PVENDOR_ENTRY ent
WCHAR szTempBuf[MAX PATH] = {&};

RtlInitUnicodeString(&ustrk
Initializ

» &Resultlength);
ap(), HEAP_ZERO_MEMORY, ResultLength);

sicInformation, pKeyInfo, ResultLength, &Resultlength);

(VENDOR_ENTRY) ) ;
if ( entry
rncpyk y dorFullName, MAX_PATH, pKeyInfo-:Name, pKeyInfo-:NameLength / si WCHAR) ) 5
tractID(entry);
(&endorsListHead, &entry-:ListEntry);
1

}
RtlFr [ 0 ap(), 2, pkeyInfo};
pKeyInf

ubIndex++;
} while { NT_SUCCE
t _ finally {

y 1= NULL) NtClose(hKey);
if ( pKeyInfo != NULL) RtlFreeHeap(RtlPr: Heap(), @, pKeyInfo);

FIGURE 3-14. VMDE HWID enumeration routine.

Once we know all PCI bus devices we can walk through ID table and compare with known
VM vendors ID. Table 3-1 contains list of known vendors.

TABLE 3-1. Virtual Machine known hardware vendor ID.

Vendor Vendor ID
VMware 0x15AD
Oracle Ox80EE

Parallels 0Ox1AB8

In case of Virtual PC you can query S3 VID which is 0x5333, but take care as this can
trigger false positives.
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2.3. Additional execution artifacts.

While running certain virtualization software always produces artifacts that cannot
occur outside VM/Sandbox environment. They can be different: mismatches between
hardware information returned by CPU and operation system (number of cores, suspicious
CPU vendor names), incorrectly emulated instructions, traces of virtualization software code
execution. The perfect example of these artifacts, we can say artifacts generator, is
Sandboxie. Some of it detection methods already mentioned in previous chapters and in-
the-wild malware uses only few of them. What Sandboxie actually does:

» Isolates selected application from the rest of the system by heavy kernel mode
modifications to process affiliated system structures;

»= Provides transparent layer of API call redirects and filtering, controlling application
execution behavior.

How secure this compared to execution on the VM? The both sandbox and virtual machine
might have many in common goals but very different in implementation and result.
Therefore, we would say they could not be compared because code runs at different
conditions. However, instead of pure VM Sandboxie will always suffer from critical
implementation bugs'® that may alter behavior of real system and/or even compromise it
security. We did not say that VM is free from implementation bugs® ?°, but their usage and
effect is incomparable to bugs in the sandbox software that shares same host resources and
session. In other words, sandboxing software is mostly for casual users, while virtual
machines are mode advanced and more user skill dependent. Here we must distinguish
sandboxing software oriented for end-users and sandboxing as implementation used for
example in antivirus products and laboratories.

We will abuse Sandboxie transparent API layer to detect if our application is being
sandboxed. There are multiple detection ways, but we will show only most obvious. One of
the ways is that how Sandboxie implements program isolation through virtualized registry.
Big role here plays helper library SBIEDLL.DLL that injected in every sandboxed process.
This dll itself is a great indication of Sandboxie and this fact widely used by malware.
Nevertheless, exist helper applications that hide presence of this dII*!. Virtualized registry
only present in sandboxed applications so all we need is to establish fact of such
virtualization. Each sandbox has its own dedicated fake registry entries (just like in case of
system named objects). Figure 3-15 shows example.

¥ http://www.kernelmode.info/forum/viewtopic.php?f=13&t=2244

Y https://www.virtualbox.org/ticket/10947

%% http://www.cvedetails.com/vulnerability-list/vendor_id-93/product_id-20406/Oracle-Vm-Virtualbox.html
! http://bsa.isoftware.nl/
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FIGURE 3-15. Sandboxie registry virtualization.

To make this virtualization transparent

to the sandboxed application SBIEDLL.DLL

component perform massive API filtering in the user mode, faking results of several APIs.
Below is list of massive code modifications found in the sandboxed process running under
Windows XP SP3. Note that under different platforms this list may look different. These
standard libraries modifications itself by the way can be used to detect sandboxing.

ntdil.dll-->LdrInitialize Thunk Inline - RelativeJum
ntdll.dll-->LdrLoadDll Inline - RelativeJump 0x7C91
ntdll.dll-->LdrQuerylmageFileExecutionOptions Inlin
[ShieDlIl.dll]

ntdll.dll-->LdrUnloadDll Inline - RelativeJump 0x7C
ntdll.dll-->NtAcceptConnectPort Code Mismatch 0x7C9
ntdll.dll-->NtAccessCheck Code Mismatch 0x7C90CES50
ntdll.dll-->NtAccessCheckAndAuditAlarm Code Mismatc
ntdll.dll-->NtAccessCheckByType Code Mismatch 0x7C9
ntdll.dll-->NtAccessCheckByTypeAndAuditAlarm Inline
[unknown_code_page]
ntdll.dll-->NtAccessCheckByTypeResultList Code Mism
ntdll.dll-->NtAccessCheckByTypeResultListAndAuditAl
>7E420060 [unknown_code_page]
ntdll.dll-->NtAccessCheckByTypeResultListAndAuditAl
>7E420060 [unknown_code_page]
ntdll.dll-->NtAddAtom Code Mismatch 0x7C90CECO + 4
ntdll.dll-->NtAddBootEntry Code Mismatch 0x7C90CEDO
ntdll.dll-->NtAdjustGroupsToken Inline - RelativeJu
ntdll.dll-->NtAdjustPrivilegesToken Inline - Relati
ntdll.dll-->NtAdjustPrivilegesToken Inline - Relati
[unknown_code_page]

ntdil.dll-->NtAlertResumeThread Code Mismatch 0x7C9
ntdll.dll-->NtAlertThread Code Mismatch 0x7C90CF10
ntdll.dll-->NtAllocateLocallyUniqueld Code Mismatch
ntdll.dll-->NtAllocateUserPhysicalPages Code Mismat
ntdll.dll-->NtAllocateUuids Code Mismatch 0x7C90CF4
ntdll.dll-->NtAllocateVirtualMemory Code Mismatch 0
ntdll.dll-->NtAreMappedFilesTheSame Code Mismatch O
ntdll.dll-->NtAssignProcessToJobObject Inline - Rel
ntdll.dll-->NtAssignProcessToJobObject Inline - Rel
[unknown_code_page]
ntdll.dll-->NtCancelDeviceWakeupRequest Code Mismat
ntdll.dll-->NtCancelloFile Code Mismatch Ox7C90CFAQ
ntdll.dll-->NtCancelTimer Code Mismatch 0x7C90CFBO
ntdil.dll-->NtClearEvent Code Mismatch 0x7C90CFCO +
ntdll.dll-->NtClose Inline - RelativeJump 0x7C90CFD
ntdll.dll-->NtClose Inline - RelativeJump 0x7C90CFD
ntdll.dll-->NtCloseObjectAuditAlarm Inline - Relati
ntdll.dll-->NtCompactKeys Code Mismatch 0x7C90CFFO
ntdll.dll-->NtCompareTokens Code Mismatch 0x7C90D00
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p 0x7C901166-->7E420008 [unknown_code_page]
63A3-->7D2538E0 [ShieDlIl.dll]
e - RelativeJump 0x7C91CC83-->7D2539E0

91736B-->7D253940 [ShieDII.dll]

OCE40 + 4 [18 E9 16 32 B1 01]

+4[20 E9 06 32 B1 01]

h 0x7C90CEG0 + 4 [2C E9 F6 31 B1 01]
OCE70 + 4 [2C E9 E6 31 B1 01]

- RelativeJump 0x7C90CE84-->7E420060

atch 0x7C90CE90 + 4 [2C E9 C6 31 B1 01]
arm Inline - RelativeJump 0x7C90CEA4--

armByHandle Inline - RelativeJump 0x7C90CEB4--

[0C E9 96 31 B1 01]

+ 4 [08 E9 86 31 B1 01]

mp 0x7C90CEE4-->7C90CF1D [ntdll.dll]
veJump 0x7C90CEFO0-->7D25E2F0 [SbieDlIl.dll]
veJump 0x7C90CEF5-->7E420060

OCFO0O0 + 4 [08 E9 56 31 B1 01]

+4[04 E9 46 31 B1 01]

0x7C90CF20 + 4 [04 E9 36 31 B1 01]

ch 0x7C90CF30 + 4 [0C E9 26 31 B1 01]
0+4[10 E9 16 31 B1 01]

X7C90CF50 + 4 [18 E9 06 31 B1 01]

X7C90CF60 + 4 [08 E9 F6 30 B1 01]

ativeJump 0x7C90CF70-->7D260930 [ShieDIl.dll]
ativeJump 0x7C90CF75-->7E420060

ch 0x7C90CF90 + 4 [04 E9 C6 30 B1 01]

+ 4 [08 E9 B6 30 B1 01]

+ 4 [08 E9 A6 30 B1 01]

4 [04 E9 96 30 B1 01]

0-->7D23CC70 [ShieDlIl.dll]

5-->7E420060 [unknown_code_page]
veJump 0x7C90CFE4-->7C90D01C [ntdll.dll]
+ 4 [08 E9 66 30 B1 01]

0+4[0C E9 56 30 B1 01]



ntdll.dll-->NtCompleteConnectPort Code Mismatch 0x7
ntdll.dll-->NtCompressKey Code Mismatch 0x7C90D020
ntdll.dll-->NtConnectPort Inline - RelativeJump Ox7
ntdll.dll-->NtConnectPort Inline - RelativeJump Ox7
ntdll.dll-->NtCreateDebugObject Code Mismatch 0x7C9
ntdll.dll-->NtCreateDirectoryObject Code Mismatch O
ntdll.dll-->NtCreateEvent Inline - RelativeJump Ox7
ntdll.dll-->NtCreateEvent Inline - RelativeJump Ox7
ntdll.dll-->NtCreateEventPair Code Mismatch 0x7C90D
ntdll.dll-->NtCreateFile Inline - RelativeJump 0x7C
ntdll.dll-->NtCreateFile Inline - RelativeJump 0x7C
ntdll.dll-->NtCreateloCompletion Code Mismatch 0x7C
ntdll.dll-->NtCreateJobObject Inline - RelativeJump
ntdll.dll-->NtCreateJobObject Inline - RelativeJump
ntdll.dll-->NtCreateJobSet Code Mismatch 0x7C90D0CO
ntdll.dll-->NtCreateKey Inline - RelativeJump 0x7C9
ntdll.dll-->NtCreateKey Inline - RelativeJump 0x7C9
ntdll.dll-->NtCreateKeyedEvent Code Mismatch 0x7C90
ntdil.dll-->NtCreateMailslotFile Inline - RelativeJ
ntdll.dll-->NtCreateMailslotFile Inline - RelativeJ
ntdll.dll-->NtCreateMutant Inline - RelativeJump 0x
ntdll.dll-->NtCreateMutant Inline - RelativeJump 0x
ntdll.dll-->NtCreateNamedPipeFile Inline - Relative
ntdll.dll-->NtCreateNamedPipeFile Inline - Relative
ntdll.dll-->NtCreatePagingFile Code Mismatch 0x7C90
ntdll.dll-->NtCreatePort Inline - RelativeJump 0x7C
ntdll.dll-->NtCreatePort Inline - RelativeJump 0x7C
ntdil.dll-->NtCreateProcess Code Mismatch 0x7C90D13
ntdil.dll-->NtCreateProcessEx Code Mismatch 0x7C90D
ntdll.dll-->NtCreateProfile Code Mismatch 0x7C90D15
ntdll.dll-->NtCreateSection Inline - RelativeJump 0
ntdll.dll-->NtCreateSection Inline - RelativeJump 0
ntdll.dll-->NtCreateSemaphore Inline - RelativeJump
ntdll.dll-->NtCreateSemaphore Inline - RelativeJump
ntdll.dll-->NtCreateSymbolicLinkObject Code Mismatc
ntdll.dll-->NtCreateThread Code Mismatch 0x7C90D190
ntdll.dll-->NtCreateTimer Code Mismatch 0x7C90D1A0
ntdll.dll-->NtCreateToken Code Mismatch 0x7C90D1B0
ntdll.dll-->NtCreateWaitablePort Code Mismatch 0x7C
ntdll.dll-->NtDebugActiveProcess Code Mismatch 0x7C
ntdll.dll-->NtDebugContinue Inline - RelativeJump O
ntdll.dll-->NtDelayExecution Code Mismatch 0x7C90D1
ntdll.dll-->NtDeleteAtom Code Mismatch 0x7C90D200 +
ntdll.dll-->NtDeleteBootEntry Code Mismatch 0x7C90D
ntdll.dll-->NtDeleteFile Inline - RelativeJump 0x7C
ntdll.dll-->NtDeleteFile Inline - RelativeJump 0x7C
ntdll.dll-->NtDeleteKey Inline - RelativeJump 0x7C9
ntdll.dll-->NtDeleteKey Inline - RelativeJump 0x7C9
ntdll.dll-->NtDeleteObjectAuditAlarm Code Mismatch
ntdll.dll-->NtDeleteValueKey Inline - RelativeJump
ntdll.dll-->NtDeleteValueKey Inline - RelativeJump
ntdll.dll-->NtDeviceloControlFile Inline - Relative
ntdll.dll-->NtDeviceloControlFile Inline - Relative
ntdll.dll-->NtDisplayString Code Mismatch 0x7C90D27
ntdll.dll-->NtDuplicateObject Inline - RelativeJump
ntdll.dll-->NtDuplicateObject Inline - RelativeJump
ntdll.dll-->NtDuplicateToken Code Mismatch 0x7C90D2
ntdil.dll-->NtEnumerateBootEntries Code Mismatch 0x
ntdll.dll-->NtEnumerateKey Inline - RelativeJump 0x
ntdll.dll-->NtEnumerateKey Inline - RelativeJump 0x
ntdll.dll-->NtEnumerateSystemEnvironmentValuesEx Co
ntdll.dll-->NtEnumerateValueKey Inline - RelativeJu
ntdll.dll-->NtEnumerateValueKey Inline - RelativeJu
ntdll.dll-->NtExtendSection Inline - RelativeJump 0
ntdll.dll-->NtFilterToken Code Mismatch 0x7C90D2F0
ntdll.dll-->NtFindAtom Code Mismatch 0x7C90D300 + 4
ntdll.dll-->NtFlushBuffersFile Code Mismatch 0x7C90
ntdll.dll-->NtFlushinstructionCache Code Mismatch O
ntdll.dll-->NtFlushKey Code Mismatch 0x7C90D330 + 4
ntdll.dll-->NtFlushVirtualMemory Code Mismatch 0x7C
ntdll.dll-->NtFlushWriteBuffer Inline - RelativeJum
ntdll.dll-->NtFreeUserPhysicalPages Code Mismatch 0
ntdll.dll-->NtFreeVirtualMemory Code Mismatch 0x7C9
ntdll.dll-->NtFsControlFile Inline - RelativeJump 0
ntdll.dll-->NtFsControlFile Inline - RelativeJump 0
ntdll.dll-->NtGetContextThread Code Mismatch 0x7C90
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C90D010 + 4 [04 E9 46 30 B1 01]

+4[04 E9 36 30 B1 01]

C90D030-->7D24BECO [SbhieDlIl.dll]
C90D035-->7E420060 [unknown_code_page]
0DO050 + 4 [10 E9 06 30 B1 01]

X7C90D060 + 4 [0C E9 F6 2F B1 01]
C90D070-->7D24C9BO0 [ShieDlIl.dll]
C90D075-->7E420060 [unknown_code_page]
080 + 4 [0C E9 D6 2F B1 01]
90D090-->7D23D4DO0 [SbieDIl.dll]
90D095-->7E420060 [unknown_code_page]
90DO0AO + 4 [10 E9 B6 2F B1 01]
0x7C90D0B0-->7D260700 [ShieDII.dlIl]
0x7C90D0B5-->7E420060 [unknown_code_page]
+ 4 [0C E9 96 2F B1 01]

0DODO0-->7D251ACO [ShieDlIl.dll]
0DOD5-->7E420060 [unknown_code_page]

DFBO + 4 [10 E9 A6 20 B1 01]

ump 0x7C90DOEO-->7D23A3B0 [SbieDIl.dll]

ump 0x7C90DOE5-->7E420060 [unknown_code_page]
7C90DOF0-->7D24CD10 [SbieDll.dll]
7C90D0F5-->7E420060 [unknown_code_page]
Jump 0x7C90D100-->7D23A550 [SbieDlIl.dll]
Jump 0x7C90D105-->7E420060 [unknown_code_page]
D110 + 4 [10 E9 46 2F B1 01]
90D120-->7D24BD50 [ShieDlIl.dll]
90D125-->7E420060 [unknown_code_page]
0+4[20 E9 26 2F B1 01]

140 + 4[24 E9 16 2F B1 01]

0+ 4[24 E9 06 2F B1 01]
X7C90D160-->7D24D3A0 [ShieDIl.dll]
X7C90D165-->7E420060 [unknown_code_page]
0x7C90D170-->7D24D040 [SbieDIl.dll]
0x7C90D175-->7E420060 [unknown_code_page]
h 0x7C90D180 + 4 [10 E9 D6 2E B1 01]

+ 4 [20 E9 C6 2E B1 01]

+4[10 E9 B6 2E B1 01]

+ 4 [34 E9 A6 2E B1 01]

90D1CO + 4 [14 E9 96 2E B1 01]

90D1DO0 + 4 [08 E9 86 2E B1 01]
X7C90D1E4-->7C90D21A [ntdll.dll]

FO + 4 [08 E9 66 2E B1 01]

4 [04 E9 56 2E B1 01]

210 + 4 [04 E9 46 2E B1 01]
90D220-->7D235BDO0 [SbieDlIl.dll]
90D225-->7E420060 [unknown_code_page]
0D230-->7D252CAO0 [SbieDIl.dll]
0D235-->7E420060 [unknown_code_page]
0x7C90D240 + 4 [0C E9 16 2E B1 01]
0x7C90D250-->7D252B30 [ShieDIl.dll]
0x7C90D255-->7E420060 [unknown_code_page]
Jump 0x7C90D260-->7D23A800 [ShieDlIl.dll]
Jump 0x7C90D265-->7E420060 [unknown_code_page]
0+4[04 E9 E6 2D B1 01]
0x7C90D280-->7D25EA40 [ShieDiIl.dlI]
0x7C90D285-->7E420060 [unknown_code_page]
90 + 4 [18 E9 C6 2D B1 01]

7C90D2A0 + 4 [08 E9 B6 2D B1 01]
7C90D2B0-->7D251E40 [ShieDlIl.dll]
7C90D2B5-->7E420060 [unknown_code_page]
de Mismatch 0x7C90D2CO0 + 4 [0C E9 96 2D B1 01]
mp 0x7C90D2D0-->7D252490 [SbieDIl.dll]

mp 0x7C90D2D5-->7E420060 [unknown_code_page]
X7C90D2E4-->7C90D319 [ntdlIl.dll]

+4[18 E9 66 2D B1 01]

[0C E9 56 2D B1 01]

D310 + 4 [08 E9 46 2D B1 01]

X7C90D320 + 4 [0C E9 36 2D B1 01]

[04 E9 26 2D B1 01]

90D340 + 4 [10 E9 16 2D B1 01]

p 0x7C90D355-->7E420060 [unknown_code_page]
X7C90D360 + 4 [0C E9 F6 2C B1 01]

0D370 + 4 [10 E9 E6 2C B1 01]
X7C90D380-->7D23CADO [ShieDIl.dll]
X7C90D385-->7E420060 [unknown_code_page]
D390 + 4 [08 E9 C6 2C B1 01]



ntdll.dll-->NtGetDevicePowerState Code Mismatch 0x7
ntdll.dll-->NtGetPlugPlayEvent Code Mismatch 0x7C90
ntdll.dll-->NtGetWriteWatch Code Mismatch 0x7C90D3C
ntdll.dll-->NtimpersonateAnonymousToken Inline - Re
ntdll.dll-->NtimpersonateAnonymousToken Inline - Re
[unknown_code_page]
ntdll.dll-->NtimpersonateClientOfPort Inline - Rela
ntdll.dll-->NtimpersonateClientOfPort Inline - Rela
[unknown_code_page]

ntdll.dll-->NtimpersonateThread Inline - RelativeJu
ntdll.dll-->NtimpersonateThread Inline - RelativeJu
ntdll.dll-->NtlInitializeRegistry Code Mismatch 0x7C
ntdll.dll-->NtInitiatePowerAction Code Mismatch 0x7
ntdll.dll-->NtlsProcessinJob Code Mismatch 0x7C90D4
ntdll.dll-->NtlsSystemResumeAutomatic Inline - Rela
[unknown_code_page]

ntdll.dll-->NtListenPort Code Mismatch 0x7C90D440 +
ntdll.dll-->NtLoadDriver Inline - RelativeJump 0x7C
ntdll.dll-->NtLoadDriver Inline - RelativeJump 0x7C
ntdll.dll-->NtLoadKey Inline - RelativeJump 0x7C90D
ntdll.dll-->NtLoadKey Inline - RelativeJump 0x7C90D
ntdll.dll-->NtLoadKey2 Code Mismatch 0x7C90D470 + 4
ntdll.dll-->NtLockFile Code Mismatch 0x7C90D480 + 4
ntdll.dll-->NtLockProductActivationKeys Code Mismat
ntdll.dll-->NtLockRegistryKey Code Mismatch 0x7C90D
ntdll.dll-->NtLockVirtualMemory Code Mismatch 0x7C9
ntdll.dll-->NtMakePermanentObject Code Mismatch 0x7
ntdll.dll-->NtMakeTemporaryObject Code Mismatch 0x7
ntdll.dll-->NtMapUserPhysicalPages Inline - Relativ
ntdll.dll-->NtMapUserPhysicalPagesScatter Code Mism
ntdll.dll-->NtModifyBootEntry Code Mismatch 0x7C90D
ntdll.dll-->NtNotifyChangeDirectoryFile Code Mismat
ntdll.dll-->NtNotifyChangeKey Inline - RelativeJump
ntdll.dll-->NtNotifyChangeKey Inline - RelativeJump
ntdll.dll-->NtNotifyChangeMultipleKeys Inline - Rel
ntdll.dll-->NtNotifyChangeMultipleKeys Inline - Rel
[unknown_code_page]
ntdll.dll-->NtOpenDirectoryObject Code Mismatch 0x7
ntdll.dll-->NtOpenEvent Inline - RelativeJump 0x7C9
ntdll.dll-->NtOpenEvent Inline - RelativeJump 0x7C9
ntdll.dll-->NtOpenEventPair Code Mismatch 0x7C90D57
ntdll.dll-->NtOpenFile Inline - RelativeJump 0x7C90
ntdll.dll-->NtOpenFile Inline - RelativeJump 0x7C90
ntdll.dll-->NtOpenloCompletion Code Mismatch 0x7C90
ntdll.dll-->NtOpenJobObject Code Mismatch 0x7C90D5A
ntdll.dll-->NtOpenKey Inline - RelativeJump 0x7C90D
ntdll.dll-->NtOpenKey Inline - RelativeJump 0x7C90D
ntdll.dll-->NtOpenKeyedEvent Code Mismatch 0x7C90DF
ntdll.dll-->NtOpenMutant Inline - RelativeJump 0x7C
ntdll.dll-->NtOpenMutant Inline - RelativeJump 0x7C
ntdll.dll-->NtOpenObjectAuditAlarm Code Mismatch Ox
ntdll.dll-->NtOpenProcess Inline - RelativeJump 0x7
ntdll.dll-->NtOpenProcess Inline - RelativeJump 0x7
ntdll.dll-->NtOpenProcessToken Code Mismatch 0x7C90
ntdll.dll-->NtOpenProcessTokenEx Code Mismatch 0x7C
ntdll.dll-->NtOpenSection Inline - RelativeJump 0x7
ntdll.dll-->NtOpenSection Inline - RelativeJump 0x7
ntdll.dll-->NtOpenSemaphore Inline - RelativeJump 0
ntdll.dll-->NtOpenSemaphore Inline - RelativeJump 0
ntdll.dll-->NtOpenSymbolicLinkObject Code Mismatch
ntdll.dll-->NtOpenThread Inline - RelativeJump 0x7C
ntdll.dll-->NtOpenThread Inline - RelativeJump 0x7C
ntdll.dll-->NtOpenThreadToken Code Mismatch 0x7C90D
ntdll.dll-->NtOpenThreadTokenEx Code Mismatch 0x7C9
ntdll.dll-->NtOpenTimer Code Mismatch 0x7C90D670 +
ntdll.dll-->NtPlugPlayControl Code Mismatch 0x7C90D
ntdll.dll-->NtPowerlnformation Code Mismatch 0x7C90
ntdll.dll-->NtPrivilegeCheck Code Mismatch 0x7C90D6
ntdll.dll-->NtPrivilegedServiceAuditAlarm Code Mism
ntdll.dll-->NtPrivilegeObjectAuditAlarm Code Mismat
ntdll.dll-->NtProtectVirtualMemory Code Mismatch 0x
ntdll.dll-->NtPulseEvent Inline - RelativeJump 0x7C
ntdll.dll-->NtQueryAttributesFile Inline - Relative
ntdll.dll-->NtQueryAttributesFile Inline - Relative
ntdll.dll-->NtQueryBootEntryOrder Code Mismatch 0x7
ntdll.dll-->NtQueryBootOptions Code Mismatch 0x7C90

32

C90D3A0 + 4 [08 E9 B6 2C B1 01]

D3BO0 + 4 [10 E9 A6 2C B1 01]

0+4[1CE996 2C B101]

lativeJump 0x7C90D3D0-->7D24ACAO [ShieDIl.dll]
lativeJump 0x7C90D3D5-->7E420060

tiveJump Ox7C90D3E0-->7D24AC30 [ShieDI.dll]
tiveJump 0x7C90D3E5-->7E420060

mp 0x7C90D3F0-->7D24ACEQ [SbieDIl.dll]

mp 0x7C90D3F5-->7E420060 [unknown_code_page]
90D400 + 4 [04 E9 56 2C B1 01]

C90D410 + 4 [10 E9 46 2C B1 01]

20 + 4 [08 E9 36 2C B1 01]

tiveJump 0x7C90D435-->7E420060

408 E9 16 2C B1 01]

90D450-->7D253BFO0 [SbhieDIl.dll]
90D455-->7E420060 [unknown_code_page]
460-->7D250370 [SbieDIl.dll]

465-->7E420060 [unknown_code_page]

[OC E9 E6 2B B1 01]

[28 E9 D6 2B B1 01]

ch 0x7C90D490 + 4 [08 E9 C6 2B B1 01]

4A0 + 4 [04 E9 B6 2B B1 01]

0D4BO0 + 4 [10 E9 A6 2B B1 01]

C90D4CO0 + 4 [04 E9 96 2B B1 01]

C90D4D0 + 4 [04 E9 86 2B B1 01]

eJump 0x7C90D4E4-->7C90D517 [ntdlIl.dll]

atch 0x7C90D4F0 + 4 [0C E9 66 2B B1 01]

510 + 4 [04 E9 46 2B B1 01]

ch 0x7C90D520 + 4 [24 E9 36 2B B1 01]
0x7C90D530-->7D250DD0 [ShieDlIl.dll]
0x7C90D535-->7E420060 [unknown_code_page]
ativeJump 0x7C90D540-->7D24FFB0 [SbieDlIl.dll]
ativeJump 0x7C90D545-->7E420060

C90D550 + 4 [0C E9 06 2B B1 01]
0D560-->7D24CBAO [ShieDlIl.dll]
0D565-->7E420060 [unknown_code_page]
0+ 4 [0C E9 E6 2A B1 01]
D580-->7D23EB90 [SbieDlII.dll]
D585-->7E420060 [unknown_code_page]
D590 + 4 [0C E9 C6 2A B1 01]

0+ 4 [0C E9 B6 2A B1 01]

5B0-->7D252850 [ShieDIl.dll]
5B5-->7E420060 [unknown_code_page]

CO + 4 [0C E9 96 20 B1 01]
90D5C0-->7D24CEDO [ShieDlIl.dll]
90D5C5-->7E420060 [unknown_code_page]
7C90D5D0 + 4 [30 E9 86 2A B1 01]
C90D5EO0-->7D25E990 [ShieDlII.dll]
C90D5E5-->7E420060 [unknown_code_page]
D5F0 + 4 [0C E9 66 2A B1 01]

90D600 + 4 [10 E9 56 2A B1 01]
C90D610-->7D24D5D0 [ShieDlIl.dll]
C90D615-->7E420060 [unknown_code_page]
X7C90D620-->7D24D230 [SbieDIl.dll]
X7C90D625-->7E420060 [unknown_code_page]
0x7C90D630 + 4 [0C E9 26 2A B1 01]
90D640-->7D25E020 [SbieDIl.dll]
90D645-->7E420060 [unknown_code_page]
650 + 4 [10 E9 06 2A B1 01]

0D660 + 4 [14 E9 F6 29 B1 01]

4 [0C E9 E6 29 B1 01]

680 + 4 [0C E9 D6 29 B1 01]

D690 + 4 [14 E9 C6 29 B1 01]

AO + 4 [0C E9 B6 29 B1 01]

atch 0x7C90D6CO + 4 [14 E9 96 29 B1 01]

ch 0x7C90D6B0 + 4 [18 E9 A6 29 B1 01]
7C90D6DO0 + 4 [14 E9 86 29 B1 01]
90D6E4-->7C90D715 [ntdll.dll]

Jump 0x7C90D6F0-->7D23BF60 [SbieDIl.dll]
Jump 0x7C90D6F5-->7E420060 [unknown_code_page]
C90D700 + 4 [08 E9 56 29 B1 01]

D710 + 4 [08 E9 46 29 B1 01]



ntdll.dll-->NtQueryDebugFilterState Code Mismatch 0
ntdll.dll-->NtQueryDefaultLocale Code Mismatch 0x7C
ntdll.dll-->NtQueryDefaultUILanguage Code Mismatch
ntdll.dll-->NtQueryDirectoryFile Inline - RelativeJ
ntdll.dll-->NtQueryDirectoryFile Inline - RelativeJ
ntdll.dll-->NtQueryDirectoryObject Code Mismatch 0x
ntdll.dll-->NtQueryEaFile Code Mismatch 0x7C90D770
ntdll.dll-->NtQueryEvent Code Mismatch 0x7C90D780 +
ntdll.dll-->NtQueryFullAttributesFile Inline - Rela
ntdll.dll-->NtQueryFullAttributesFile Inline - Rela
[unknown_code_page]
ntdll.dll-->NtQuerylnformationAtom Code Mismatch Ox
ntdll.dll-->NtQuerylnformationFile Inline - Relativ
ntdll.dll-->NtQuerylnformationFile Inline - Relativ
[unknown_code_page]
ntdll.dll-->NtQueryInformationJobObject Code Mismat
ntdll.dll-->NtQuerylnformationPort Code Mismatch Ox
ntdll.dll-->NtQuerylnformationProcess Inline - Rela
ntdll.dll-->NtQueryInformationThread Code Mismatch
ntdll.dll-->NtQuerylnformationToken Code Mismatch 0
ntdll.dll-->NtQuerylnstallUlLanguage Code Mismatch
ntdll.dll-->NtQuerylntervalProfile Code Mismatch 0x
ntdll.dll-->NtQueryloCompletion Code Mismatch 0x7C9
ntdll.dll-->NtQueryKey Inline - RelativeJump 0x7C90
ntdll.dll-->NtQueryKey Inline - RelativeJump 0x7C90
ntdll.dll-->NtQueryMultipleValueKey Inline - Relati
ntdll.dll-->NtQueryMultipleValueKey Inline - Relati
[unknown_code_page]

ntdll.dll-->NtQueryMutant Code Mismatch 0x7C90D860
ntdll.dll-->NtQueryObiject Inline - RelativeJump Ox7
ntdll.dll-->NtQueryObiject Inline - RelativeJump Ox7
ntdll.dll-->NtQueryOpenSubKeys Code Mismatch 0x7C90
ntdll.dll-->NtQueryPerformanceCounter Code Mismatch
ntdll.dll-->NtQueryPortInformationProcess Inline -
[unknown_code_page]
ntdll.dll-->NtQueryQuotalnformationFile Code Mismat
ntdll.dll-->NtQuerySection Code Mismatch 0x7C90D8B0
ntdll.dll-->NtQuerySecurityObject Inline - Relative
ntdll.dll-->NtQuerySecurityObject Inline - Relative
ntdll.dll-->NtQuerySemaphore Code Mismatch 0x7C90D8
ntdll.dll-->NtQuerySymbolicLinkObject Inline - Rela
ntdll.dll-->NtQuerySystemEnvironmentValue Code Mism
ntdll.dll-->NtQuerySystemEnvironmentValueEx Code Mi
ntdll.dll-->NtQuerySystemInformation Inline - Relat
ntdll.dll-->NtQuerySystemInformation Inline - Relat
[unknown_code_page]

ntdll.dll-->NtQuerySystemTime Code Mismatch 0x7C90D
ntdll.dll-->NtQueryTimer Code Mismatch 0x7C90D930 +
ntdll.dll-->NtQueryTimerResolution Code Mismatch 0x
ntdll.dll-->NtQueryValueKey Inline - RelativeJump 0
ntdll.dll-->NtQueryValueKey Inline - RelativeJump O
ntdll.dll-->NtQueryVirtualMemory Inline - RelativeJ
ntdll.dll-->NtQueryVirtualMemory Inline - RelativeJ
ntdll.dll-->NtQueryVolumelnformationFile Inline - R
[ShieDlIl.dll]

ntdll.dll-->NtQueryVolumelnformationFile Inline - R
[unknown_code_page]

ntdll.dll-->NtQueueApcThread Code Mismatch 0x7C90D9
ntdll.dll-->NtRaiseHardError Code Mismatch 0x7C90D9
ntdll.dll-->NtReadFile Inline - RelativeJump 0x7C90
ntdll.dll-->NtReadFile Inline - RelativeJump 0x7C90
ntdll.dll-->NtReadFileScatter Code Mismatch 0x7C90D
ntdll.dll-->NtReadRequestData Code Mismatch 0x7C90D
ntdll.dll-->NtReadVirtualMemory Inline - RelativeJu
ntdll.dll-->NtRegisterThreadTerminatePort Code Mism
ntdll.dll-->NtReleaseKeyedEvent Code Mismatch 0x7C9
ntdll.dll-->NtReleaseMutant Code Mismatch 0x7C90DAO0
ntdll.dll-->NtReleaseSemaphore Code Mismatch 0x7C90
ntdll.dll-->NtRemoveloCompletion Code Mismatch 0x7C
ntdll.dll-->NtRemoveProcessDebug Code Mismatch 0x7C
ntdll.dll-->NtRenameKey Inline - RelativeJump 0x7C9
ntdll.dll-->NtRenameKey Inline - RelativeJump 0x7C9
ntdll.dll-->NtReplaceKey Code Mismatch 0x7C90DA50 +
ntdll.dll-->NtReplyPort Code Mismatch 0x7C90DA60 +
ntdll.dll-->NtReplyWaitReceivePort Code Mismatch 0x
ntdll.dll-->NtReplyWaitReceivePortEx Code Mismatch
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X7C90D720 + 4 [08 E9 36 29 B1 01]

90D730 + 4 [08 E9 26 29 B1 01]

0x7C90D740 + 4 [04 E9 16 29 B1 01]

ump 0x7C90D750-->7D23A990 [SbieDll.dll]

ump 0x7C90D755-->7E420060 [unknown_code_page]
7C90D760 + 4 [1C E9 F6 28 B1 01]

+ 4[24 E9 E6 28 B1 01]

4 [14 E9 D6 28 B1 01]

tiveJump 0x7C90D790-->7D23BFCO [ShieDII.dll]
tiveJump 0x7C90D795-->7E420060

7C90D7A0 + 4 [14 E9 B6 28 B1 01]
eJump 0x7C90D7B0-->7D23E450 [ShieDIl.dll]
eJump 0x7C90D7B5-->7E420060

ch 0x7C90D7CO0 + 4 [14 E9 96 28 B1 01]
7C90D7DO0 + 4 [14 E9 86 28 B1 01]

tiveJump 0x7C90D7E4-->7C90D814 [ntdll.dll]
0x7C90D7FO + 4 [14 E9 66 28 B1 01]
X7C90D800 + 4 [14 E9 56 28 B1 01]
0x7C90D810 + 4 [04 E9 46 28 B1 01]
7C90D820 + 4 [08 E9 36 28 B1 01]

0D830 + 4 [14 E9 26 28 B1 01]
D840-->7D252C70 [ShieDIl.dll]
D845-->7E420060 [unknown_code_page]
veJump 0x7C90D850-->7D252620 [SbieDII.dlIl]
veJump 0x7C90D855-->7E420060

+4[14 E9 F6 27 B1 01]
C90D870-->7D254F00 [ShieDlIl.dll]
C90D875-->7E420060 [unknown_code_page]
D880 + 4 [08 E9 D6 27 B1 01]

0x7C90D890 + 4 [08 E9 C6 27 B1 01]
RelativeJump 0x7C90DFF5-->7E420060

ch 0x7C90D8AO0 + 4 [24 E9 B6 27 B1 01]

+ 4 [14 E9 A6 27 B1 01]

Jump 0x7C90D8CO-->7D25E080 [ShieDll.dll]

Jump 0x7C90D8C5-->7E420060 [unknown_code_page]
DO + 4 [14 E9 86 27 B1 01]

tiveJump 0x7C90D8E4-->7C90D913 [ntdll.dll]

atch 0x7C90D8FO + 4 [10 E9 66 27 B1 01]

smatch 0x7C90D900 + 4 [14 E9 56 27 B1 01]

iveJump 0x7C90D910-->7D260870 [ShieDIl.dll]
iveJump 0x7C90D915-->7E420060

920 + 4 [04 E9 36 27 B1 01]

4[14 E9 26 27 B1 01]

7C90D940 + 4 [0C E9 16 27 B1 01]
X7C90D950-->7D252210 [ShieDlIl.dll]
X7C90D955-->7E420060 [unknown_code_page]

ump 0x7C90D960-->7D2550F0 [ShieDlIl.dll]

ump 0x7C90D965-->7E420060 [unknown_code_page]
elativeJump 0x7C90D970-->7D23CE50

elativeJump 0x7C90D975-->7E420060

80 + 4 [14 E9 D6 26 B1 01]

AO + 4 [18 E9 B6 26 B1 01]
D9B0-->7D233290 [ShieDlII.dlIl]
D9B5-->7E420060 [unknown_code_page]
9CO + 4[24 E9 96 26 B1 01]

9DO0 + 4 [18 E9 86 26 B1 01]

mp 0x7C90D9E4-->7C90DA12 [ntdll.dll]
atch 0x7C90D9FO0 + 4 [04 E9 66 26 B1 01]
ODFDO + 4 [10 E9 86 20 B1 01]

0+ 4 [08 E9 56 26 B1 01]

DA10 + 4 [0C E9 46 26 B1 01]

90DA20 + 4 [14 E9 36 26 B1 01]

90DA30 + 4 [08 E9 26 26 B1 01]
0DA40-->7D250340 [ShieDlIl.dll]
0DA45-->7E420060 [unknown_code_page]
4 [0C E9 06 26 B1 01]

4 [08 E9 F6 25 B1 01]

7C90DA70 + 4 [10 E9 E6 25 B1 01]
0x7C90DAS8O0 + 4 [14 E9 D6 25 B1 01]



ntdll.dll-->NtReplyWaitReplyPort Code Mismatch 0x7C
ntdll.dll-->NtRequestDeviceWakeup Code Mismatch 0x7
ntdll.dll-->NtRequestPort Code Mismatch 0x7C90DABO
ntdll.dll-->NtRequestWaitReplyPort Inline - Relativ
ntdll.dll-->NtRequestWaitReplyPort Inline - Relativ
[unknown_code_page]
ntdll.dll-->NtRequestWakeupLatency Code Mismatch 0x
ntdll.dll-->NtResetEvent Inline - RelativeJump 0x7C
ntdll.dll-->NtResetWriteWatch Code Mismatch 0x7C90D
ntdll.dll-->NtRestoreKey Code Mismatch 0x7C90DB00 +
ntdll.dll-->NtResumeProcess Code Mismatch 0x7C90DB1
ntdll.dll-->NtResumeThread Code Mismatch 0x7C90DB20
ntdll.dll-->NtSaveKey Inline - RelativeJump 0x7C90D
ntdll.dll-->NtSaveKey Inline - RelativeJump 0x7C90D
ntdll.dll-->NtSaveKeyEx Code Mismatch 0x7C90DB40 +
ntdll.dll-->NtSaveMergedKeys Code Mismatch 0x7C90DB
ntdll.dll-->NtSecureConnectPort Inline - RelativeJu
ntdll.dll-->NtSecureConnectPort Inline - RelativeJu
ntdll.dll-->NtSetBootEntryOrder Code Mismatch 0x7C9
ntdll.dll-->NtSetBootOptions Code Mismatch 0x7C90DB
ntdll.dll-->NtSetContextThread Code Mismatch 0x7C90
ntdll.dll-->NtSetDebugFilterState Code Mismatch 0x7
ntdll.dll-->NtSetDefaultHardErrorPort Code Mismatch
ntdll.dll-->NtSetDefaultLocale Code Mismatch 0x7C90
ntdll.dll-->NtSetDefaultUILanguage Code Mismatch 0x
ntdll.dll-->NtSetEaFile Inline - RelativeJump 0x7C9
ntdll.dll-->NtSetEvent Code Mismatch 0x7C90DBFO + 4
ntdll.dll-->NtSetEventBoostPriority Code Mismatch 0
ntdll.dll-->NtSetHighEventPair Code Mismatch 0x7C90
ntdll.dll-->NtSetHighWaitLowEventPair Code Mismatch
ntdll.dll-->NtSetinformationDebugObject Code Mismat
ntdll.dll-->NtSetInformationFile Inline - RelativeJ
ntdll.dll-->NtSetInformationFile Inline - RelativeJ
ntdll.dll-->NtSetIinformationJobObject Inline - Rela
ntdll.dll-->NtSetIinformationJobObject Inline - Rela
[unknown_code_page]

ntdll.dll-->NtSetIinformationKey Code Mismatch 0x7C9
ntdll.dll-->NtSetInformationObject Code Mismatch 0x
ntdll.dll-->NtSetIinformationProcess Inline - Relati
ntdll.dll-->NtSetInformationProcess Inline - Relati
[unknown_code_page]
ntdll.dll-->NtSetIinformationThread Code Mismatch Ox
ntdll.dll-->NtSetinformationToken Inline - Relative
ntdll.dll-->NtSetInformationToken Inline - Relative
ntdll.dll-->NtSetIntervalProfile Code Mismatch 0x7C
ntdll.dll-->NtSetloCompletion Code Mismatch 0x7C90D
ntdll.dll-->NtSetLdtEntries Code Mismatch 0x7C90DCD
ntdll.dll-->NtSetLowEventPair Inline - RelativeJump
ntdll.dll-->NtSetLowWaitHighEventPair Code Mismatch
ntdll.dll-->NtSetQuotalnformationFile Code Mismatch
ntdll.dll-->NtSetSecurityObject Inline - RelativeJu
ntdll.dll-->NtSetSecurityObject Inline - RelativeJu
ntdll.dll-->NtSetSystemEnvironmentValue Code Mismat
ntdll.dll-->NtSetSystemEnvironmentValueEx Code Mism
ntdll.dll-->NtSetSystemInformation Code Mismatch Ox
ntdll.dll-->NtSetSystemPowerState Code Mismatch 0x7
ntdll.dll-->NtSetSystemTime Code Mismatch 0x7C90DD6
ntdll.dll-->NtSetThreadExecutionState Code Mismatch
ntdll.dll-->NtSetTimer Code Mismatch 0x7C90DD80 + 4
ntdll.dll-->NtSetTimerResolution Code Mismatch 0x7C
ntdll.dll-->NtSetUuidSeed Code Mismatch 0x7C90DDAO
ntdll.dll-->NtSetValueKey Inline - RelativeJump 0x7
ntdll.dll-->NtSetValueKey Inline - RelativeJump 0x7
ntdll.dll-->NtSetVolumelnformationFile Code Mismatc
ntdll.dll-->NtShutdownSystem Code Mismatch 0x7C90DD
ntdll.dll-->NtSignalAndWaitForSingleObject Inline -
[ntdll.dll]

ntdll.dll-->NtStartProfile Code Mismatch 0x7C90DDFO
ntdll.dll-->NtStopProfile Code Mismatch 0x7C90DEOO
ntdll.dll-->NtSuspendProcess Code Mismatch 0x7C90DE
ntdll.dll-->NtSuspendThread Code Mismatch Ox7C90DE2
ntdll.dll-->NtSystemDebugControl Code Mismatch 0x7C
ntdll.dll-->NtTestAlert Inline - RelativeJump 0x7C9
ntdll.dll-->NtTraceEvent Inline - RelativeJump 0x7C
ntdll.dll-->NtTraceEvent Inline - RelativeJump 0x7C
ntdll.dll-->NtTranslateFilePath Code Mismatch 0x7C9
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90DA90 + 4 [08 E9 C6 25 B1 01]
C90DAAO + 4 [04 E9 B6 25 B1 01]

+4[08 E9 A6 25 B1 01]

eJump 0x7C90DACO-->7D24B160 [ShieDII.dll]
eJump 0x7C90DACS5-->7E420060

7C90DADO + 4 [04 E9 86 25 B1 01]
90DAE4-->7C90DB11 [ntdll.dll]

AFO + 4 [0C E9 66 25 B1 01]

4 [0C E9 56 25 B1 01]

0+ 4 [04 E9 46 25 B1 01]

+ 4 [08 E9 36 25 B1 01]

B30-->7D262800 [ShieDIl.dll]

B35-->7E420060 [unknown_code_page]

4 [0C E9 16 25 B1 01]

50 + 4 [0C E9 06 25 B1 01]

mp 0x7C90DB60-->7D24C090 [ShieDlIl.dll]

mp 0x7C90DB65-->7E420060 [unknown_code_page]
ODB70 + 4 [08 E9 E6 24 B1 01]

80 + 4 [08 E9 D6 24 B1 01]

DB90 + 4 [08 E9 C6 24 B1 01]

C90DBAO + 4 [0C E9 B6 24 B1 01]
0x7C90DBBO + 4 [04 E9 A6 24 B1 01]

DBCO + 4 [08 E9 96 24 B1 01]

7C90DBDO + 4 [04 E9 86 24 B1 01]
ODBEA4-->7C90DC10 [ntdll.dll]

[08 E9 66 24 B1 01]

X7C90DCO0 + 4 [04 E9 56 24 B1 01]

DC10 + 4 [04 E9 46 24 B1 01]

0x7C90DC20 + 4 [04 E9 36 24 B1 01]

ch 0x7C90DC30 + 4 [14 E9 26 24 B1 01]

ump 0x7C90DC40-->7D23E850 [ShieDlIl.dll]
ump 0x7C90DC45-->7E420060 [unknown_code_page]
tiveJump 0x7C90DC50-->7D260970 [ShieDIl.dll]
tiveJump 0x7C90DC55-->7E420060

0DC60 + 4 [10 E9 F6 23 B1 01]

7C90DC70 + 4 [10 E9 E6 23 B1 01]

veJump 0x7C90DC80-->7D256190 [ShieDII.dll]
veJump 0x7C90DC85-->7E420060

7C90DC90 + 4 [10 E9 C6 23 B1 01]

Jump 0x7C90DCAO0-->7D25E2B0 [ShieDIl.dll]
Jump 0x7C90DCA5-->7E420060 [unknown_code_page]
90DCBO + 4 [08 E9 A6 23 B1 01]

CCO + 4 [14 E9 96 23 B1 01]

0+4[18 E9 86 23 B1 01]
0x7C90DCE4-->7C90DDOF [ntdll.dll]
0x7C90DCFO + 4 [04 E9 66 23 B1 01]
0x7C90DDO00 + 4 [10 E9 56 23 B1 01]

mp 0x7C90DD10-->7D25E150 [ShieDlIl.dll]

mp 0x7C90DD15-->7E420060 [unknown_code_page]
ch 0x7C90DD20 + 4 [08 E9 36 23 B1 01]

atch 0x7C90DD30 + 4 [14 E9 26 23 B1 01]
7C90DDA40 + 4 [0C E9 16 23 B1 01]

C90DD50 + 4 [0C E9 06 23 B1 01]

0+4[08 E9 F6 22 B1 01]

0x7C90DD70 + 4 [08 E9 E6 22 B1 01]

[1C E9 D6 22 B1 01]

90DD90 + 4 [0C E9 C6 22 B1 01]

+4[04 E9 B6 22 B1 01]
C90DDBO0-->7D250C90 [SbieDIl.dll]
C90DDB5-->7E420060 [unknown_code_page]
h 0x7C90DDCO + 4 [14 E9 96 22 B1 01]

DO + 4 [04 E9 86 22 B1 01]

RelativeJump 0x7C90DDE4-->7C90DEOE

+4[04 E9 66 22 B1 01]

+4[04 E9 56 22 B1 01]

10 + 4 [04 E9 46 22 B1 01]

0 +4[08 E9 36 22 B1 01]

90DE30 + 4 [18 E9 26 22 B1 01]
O0DE75-->7E420060 [unknown_code_page]
90DE80-->7D260640 [SbieDIl.dll]
90DE85-->7E420060 [unknown_code_page]
ODE90 + 4 [10 E9 C6 21 B1 01]



ntdll.dll-->NtUnloadDriver Code Mismatch 0x7C90DEAO
ntdll.dll-->NtUnloadKey Code Mismatch Ox7C90DEBO +
ntdll.dll-->NtUnloadKeyEx Code Mismatch 0x7C90DECO
ntdll.dll-->NtUnlockFile Code Mismatch 0x7C90DEDO +
ntdll.dll-->NtUnlockVirtualMemory Inline - Relative
ntdll.dll-->NtUnmapViewOfSection Code Mismatch 0x7C
ntdll.dll-->NtVdmControl Code Mismatch 0x7C90DF00 +
ntdll.dll-->NtWaitForDebugEvent Code Mismatch 0x7C9
ntdll.dll-->NtWaitForKeyedEvent Inline - RelativeJu
ntdll.dll-->NtWaitForMultipleObjects Code Mismatch
ntdll.dll-->NtWaitForSingleObject Code Mismatch 0x7
ntdll.dll-->NtWaitHighEventPair Code Mismatch 0x7C9
ntdIl.dll-->NtWaitLowEventPair Code Mismatch 0x7C90
ntdll.dll-->NtWriteFile Inline - RelativeJump 0x7C9
ntdll.dll-->NtWriteFile Inline - RelativeJump 0x7C9
ntdll.dll-->NtWriteFileGather Code Mismatch 0x7C90D
ntdll.dll-->NtWriteRequestData Code Mismatch 0x7C90
ntdll.dll-->NtWriteVirtualMemory Code Mismatch Ox7C
ntdll.dll-->NtYieldExecution Inline - RelativeJump
ntdll.dll-->RtlGetCurrentDirectory_U Inline - Relat
ntdll.dll-->RtlGetFullPathName_U Inline - RelativeJ
ntdll.dll-->RtISetCurrentDirectory_U Inline - Relat
shell32.dll-->ShellExecuteEXW Inline - RelativeJump
shell32.dll-->SHOpenFolderAndSelectltems Inline - R
[SbieDlIldll]

user32.dII+0x00002998 Inline - RelativeJump 0x7E362
user32.dII+0x000086DB Inline - RelativeJump O0x7E368
user32.dll-->ActivateKeyboardLayout Inline - Relati
user32.dll-->AnimateWindow Inline - RelativeJump Ox
user32.dll-->ClientToScreen Inline - RelativeJump 0
user32.dll-->ClipCursor Inline - RelativeJump 0X7E3
user32.dll-->CloseClipboard Inline - RelativeJump 0O
user32.dll-->CreateDesktopA Inline - RelativeJump O
user32.dll-->CreateDesktopW Inline - RelativeJump 0
user32.dll-->CreateDialoglndirectParamA Inline - Re
user32.dll-->CreateDialoglndirectParamAorW Inline -
[SbieDlIldll]

user32.dll-->CreateDialoglndirectParamW Inline - Re
user32.dll-->CreateDialogParamA Inline - RelativeJu
user32.dll-->CreateDialogParamW Inline - RelativeJu
user32.dll-->CreateWindowEXA Inline - RelativeJump
user32.dll-->CreateWindowExW Inline - RelativeJump
user32.dll-->DdelnitializeA Inline - RelativeJump 0
user32.dll-->DdelnitializeW Inline - RelativeJump 0
user32.dll-->DefWindowProcA Inline - RelativeJump 0O
user32.dll-->DefWindowProcW Inline - RelativeJump 0
user32.dll-->DialogBoxIndirectParamA Inline - Relat
user32.dll-->DialogBoxIndirectParamAorW Inline - Re
user32.dll-->DialogBoxIndirectParamW Inline - Relat
user32.dll-->DialogBoxParamA Inline - RelativeJump
user32.dll-->DialogBoxParamW Inline - RelativeJump
user32.dll-->DispatchMessageA Inline - RelativeJump
user32.dll-->DispatchMessageW Inline - RelativeJump
user32.dll-->EndTask Inline - RelativeJump 0x7E3AAQ
user32.dll-->EnumChildWindows Inline - RelativeJump
user32.dll-->EnumDesktopsA Inline - RelativeJump 0x
user32.dll-->EnumDesktopsW Inline - RelativeJump Ox
user32.dll-->EnumDesktopWindows Inline - RelativeJu
user32.dll-->EnumThreadWindows Inline - RelativeJum
user32.dll-->EnumWindows Inline - RelativeJump Ox7E
user32.dll-->ExitWindowsEx Inline - RelativeJump 0x
user32.dll-->FindWindowA Inline - RelativeJump OX7E
user32.dll-->FindWindowEXA Inline - RelativeJump Ox
user32.dll-->FindWindowExW Inline - RelativeJump Ox
user32.dll-->FindWindowW Inline - RelativeJump Ox7E
user32.dll-->GetClassInfoA Inline - RelativeJump 0x
user32.dll-->GetClassInfoEXA Inline - RelativeJump
user32.dll-->GetClassInfoExW Inline - RelativeJump
user32.dll-->GetClassInfoW Inline - RelativeJump Ox
user32.dll-->GetClassLongA Inline - RelativeJump 0x
user32.dll-->GetClassLongW Inline - RelativeJump 0x
user32.dll-->GetClassNameA Inline - RelativeJump Ox
user32.dll-->GetClassNameW Inline - RelativeJump Ox
user32.dll-->GetClientRect Inline - RelativeJump Ox
user32.dll-->GetClipboardData Inline - RelativeJump
user32.dll-->GetlconlInfo Inline - RelativeJump Ox7E
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+ 4 [04 E9 B6 21 B1 01]

4[04 E9 A6 21 B1 01]

+4[08 E9 96 21 B1 01]

414 E9 86 21 B1 01]

Jump 0x7C90DEE4-->7C90DFOD [ntdll.dll]
90DEFO + 4 [08 E9 66 21 B1 01]

4[08 E9 56 21 B1 01]

ODF10 + 4 [10 E9 46 21 B1 01]

mp 0x7C90DFE4-->7C90E00C [ntdll.dll]
0x7C90DF20 + 4 [14 E9 36 21 B1 01]
C90DF30 + 4 [0C E9 26 21 B1 01]

ODF40 + 4 [04 E9 16 21 B1 01]

DF50 + 4 [04 E9 06 21 B1 01]
0DF60-->7D233360 [SbieDlII.dll]
0DF65-->7E420060 [unknown_code_page]
F70 + 4 [24 E9 E6 20 B1 01]

DF80 + 4 [18 E9 D6 20 B1 01]

90DF90 + 4 [14 E9 C6 20 B1 01]
0x7C90DFA5-->7E420060 [unknown_code_page]
iveJump 0x7C9144E6-->7D23B120 [SbieDII.dlI]
ump 0x7C914389-->7D23B3EO0 [ShieDll.dll]
iveJump 0x7C91E78E-->7D23B360 [ShieDIl.dll]
0x7CA02F03-->7D25F250 [ShieDlIl.dll]
elativeJump 0x7CAC2A1E-->7D2601C0

998-->7E3629EE [user32.dll]
6DB-->7D244690 [ShieDIl.dll]

veJump 0x7E378673-->7D240400 [SbieDIl.dll]
7E372156-->7D2405A0 [SbieDIl.dll]
X7E379B60-->7D240F60 [SbieDIl.dll]
8FDC5-->7D246D90 [SbieDIl.dll]
X7E380265-->7D247260 [ShieDIl.dll]
X7E3A5E37-->7D244900 [SbieDlIl.dll]
X7E37162A-->7D244900 [SbhieDlIl.dll]
lativeJump 0x7E389B28-->7D248EBO [SbieDlIl.dll]
RelativeJump 0x7E37680B-->7D248DD0

lativeJump 0x7E38F01F-->7D248E80 [SbieDIl.dll]
mp 0x7E38C7DB-->7D248F80 [ShieDlIl.dll]

mp 0x7E36EA3B-->7D248F40 [SbieDIl.dll]
0x7E37E4A9-->7D23FFFO0 [SbieDIl.dll]
0x7E37D0A3-->7D23FE50 [ShieDlIl.dll]
X7E3AA8F6-->7D243E60 [ShieDIl.dll]
X7E3706D7-->7D243E10 [ShieDIl.dll]
X7E37C17E-->7D240390 [SbieDIl.dll]
X7E378D20-->7D240320 [ShieDiIl.dll]

iveJump 0x7E3A6D7D-->7D248F10 [ShieDIl.dll]
lativeJump 0x7E3749D0-->7D248E30 [ShieDIl.dll]
iveJump 0x7E382072-->7D248EEOQ [SbieDIl.dll]
0x7E38B144-->7D249000 [SbieDlIl.dll]
0x7E3747AB-->7D248FCO [ShieDlIl.dll]
0x7E3696B8-->7D246120 [ShieDlIl.dll]
0x7E368A01-->7D246140 [SbieDlIl.dll]
A5-->7D2404D0 [SbieDIl.dll]
0x7E37B0OF0-->7D2447F0 [ShieDlIl.dll]
7E38234B-->7D2448C0 [SbieDII.dll]
7E37853B-->7D2448A0 [SbieDIl.dll]

mp 0x7E37851A-->7D244880 [ShieDIl.dll]

p Ox7E37F539-->7D244840 [ShieDII.dII]
37A5AE-->7D2447D0 [SbieDIl.dll]
TE3AA275-->7D240430 [SbhieDlIl.dll]
3782E1-->7D244D50 [SbieDll.dll]
7E38214A-->7D244ECO [SbieDlIl.dll]
7E36EOE3-->7D244E00 [SbieDIl.dll]
37C9C3-->7D244CAO0 [SbieDll.dll]
7TE38EBFF-->7D242FF0 [SbieDlIl.dll]
0x7E36DD58-->7D242F10 [SbieDIl.dll]
0x7E36DEBC-->7D242EAO [SbieDlII.dll]
7TE37E81E-->7D242F80 [ShieDlII.dll]
TE37F4F1-->7D245A90 [SbieDIl.dll]
7TE379AE9-->7D245A70 [SbieDIl.dll]
7TE37F45F-->7D243190 [SbieDIl.dll]
7E379D12-->7D243060 [ShieDlIl.dlIl]
7E37908E-->7D241060 [SbieDIl.dll]
0x7E380DBA-->7D247790 [SbhieDIl.dll]
37D427-->7D246F00 [ShieDlIl.dll]



user32.dll-->GetParent Inline - RelativeJump 0x7E37
user32.dll-->GetPropA Inline - RelativeJump 0x7E380
user32.dll-->GetPropW Inline - RelativeJump 0x7E379
user32.dll-->GetShellWindow Inline - RelativeJump 0
user32.dll-->GetUserObjectinformationW Inline - Rel
user32.dll-->GetWindow Inline - RelativeJump 0x7E37
user32.dll-->GetWindowlInfo Inline - RelativeJump 0x
user32.dll-->GetWindowLongA Inline - RelativeJump O
user32.dll-->GetWindowLongW Inline - RelativeJump O
user32.dll-->GetWindowRect Inline - RelativeJump Ox
user32.dll-->GetWindowTextA Inline - RelativeJump 0
user32.dll-->GetWindowTextW Inline - RelativeJump O
user32.dll-->Islconic Inline - RelativeJump 0X7E379
user32.dll-->IsWindow Inline - RelativeJump 0x7E379
user32.dll-->IsWindowEnabled Inline - RelativeJump
user32.dll-->IsWindowUnicode Inline - RelativeJump
user32.dll-->IsWindowVisible Inline - RelativeJump
user32.dll-->IsZoomed Inline - RelativeJump 0X7E379
user32.dll-->MapWindowPoints Inline - RelativeJump
user32.dll-->MonitorFromWindow Inline - RelativeJum
user32.dll-->MoveWindow Inline - RelativeJump Ox7E3
user32.dll-->OpenClipboard Inline - RelativeJump 0x
user32.dll-->OpenDesktopA Inline - RelativeJump 0x7
user32.dll-->OpenDesktopW Inline - RelativeJump 0x7
user32.dll-->OpenlnputDesktop Inline - RelativeJump
user32.dll-->PostMessageA Inline - RelativeJump 0x7
user32.dll-->PostMessageW Inline - RelativeJump 0x7
user32.dll-->RegisterClassA Inline - RelativeJump 0
user32.dll-->RegisterClassExA Inline - RelativeJump
user32.dll-->RegisterClassExW Inline - RelativeJump
user32.dll-->RegisterClassW Inline - RelativeJump O
user32.dll-->RegisterDeviceNotificationA Inline - R
[SbieDlIldll]

user32.dll-->RegisterDeviceNotificationW Inline - R
[ShieDlIl.dll]

user32.dll-->RemovePropA Inline - RelativeJump Ox7E
user32.dll-->RemovePropW Inline - RelativeJump 0X7E
user32.dll-->ScreenToClient Inline - RelativeJump 0
user32.dll-->SendMessageA Inline - RelativeJump 0x7
user32.dll-->SendMessageTimeoutA Inline - RelativeJ
user32.dll-->SendMessageTimeoutW Inline - RelativeJ
user32.dll-->SendMessageW Inline - RelativeJump Ox7
user32.dll-->SendNotifyMessageA Inline - RelativeJu
user32.dll-->SendNotifyMessageW Inline - RelativeJu
user32.dll-->SetCursor Inline - RelativeJump 0x7E37
user32.dll-->SetCursorPos Inline - RelativeJump 0x7
user32.dll-->SetDoubleClickTime Inline - RelativeJu
user32.dll-->SetForegroundWindow Inline - RelativeJ
user32.dll-->SetParent Inline - RelativeJump Ox7E37
user32.dll-->SetPropA Inline - RelativeJump 0x7E380
user32.dll-->SetPropW Inline - RelativeJump 0x7E37C
user32.dll-->SetThreadDesktop Inline - RelativeJump
user32.dll-->SetWindowLongA Inline - RelativeJump 0
user32.dll-->SetWindowLongW Inline - RelativeJump O
user32.dll-->SetWindowPos Inline - RelativeJump 0x7
user32.dll-->SetWindowsHookEXA Inline - RelativeJum
user32.dll-->SetWindowsHookExXW Inline - RelativeJum
user32.dll-->SwapMouseButton Inline - RelativeJump
user32.dll-->SwitchDesktop Inline - RelativeJump 0x
user32.dll-->UnhookWindowsHookEXx Inline - RelativeJ
user32.dll-->UnregisterClassA Inline - RelativeJump
user32.dll-->UnregisterClassW Inline - RelativeJump
user32.dll-->UnregisterDeviceNotification Inline -
[ShieDlIl.dll]

user32.dll-->UserHandleGrantAccess Inline - Relativ

910F-->7D246CEOQ [SbieDII.dlIl]
042-->7D2455F0 [SbieDIl.dll]
4B3-->7D245550 [SbieDIl.dll]
X7E369252-->7D244F90 [SbieDII.dlIl]

ativeJump 0x7E368D17-->7D247190 [SbieDIl.dll]

9655-->7D246CBO [ShieDIl.dll]
7E37C49C-->7D2411A0 [SbieDIl.dll]
X7E36945D-->7D2459E0 [ShieDIl.dil]
X7E3688A6-->7D245950 [ShieDILdll]
7E3790B4-->7D241100 [ShieDILdll]
X7E38216B-->7D244500 [ShieDI.dll]
X7E37A5CD-->7D2444DO0 [SbieDIl.dll]
7FF-->7D240E80 [SbieDIl.dll]
313-->7D240E00 [SbieDIl.dll]
0X7E37977A-->7D240E20 [SbieDIl.dll]
0X7E379F72-->7D240E60 [SbieDIl.dll]
0X7E379E3D-->7D240E40 [ShieDILdli]
C8A-->7D240EAO [SbieDIL.dll]
0X7E379507-->7D240ECO [SbieDIl.dll]
p OX7E37A679-->7D247050 [ShieDILdll]
7B29E-->7D240480 [SbieDIL.dl]
7E380277-->7D247220 [ShieDILdll]
E382369-->7D2448E0 [ShieDIl.dll]
E378559-->7D2448E0 [ShieDIl.dll]
O0X7E36ECA3-->7D247170 [ShieDILdll]
E37AAFD-->7D2469B0 [SbieDIL.dll]
E368CCB-->7D246A30 [SbieDIL.dl]
X7E37EASE-->7D242D10 [SbieDIl.dll]
O0X7E377C39-->7D242B70 [SbieDIl.dl]
OX7E36AF7F-->7D242AA0 [SbieDIl.dll]
X7E36A39A-->7D242C40 [ShieDILdll]
elativeJump 0x7E371B3B-->7D240560

elativeJump Ox7E36E8B9-->7D240560

380094-->7D245780 [SbieDIl.dll]
37C076-->7D245730 [SbieDlIl.dll]
X7E3797A0-->7D240FEO [SbieDIl.dll]
E37F3C2-->7D246720 [ShieDlIl.dll]

ump 0x7E37FB6B-->7D246880 [ShieDlIl.dll]
ump 0x7E37CDAA-->7D2468C0 [ShieDIl.dll]
E37929A-->7D2467CO0 [ShieDIl.dll]

mp 0x7E3A3948-->7D246950 [ShieDlIl.dll]
mp 0x7E37D64F-->7D246980 [SbieDlIl.dll]
9930-->7D246EBO [ShieDlIl.dll]
E3A61B3-->7D246F50 [ShieDIl.dll]

mp 0x7E3A61CE-->7D246E40 [SbhieDlIl.dll]
ump 0x7E3742ED-->7D246FDO [SbieDlIl.dll]
C7F9-->7D246D20 [SbieDIl.dll]
000-->7D2456E0 [SbieDIl.dll]
0B9-->7D245690 [ShieDIl.dll]
0x7E377D2C-->7D23FC30 [ShieDlIl.dlI]
X7E37C29D-->7D245C20 [SbhieDIl.dll]
X7E37C2BB-->7D245B90 [SbieDIl.dll]
E3799F3-->7D240B80 [SbieDlIl.dll]

p Ox7E381211-->7D248260 [SbieDIl.dll]

p Ox7E37820F-->7D2482CO0 [SbhieDIl.dll]
0x7E3A6201-->7D246E40 [ShieDlIl.dll]
7E36FE6E-->7D23FC30 [ShieDIl.dll]

ump 0x7E37D5F3-->7D247F60 [ShieDlIl.dll]
0x7E3789A3-->7D242E40 [SbieDlIl.dll]
0x7E369AA4-->7D242DEO [SbieDIl.dll]
RelativeJump OX7E36E8D7-->7D23FC30

eJump Ox7E3BCFDA-->7D264CEO [ShieDIl.dll]

user32.dll-->WaitForlnputldle Inline - RelativeJump 0X7E39FAF5-->7D240620 [SbieDIl.dlIl]

Due to lazy implementation, SBIEDLL does multiple improper modifications to the
API call results, which however does not affect their work (not always, about a year ago
author fixed one bug related to improper data modification — improper truncating result of
some API call), but can be used as Sandboxie detection flags. For example, SBIEDLL
truncates result of registry querying to hide from sandboxed application registry
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virtualization fact. Ironically, exactly this will be used to detect virtualization, as shown on
Figure 3-16.

BOOL IsSandboxieVirtualRegistryPresent(
VOID

BYTE Is5B = &3

ULONG hashA, hashB;

HANDLE hKey;

NTSTATUS

UNICODE_STRING ustrRegPath;
OBJECT_ATTRIBUTES cobja;

WCHAR szObjectMame[MAX _PATH *
hashA = HashFromStrW(REGSTR_KEY _USER);

RtlInitUnicodeString(&ustrRegPath, REGSTR_KEY _USER);
InitializeObjectAttributes ja, ZustrRegPath, OBJ_CASE_INSENSITIVE, MULL, NULL});
Status = X M_ALLOWED, &obja);
if (NT_SUCCES ]
if ({ QueryObjectName((HKEY)hKey, &ZszObjectName, MAX _PATH * 2, TRUE) ) {
hashB = HashFromStrid( jectName);
if (hashB != hasha) Is
}
NtClose(hkey);

L
¥
r

eturn Is5

FIGURE 3-16. VMDE Virtualization registry detection.

The following code used to detect if caller application is sandboxed, but only after caller
make sure Sandboxie is present, so this code must work in complex with other detection
methods to eliminate possible false positives. See Appendix for example of usage. Next, we
will abuse helper-to-the-driver communication mechanism and use it to detect if the caller
process is being sandboxed.

Another method based on how SBIEDLL communicates with Sandboxie driver that
performs kernel mode modifications (and until recent versions driver was incompatible with
Kernel Patch Protection due to obvious reasons). SBIEDLL does this through specially
created device object. Internally SBIEDLL opens handle to it in every sandboxed process
and uses it during NtDeviceloControlFile calls, passing various IOCTL codes to the main
driver. This device name is constant value:

SandboxieDriverApi

Following device name can be used to detect Sandboxie presence on a target machine (see
part 2.1.2 of this document), because this device is permanent. We will enumerate caller
process handle table and verify objects to belong to Sandboxie. To improve performance the
verifying objects will be filtered by file object type. See Figure 3-17 for implementation
details.
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/* find ie e our handle t
hDummy enDevi ! i WNull", GENERIC_| atus);
if ( hDummy == NULL } _

HandleTable = ( TEM_HANDLE_INFORMATION)NativeAllocateInfoBuffer mHandleInformation, &ulength);
if ( HandleTable

for (

dleTab 0
if ( HandleTabl i].Unig = OurID )

i].HandleValue ORT jhDummy ) {
dles[i].0bj ypeIndex;

e I
L
(HandleTab 3
if ( Quer ectNa andleTable i].HandleValue, &szObjectName, MAX_PATH * 2, TRUE) ) {
if ( ( \l ) != NuLL) {

Cl#ifdef _DEBUG

FIGURE 3-17. Enumerating handle table and identifying Sandboxie API device object.

Another way is to perform process memory scanning and searching for Sandboxie injected
executable memory. How we can distinguish it from other kind of caller executable code? By
tag Sandboxie uses for allocated memory. Yes, it is author nickname.

Command - Local kernel - WinDbg:6.11.0001.404 AM

lked= db DROD0TFTTE 40000 200

ODO00TET T 140000 00 00 D &0 00 00 00 0000 D 0D 0D D 0D DD 0D ...
QDODOTIT Tet40010 00 00 OO 0D 0D O 00 0000 01 14 Te 7 0T 00 09 L
QD00OTIT Tel40020 T4 Ta 75 Bb 2z 01 00 000D 0D 0D 0D 00 00 0D ;I bk ...
QDODOTIT Tet40030 00 00 0 0D 0D 0D 00 00-00 0D 0D 00 00 00 0D |

QDO00TET T 140040 00 0D 0D D 0D 0D 0D 00-00 0D 0D 0D 0D 0D 0D 0D . .
QDODOTIT Tet40050 QD 0D 0D OO0 0D 0D 0000 0D 0D 0D 0D 0D DD 0D ...
ODO00TET T 140050 00 00 0 &0 00 00 00 0000 D 0D 0D D 0D DD 0D ...
QDODOTIT Tet40070 00 00 D 00 0D 0D 00 00-00 0D 0D 00 00 00 00 0D .
DDD0OTET T 140080 £f £f 2F 00 0D 0D 0D 00-D0 00 0D 0D 00 0D 0D 0D 7.
QDODOTIT Tet40050 00 0D 0D OO0 0D 0D 0000 0D 0D 0D 0D 0D DD 0D ...
QDO00TET Te140050 00 00 O D 0D 0D 0D 00-00 0D 0D 0D 0D 0D 0D 0D .
QDO0OTIT Tel400b0 00 00 D 00 0D 0D 0D 00-00 0D 0D 00 0D 00 00 D .
}}}:’:‘T:?I?E- 4’}:‘3‘:‘ fETEfEAFARF AT EFAR-REAFAEAE AR OA O O6F ...........
ODO0OTIT Telq00dd ff f f
DD000TIT T 14000
ODODOTIT Tel400f0 ff £ f .
}}}:’:‘T:?I?E- 4_:|-}:| 'I|'4 ?’a 'I|'E '5b FEFS ST I IO SE S S X2 D0 Sror Ellk .

QDO0OTIT Tel40110 00 00 00 0D 0D 0D 0D O0-00 0D 0D 0D 0D 00 Gniiiid .
QD000TT Tei40120 00 00 0D D 0D 00 00 0000 DD 0D 0D M0 DD 14 Te ...
QDO0OTIT Tel40130 T 07 O0 0D 00 0D 14 Te-FT OT 00 00 01 00 0D 0D .
QD00OTIT Tei40140 00 0D 0D 0D 0D 0D 0D 00-00 0D 0D 0D 0D 00 0D 0D .
QDO0OTIT Tel40150 00 00 D 0D 0D 0D 0D 00-00 0D 0D 0D 0D 0D 0D 0D .
QD000TT Tei40160 00 00 D 0D 0D 0D 0D 00-00 0D 0D 00 0D 00 0D 0D .
QDO0OTIT Tel40170 00 00 D 0D 0D O 0D 00-00 0D 0D 00 0D 0D 0D 0D .
QD000TIT Te140180 00 0D D 0D 0D 0D 0D 00-00 0D 0D 0D 0D 00 0D 0D . .
QDO00TIT Tal40150 00 00 D 00 00 00 00 0000 0D 0D 0D OO 0D DD 0D ...............

FIGURE 3-18. Sandboxie memory tag.
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Now scan process memory, filter regions by allocation protect and inspect suspicious
memory areas for known signature.

) (), (PVOID)i, MemoryBasicInformation,
&RegionIn 5] A TION), &ulLength);
if (NT_ ( r
if (IsE (Regio 0 ocationProtect, RegionInfo.State)) {
for (k=i; k<i ; k+=sizeof(DWORD)) {

H#ifdef _DEBUG

#endif

RegionInfo.RegionSize;

. PAGE_SIZE;

i
I
} while (i<(ULONG PTR)g siSysInfo.lpMaximumApplicationAddres

FIGURE 3-19. Looking for Sandboxie memory tag.

All the above detection methods must work only if Sandboxie presence confirmed by other
detection methods and must work together to back up each other.

As a short conclusion: Sandboxie does so many modifications to the sandboxed
process so detecting fact of sandboxing is a trivial task even if the above described methods
will be out-dated.

39



2.4. Conclusion.

Malware more often use various VM detection tricks, targeting popular virtualization
software. Currently these detection methods are primitive and blindly copy-pasted over
various malware families. The virtualization software needs additional configuration to able
to handle such cases. Unfortunately, none of the observed products has this feature out of
the box. From all the listed products only VirtualBox and VMware has ability to additional
reconfiguration for bypassing VM checks. As for Sandboxie, with its current implementation
it cannot be hidden at all and not recommended as platform for malware research. More to
say we would not recommend using this product on real PC on the regular basis as well, and
if you still plan use it for malware research then do this only inside additionally controlled
environment such as, you might already guess, virtual machine.
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3. Appendix

3.1. Virtual PC detection

BOOL IsVirtualPC(
VOID

)

BYTE IsVM = 0;
ULONG dwDataSize = OL;
PSYSTEM_FIRMWARE_TABLE_INFORMATION pSIF = NULL;

/* devs of XP Mode we're so kind so they added spe cial mutex, check it */
ISVM = IsMutexExist(MUTEX_VPCXPMODE);

#ifdef DEBUG
if (IsVM == 1) DebugLog(TEXT("VPC::XPMode"));

#endif
/*
use well-known trick with illegal instructions, but be creative and don't use the
same as here, there are numbers of them actuall y (> 1000), not only one set
*/
if (IsVM==0){
_try{

__asmpush ebx
__asmmov ebx, 0
_asmmov eax, 1
__asm __emit OFh
__asm __emit 3Fh
__asm __emit 0Dh
__asm__emitOh
__asmtest ebx, ebx
__asmsetz [ISVM]
__asmpop ebx

__except(VPCExceptionHandler(GetExceptioninformat ion())) { }
}

#ifdef _DEBUG
if (IsVM == 1) DebugLog(TEXT("VPC::Backdoor"));
#endif

/* query virtual pc device */
if (IsVM==0) {
IsVM = (IsObjectExists(DEVICELINK, DEVICE_VIRTUAL PC));

#ifdef _DEBUG
if (IsVM == 1) DebugLog(TEXT("VPC::VMSvc"));
#endif

[* query virtual pc driver, reg. rights elevation */
if (IsVM==0){
IsVM = (IsObjectExists(DRIVERLINK, DRIVER_VIRTUAL PC));

#ifdef _DEBUG
if (IsVM == 1) DebugLog(TEXT("VPC::VmbDriver"));

#endif
}
/* scan raw firmware for specific string patterns */
if IsVM ==0) {
pSIF = (PSYSTEM_FIRMWARE_TABLE_INFORMATION)GetFir mwareTable(&dwDataSize, FIRM,
0xC0000);
if (pSIF !'= NULL && dwDataSize > 0) {
IsVM = ScanDump((CHAR*)pSIF, dwDataSize, VENDOR_ VPC, _strlenA(VENDOR_VPCQC));
#ifdef _DEBUG
if (IsVM == 1) DebugLog(TEXT("VPC::FirmwareS3MS" ));

#endif
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RtIFreeHeap(RtIProcessHeap(), 0, pSIF);

}

/* scan raw smbios data for specific string patter s*
if (IsVM==0){
pSIF = (PSYSTEM_FIRMWARE_TABLE_INFORMATION)GetFir mwareTable(&dwDataSize, RSMB, 0);
if (pSIF !'= NULL && dwDataSize > 0) {
IsVM = ScanDump((CHAR*)pSIF, dwDataSize, SMB_VPC , _strlenA(SMB_VPC));

#ifdef _DEBUG
if (IsVM == 1) DebugLog(TEXT("VPC::VM"));

#endif
RtlIFreeHeap(RtIProcessHeap(), 0, pSIF);
} }
/* query S3 VID on PCI bus devices */
if (IsVM==0){

if (visInList(VID_S3MS) I= NULL ) ISVM = 1;
#ifdef DEBUG

if (IsVM == 1) DebugLog(TEXT("VPC::VID_S3"));
#endif

return ISsVM;
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3.2. VMware detection

BOOL IsVMware(
VOID

)

BYTE IsVM = 0;
ULONG dwbDataSize = OL;
PSYSTEM_FIRMWARE_TABLE_INFORMATION pSIF = NULL;

/* query VMware additions device presence */
ISVM = IsObjectExists(DEVICELINK, DEVICE_VMWARE);

#ifdef _DEBUG
if (IsVM == 1) DebugLog(TEXT("VMware::Memctrl"));

#endif
if (IsVM==0){
/*
query VMware presence by hypervisor port
http://kb.VMware.com/selfservice/microsites/search. do?language=en_US&cmd=displayKC&externalld=100
9458

*

_try{
__asmpush edx
__asmpush ecx
__asm push ebx
__asmmov eax, 'VMXh'
__asmmov ebx, 0
__asmmov ecx, 10
__asmmov edx, VX'
__asmin eax, dx
__asmcmp ebx, 'VMXh'
__asmsetz [IsVM]
__asmpop ebx
__asmpop ecx
__asmpop edx

}
"_except(EXCEPTION_EXECUTE_HANDLER)
ISVM = 0;
}

#ifdef DEBUG
if (IsVM == 1) DebugLog(TEXT("VMware::HVPort"));

#endif
/* scan raw firmware for specific string patterns */
if (IsVM ==0) {
pSIF = (PSYSTEM_FIRMWARE_TABLE_INFORMATION)GetFir mwareTable(&dwDataSize, FIRM,
0xC0000);

if (pSIF 1= NULL && dwDataSize > 0) {
ISVM = ScanDump((CHAR*)pSIF, dwDataSize, VENDOR_ VMWARE,
_strlenA(VENDOR_VMWARE));

#ifdef DEBUG

if (IsVM == 1) DebugLog(TEXT("VMware::Firmware_V Mware"));
#endif
RtIFreeHeap(RtIProcessHeap(), 0, pSIF);
}
}
/* scan raw SMBIOS firmware table for specific str ing patterns */
if IsVM ==0) {
pSIF = (PSYSTEM_FIRMWARE_TABLE_INFORMATION)GetFir mwareTable(&dwDataSize, RSMB, 0);
if (pSIF = NULL && dwDataSize > 0) {
IsVM = ScanDump((CHAR*)pSIF, dwDataSize, VENDOR _ VMWARE,
_strlenA(VENDOR_VMWARE));
if (IsVM ==0) {
IsVM = ScanDump((CHAR*)pSIF, dwDataSize, SMB_VM WARE,

_strlenA(SMB_VMWARE));
#ifdef _DEBUG
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if (IsVM == 1) DebugLog(TEXT("VMware::SMBIOS_VM
#endif

}
RtlFreeHeap(RtIProcessHeap(), 0, pSIF);

}

/* query VMware VID on PCI bus devices */
if (IsVM ==0) {
if (visInList(VID_VMWARE) != NULL ) ISVM = 1;
#ifdef _DEBUG

if (IsVM == 1) DebugLog(TEXT("VMware::VID_VMware" );
#endif

}

return ISVM;
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3.3. VirtualBox detection

BOOL IsVirtualBox(
VOID

)

BYTE IsVM = 0;
ULONG dwbDataSize = OL;
PSYSTEM_FIRMWARE_TABLE_INFORMATION pSIF = NULL;

/* query vbox additions guest device */
IsVM = (IsObjectExists(DEVICELINK, DEVICE_VIRTUALB OX1));

#ifdef _DEBUG
if (IsVM == 1) DebugLog(TEXT("VBox::VBoxGuest"));

#endif
[* query vbox additions device */
if IsVM == 0) {
IsVM = (IsObjectExists(DEVICELINK, DEVICE_VIRTUAL BOX2));
#ifdef _DEBUG
if (IsVM == 1) DebugLog(TEXT("VBox::VBoxMiniRdrDN ";
#endif
/* query vbox additions video driver, reg. rights elevation*/
if IsVM ==0) {
IsVM = (IsObjectExists(DRIVERLINK, DRIVER_VIRTUAL BOX1));

#ifdef _DEBUG
if (IsVM == 1) DebugLog(TEXT("VBox::VBoxVideo"));

#endif
/* query vbox additions mouse driver, reg. admin r ights elevation */
if (IsVM ==0) {
IsVM = (IsObjectExists(DRIVERLINK, DRIVER_VIRTUAL BOX2));

#ifdef DEBUG
if (IsVM == 1) DebugLog(TEXT("VBox::VBoxMouse"));

#endif
}
/* scan raw firmware for specific string patterns */
if (IsVM == 0) {
pSIF = (PSYSTEM_FIRMWARE_TABLE_INFORMATION)GetFir mwareTable(&dwDataSize, FIRM,
0xC0000);

if (pSIF !'= NULL && dwDataSize > 0) {
IsVM = ScanDump((CHAR*)pSIF, dwDataSize, VENDOR_ VBOX,
_strlenA(VENDOR_VBOX));

#ifdef DEBUG

if (IsVM == 1) DebugLog(TEXT("VBox::FirmwareVBox "));
#endif
if (IsVM == 0) {
IsVM = ScanDump((CHAR*)pSIF, dwDataSize, VENDOR _ORACLE,

_strlenA(VENDOR_ORACLE));

#ifdef DEBUG

if (IsVM == 1) DebugLog(TEXT("VBox::FirmwareOra cle"));
#endif
}
if (IsVM == 0) {
IsVM = ScanDump((CHAR*)pSIF, dwDataSize, VENDOR _INNOTEK,
_strlenA(VENDOR_INNOTEK));
#ifdef _DEBUG
if (IsVM == 1) DebugLog(TEXT("VBox::Firmwarelnn otek™");

#endif
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}
RtlFreeHeap(RtIProcessHeap(), 0, pSIF);

}

/* scan raw SMBIOS firmware table for specific str ing patterns */
if (IsVM == 0) {
pSIF = (PSYSTEM_FIRMWARE_TABLE_INFORMATION)GetFir mwareTable(&dwDataSize, RSMB, 0);
if (0SIF 1= NULL && dwDataSize > 0) {
IsVM = ScanDump((CHAR*)pSIF, dwDataSize, VENDOR_ VBOX,
_strlenA(VENDOR_VBOX));

#ifdef _DEBUG

if (ISVM == 1) DebugLog(TEXT("VBox::SMBIOS_VBox" ));
#endif
if (IsVM == 0) {
ISVM = ScanDump((CHAR*)pSIF, dwDataSize, VENDOR _ORACLE,

_strlenA(VENDOR_ORACLE));
#ifdef DEBUG

if (IsVM == 1) DebugLog(TEXT("VBox::SMBIOS_Orac le");
#endif
}
if (IsVM ==0) {
ISVM = ScanDump((CHAR*)pSIF, dwDataSize, VENDOR _INNOTEK,
_strlenA(VENDOR_INNOTEK));
#ifdef _DEBUG
if (IsVM == 1) DebugLog(TEXT("VBox::SMBIOS_Inno tek"));
#endif
}
RtlFreeHeap(RtIProcessHeap(), 0, pSIF);
}
}
/* query oracle VID on PCI bus devices */
if (IsVM==0){

if ( visInList(VID_ORACLE) = NULL ) IsVM = 1;
#ifdef _DEBUG

if (IsVM == 1) DebugLog(TEXT("VBox::VID_Oracle"))
#endif

}

return ISVM;
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3.4. Parallels detection

BOOL IsParallels(
VOID

)

BYTE IsVM = 0;
ULONG dwbDataSize = OL;
PSYSTEM_FIRMWARE_TABLE_INFORMATION pSIF = NULL;

[* query parallels additions device presence */
ISVM = IsObjectExists(DEVICELINK, DEVICE_PARALLELS 1);

#ifdef _DEBUG
if (IsVM == 1) DebugLog(TEXT("Parallels::prl_pv"))

#endif
if (IsVM==0){
ISVM = IsObjectExists(DEVICELINK, DEVICE_PARALLEL S2);
#ifdef DEBUG
if (IsVM == 1) DebugLog(TEXT("Parallels::prl_tg") );
#endif
)
if (IsVM==0){
ISVM = IsObjectExists(DEVICELINK, DEVICE_PARALLEL S3);
#ifdef DEBUG
if (IsVM == 1) DebugLog(TEXT("Parallels::prl_time ");
#endif
}
/* scan raw firmware for specific string patterns */
if IsVM ==0) {
pSIF = (PSYSTEM_FIRMWARE_TABLE_INFORMATION)GetFir mwareTable(&dwDataSize, FIRM,
0xC0000);

if (pSIF = NULL && dwDataSize > 0) {
IsVM = ScanDump((CHAR*)pSIF, dwDataSize, VENDOR_ PARALLELS,
_strlenA(VENDOR_PARALLELS));

#ifdef _DEBUG
if (IsVM == 1) DebugLog(TEXT("Parallels::Firmwar e_Parallels"));
#endif

RtlFreeHeap(RtIProcessHeap(), 0, pSIF);

}

/* scan raw SMBIOS firmware table for specific str ing patterns */
if (IsVM == 0) {
pSIF = (PSYSTEM_FIRMWARE_TABLE_INFORMATION)GetFir mwareTable(&dwDataSize, RSMB, 0);
if (pSIF != NULL && dwDataSize > 0) {
IsVM = ScanDump((CHAR*)pSIF, dwDataSize, SMB_PAR ALLELS,
_strlenA(SMB_PARALLELS));

#ifdef _DEBUG
if (IsVM == 1) DebugLog(TEXT("Parallels::SMBIOS _ Parallels"));
#endif

RtlFreeHeap(RtIProcessHeap(), 0, pSIF);
}

/* query Parallels on PCI bus devices */
if (IsVM==0){
if (vIsInList(VID_PRLS) != NULL ) IsVM = 1,
#ifdef _DEBUG
if (IsVM == 1) DebugLog(TEXT("VPC::VID_PRLS"));
#endif

return ISVM;
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3.5. Sandboxie detection

BOOL IsSandboxiePresent(
VOID

)

BYTE IsSB = 0;
OBJECT_ATTRIBUTES attr;
UNICODE_STRING ustrName;
NTSTATUS Status;

HANDLE hObject = NULL;

WCHAR szSandboxieMutex[MAX_PATH] = {0};

/* first check sandboxie device */

IsSB = (IsObjectExists(DEVICELINK, DEVICE_SANDBOXI E));
#ifdef _DEBUG

if (IsSB == 1) DebugLog(TEXT("Sandboxie::ApiDevice ");
#endif

if (IsSB==0) {

/* not found or error, check sandbox object direc
RtlInitUnicodeString(&ustrName, DIRECTORY_SANDBOX
InitializeObjectAttributes(&attr, &ustrName, OBJ_
Status = NtOpenDirectoryObject(&hObject, DIRECTOR
if (NT_SUCCESS(Status)) {

ISSB = 1,

#ifdef DEBUG

DebugLog(TEXT("Sandboxie::ObjectDirectory™));
#endif

NtClose(hObject);

/* query sandboxie mutex */
if (1sSB==0) {
ISSB = IsMutexExist(MUTEX_SANDBOXIE);

#ifdef _DEBUG
if (IsSB == 1) DebugLog(TEXT("Sandboxie::Mutex"))
#endif

/* query sandboxie rpc port presence*/
if (1IsSB==0){
ISSB = (IsObjectExists(RPCCONTROLLINK, PORT_SANDB

#ifdef _DEBUG
if (IsSB == 1) DebugLog(TEXT("Sandboxie::Port"));
#endif

[* query driver object, reg. rights elevation */
if (1sSB==0) {
IsSB = (IsObjectExists(DRIVERLINK, DRIVER_SANDBOX

#ifdef _DEBUG
if (IsSB == 1) DebugLog(TEXT("Sandboxie::Driver")
#endif

return IsSB;
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3.6. Sandboxie virtualization detection

BOOL IsSandboxieVirtualRegistryPresent(
VOID

)

BYTE IsSB = 0;

ULONG hashA, hashB,;

HANDLE hKey;

NTSTATUS Status;
UNICODE_STRING ustrRegPath;
OBJECT_ATTRIBUTES obja;

WCHAR szObjectName[MAX_PATH * 2] = {0};
hashA = HashFromStrW(REGSTR_KEY_USER);

RtlInitUnicodeString(&ustrRegPath, REGSTR_KEY_USER

InitializeObjectAttributes(&obja, &ustrRegPath, OB J_CASE_INSENSITIVE, NULL, NULL);

Status = NtOpenKey(&hKey, MAXIMUM_ALLOWED, &obja);
if (NT_SUCCESS(Status)) {
if ( QueryObjectName((HKEY)hKey, &szObjectName, M AX_PATH * 2, TRUE) ) {
hashB = HashFromStrW(szObjectName);
if (hashB != hashA) IsSB = 1;

}
NtClose(hKey);

return IsSB;

}

BOOL AmiISandboxed(
VOID

)

BYTE IsSB = 0;

ULONG uLength = 0OL;

NTSTATUS Status;

HANDLE hDummy;

ULONG_PTR K, i, FileID = OXFFFFFFFF, OurlD = GetCu rrentProcessld();
PSYSTEM_HANDLE_INFORMATION HandleTable = NULL;
SYSTEM_OBJECTTYPE_INFORMATION Typelnfo = {0},
MEMORY_BASIC_INFORMATION Regioninfo = {0};

WCHAR szObjectName[MAX_PATH * 2] = {0};

_try{

/* find sandboxie api device inside our handle ta ble */
hDummy = OpenDevice(L"\\Device\\Null", GENERIC_RE AD, &Status);
if (hDummy == NULL ) __leave;

HandleTable =
(PSYSTEM_HANDLE_INFORMATION)NativeAllocatelnfoBuffe r(SystemHandlelnformation, &uLength);
if (HandleTable == NULL ) __leave;

for (k=0; k<2; k++) {
for (i=0; i<HandleTable->NumberOfHandles; i++) {
if ( HandleTable->Handles][i].UniqueProcessld == OurlD)

if (k==0) {
if (HandleTable->Handles[i].HandleValue ==
(USHORT)hDummy ) {
FileID = HandleTable-
>Handles[i].ObjectTypelndex;
break;

}else {
if (HandleTable->Handles[i].ObjectTypelndex =

)
if ( QueryObjectName((HANDLE)HandleTable-
>Handles[i].HandleValue, &szObjectName, MAX_PATH * 2, TRUE) ) {
if ( strstrW(szObjectName,
VENDOR_SANDBOXIE) != NULL) {

#ifdef DEBUG
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DebugLog(TEXT("Sandboxie::HandleTable"));

#endif
ISSB =1,
break;
}
}
}
}
}
[* brute-force memory to locate sandboxie injecte d code and locate sandboxie tag
*
if (IsSB==0) {
i = (ULONG_PTR)g_siSyslInfo.lpMinimumApplicationA ddress;
do {
Status = NtQueryVirtualMemory(NtCurrentProcess( ), (PVOID)i,
MemoryBasiclnformation,
&Regionlinfo, sizeof( MEMORY_BASIC_INFORMATION), &ulength);
if (NT_SUCCESS(Status)) {
if (IsExecutableCode(Regioninfo.AllocationProt ect,

Regioninfo.State)) {
for (k=i; k<i+RegionInfo.RegionSize;
k+=sizeof(DWORD)) {
if (*(PDWORD)k == 'kuzt") {

ISSB =1,
#ifdef _DEBUG
DebugLog(TEXT("Sandboxie::MemoryTag"));
#endif
break;
}
}
}
i += Regioninfo.RegionSize;
}else {
i += PAGE_SIZE;
}
} while (i<(ULONG_PTR)g_siSysInfo.lpMaximumAppli cationAddress);
/* abuse sandboxie sbhiedll.dll bug/lame behaviour */
if (1sSB==0) {
ISSB = IsSandboxieVirtualRegistryPresent();
#ifdef _DEBUG
if (IsSB == 1) DebugLog(TEXT("Sandboxie::Virtual Registry"));
#endif
}
}
_ finally {
mmfree(HandleTable);
if (hDummy != NULL ) NtClose(hDummy);
}
return ISSB;
}
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3.7. Hypervisor detection

BOOL IsHypervisor(
VOID

)
int CPUInfo[4] = {-1};

/*
query hypervisor presence
http://msdn.microsoft.com/en-us/library/windows
be aware this detection can be bogus
*

__cpuid(CPUInfo, 1);

if ((CPUInfo[2] >> 31) & 1) {
return TRUE;

}

return FALSE;
}

BYTE GetHypervisorType(
VOID

)

int CPUInfo[4] = {-1};
char HvProductName[0x40];

__cpuid(CPUlnfo, 0x40000000);
RtISecureZeroMemory(HvProductName, sizeof(HvProduc
memcpy(HvProductName, CPUInfo + 1, 12);

[* http://msdn.microsoft.com/en-us/library/windows

if (_strcmpiA(HvProductName, "Microsoft Hv") == 0)
return 1;

}

/*
http://kb.VMware.com/selfservice/microsites/search.
9458 */
if (_strcmpiA(HvProductName, "VMwareVMware") == 0)
return 2;

}

/* Parallels VMM ids */

if (_strcmpiA(HvProductName, "prl hyperv") == 0) {
return 3;

}

return O;
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3.8. VMDE support routines

PVOID GetFirmwareTable(
PULONG pdwDataSize,
DWORD dwSignature,
DWORD dwTablelD

)

NTSTATUS Status;

ULONG Length;

HANDLE hProcess = NULL;

ULONG uAddress;
PSYSTEM_FIRMWARE_TABLE_INFORMATION pSIF = NULL;
SIZE_T memIO =0;

CLIENT_ID cid,;
OBJECT_ATTRIBUTES attr;
MEMORY_REGION_INFORMATION meminfo;

/* use documented GetSystemFirmwareTable instead, this is it raw implementation */
if (g_osVer.dwMajorVersion >5) {
Length = 0x1000;
pSIF = (PSYSTEM_FIRMWARE_TABLE_INFORMATION)RtIAII ocateHeap(RtIProcessHeap(),
HEAP_ZERO_MEMORY, Length);
if (pSIF = NULL) {
pSIF->Action = SystemFirmwareTable_Get;
pSIF->ProviderSignature = dwSignature;
pSIF->TablelD = dwTablelD;
pSIF->TableBufferLength = Length;

[* query if info class available and if how many memory we need */

Status = NtQuerySystemInformation(SystemFirmware Tablelnformation, pSIF,
Length, &Length);

if (Status == STATUS_INVALID_INFO_CLASS || Statu s==

STATUS_INVALID_DEVICE_REQUEST) {
RtlFreeHeap(RtIProcessHeap(), 0, pSIF);
return NULL;

}

if INT_SUCCESS(Status) || Status == STATUS_BUFF ER_TOO_SMALL) {
RtlFreeHeap(RtIProcessHeap(), 0, pSIF);
pSIF =

(PSYSTEM_FIRMWARE_TABLE_INFORMATION)RtlAllocateHeap (RtlProcessHeap(), HEAP_ZERO_MEMORY, Length);
if (pSIF = NULL) {
pSIF->Action = SystemFirmwareTable_Get;
pSIF->ProviderSignature = dwSignature;
pSIF->TablelD = dwTablelD;
pSIF->TableBufferLength = Length;
Status =
NtQuerySysteminformation(SystemFirmwareTablelnforma tion, pSIF, Length, &Length);
if (INT_SUCCESS(Status)) {
RtIFreeHeap(RtIProcessHeap(), 0, pSIF);
return NULL;

}
if ARGUMENT_PRESENT (pdwDataSize))
*ndwDataSize = Length;

}else {
if ARGUMENT_PRESENT(pdwDataSize))
*pdwDataSize = Length;

}else {
/* on pre Win2k3 SP1 systems the above info class unavailable, but all required
information
can be found inside csrss memory space (st ored here for VDM purposes) at few fixed
addresses
*
if ((dwSignature != FIRM) && (dwSignature != RSMB )) return NULL;

/* we are interested only in two memory regions * /
switch (dwTablelD ) {
case FIRM:
uAddress = 0xC0000; /* FIRM analogue */
break;
case RSMB:
uAddress = OXE0000; /* RSMB analogue */
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break;
default:

return NULL;

break;

}

Length = 0;
cid.UniqueProcess = (HANDLE)CsrGetProcessld();
cid.UniqueThread = 0;

InitializeObjectAttributes(&attr, NULL, 0, 0, NUL L);
[* open csrss, reg. client debug privilege set */
Status = NtOpenProcess(&hProcess, PROCESS_QUERY_| NFORMATION | PROCESS_VM_READ,
&attr, &cid);
if (NT_SUCCESS(Status)) {
/* get memory data region size for buffer alloca tion */
Status = NtQueryVirtualMemory(hProcess, (PVOID)u Address,
MemoryRegionInformation, &meminfo, sizeof( MEMORY_RE GION_INFORMATION), &memlO);
if (NT_SUCCESS(Status)) {
pSIF =

(PSYSTEM_FIRMWARE_TABLE_INFORMATION)RtlAllocateHeap (RtIProcessHeap(), HEAP_ZERO_MEMORY,
memlnfo.RegionSize);
if (pSIF 1= NULL) {

/* read data to our allocated buffer */

Status = NtReadVirtualMemory(hProcess, (PVOID) uAddress,
pSIF, memInfo.RegionSize, &memlO);

if (NT_SUCCESS(Status)) {

if ARGUMENT_PRESENT(pdwDataSize))
*pdwDataSize = meminfo.RegionSize;

}else {
RtIFreeHeap(RtIProcessHeap(), 0, pSIF);
return NULL;
}
}
}
NtClose(hProcess);
}
}
return pSIF;
}
BOOL QueryObjectName(
HKEY hKey,
PVOID Buffer,
ULONG BufferSize,
BOOL IsUnicodecCall
)
{

POBJECT_NAME_INFORMATION pObjName;
NTSTATUS Status;

ULONG ReturnLength;

BOOL bResult;

ULONG len;

LPSTR StrA = NULL,;
LPWSTR StrwW = NULL,;

pObjName = NULL;
ReturnLength = 0;
bResult = FALSE;
if (IsUnicodeCall ) {

Strw = (LPWSTR)Buffer;
}else {

}

_try{

StrA = (LPSTR)Buffer;

NtQueryObject(hKey, ObjectNamelnformation, NULL, ReturnLength, &ReturnLength);
pObjName = (POBJECT_NAME_INFORMATION)mmalloc(Retu  rnLength);
if ( pObjName == NULL )

__leave;

Status = NtQueryObject(hKey, ObjectNamelnformatio n, pObjName, ReturnLength, NULL);
if (NT_SUCCESS(Status)) {
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if ( (pObjName->Name.Buffer = NULL) && (pObjNam e->Name.Length > 0) ) {

bResult = TRUE;

len = (ULONG)_strlenW(pObjName->Name.Buffer);
if (len > BufferSize) len = BufferSize;
if (1IsUnicodeCall ) {
_strncpyW(Strw, BufferSize, pObjName->Name.Buf fer,
BufferSize);
}else {
WideCharToMultiByte(CP_ACP, 0, pObjName->Name. Buffer, len,
StrA, len, 0, 0);

}
}_ finally {
if (pObjName != NULL) mmfree(pObjName);

return bResult;

VOID EnumPClIDevsReg(
VOID
)

HANDLE hKey = NULL;

DWORD dwKeySublndex = 0;

ULONG ResultLength = 0;

NTSTATUS Status = STATUS_UNSUCCESSFUL;

UNICODE_STRING ustrKeyName;
OBJECT_ATTRIBUTES obja;
PKEY_BASIC_INFORMATION pKeylnfo = NULL;

PVENDOR_ENTRY entry;
WCHAR szTempBuf[MAX_PATH] = {0};

RtlInitUnicodeString(&ustrKkeyName, REGSTR_KEY_PCIE NUM);
InitializeObjectAttributes(&obja, &ustrKeyName, OB J_CASE_INSENSITIVE, NULL, NULL);

_try{
Status = NtOpenKey(&hKey, KEY_ENUMERATE_SUB_KEYS, &obja);
if (hKey == NULL && INT_SUCCESS(Status)) __leave ;
do {

NtEnumerateKey(hKey, dwKeySubindex, KeyBasiclnfo rmation, NULL, O,
&ResultLength);

pKeyinfo = (PKEY_BASIC_INFORMATION)RtlAllocateHe ap(RtIProcessHeap(),
HEAP_ZERO_MEMORY, ResultLength);

if ( pKeyInfo == NULL) __leave;

Status = NtEnumerateKey(hKey, dwKeySubindex, Key Basiclnformation, pKeylinfo,
ResultLength, &ResultLength);
if (NT_SUCCESS(Status)) {
entry = (PVENDOR_ENTRY)mmalloc(sizeof(VENDOR_EN TRY));
if (entry) {
_strncpyW(entry->VendorFullName, MAX_PATH, pKe yInfo->Name,
pKeylnfo->NameLength / sizeof(WCHAR));
VvEXxtractID(entry);
InsertHeadList(&VendorsListHead, &entry->ListE ntry);

}
RtlFreeHeap(RtIProcessHeap(), 0, pKeylnfo);
pKeylInfo = NULL;

}
dwKeySubindex++;

} while (NT_SUCCESS(Status) );

}_ finally {

if (hKey != NULL) NtClose(hKey);

if ( pKeylInfo = NULL) RtIFreeHeap(RtIProcessHeap (), 0, pKeylInfo);
}
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