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Note: This is to a simplification, but this is all you really need to know for this specific lesson
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How Do We Exploit This?
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Forging =
Requests

The idea is to write programs @
that pretend to be a legitimate "/,"
client. This way you can '
programmatically extract data

at scale.



Advantages To Forging
Requests

These APIls can be easier to scrape at
scale
They may contain extra information you
can't see in the website
Similar to how Missouri teachers had
their SSNs leaked (The Verge)
Less data returned means quicker
requests (and less data transfer fees)



https://www.theverge.com/2021/10/14/22726866/missouri-governor-department-elementary-secondary-education-ssn-vulnerability-disclosure

Disadvantages To Forging
Requests

Some websites constantly update their
APls
Extra work has to be done to keep
up with these changes
Can be hard to emulate human
behavior to avoid captchas and other
blocking mechanisms



001

Thanks! ~

Any questions?
Twitter: @david_teather

Everything Else: @davidteather
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